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Abstract- Though Cloud Computing has become an emerging technology; still it cannot be used by everyone due to lack of 
data confidentiality when stored on cloud. Also while performing computation on data, it requires decrypting data before any 
computation. If the cloud provider is not trusted this may violate data confidentiality. We can ensure the confidentiality of data 
and computation on cloud using homomorphic encryption. In this paper, we described how homomorphic encryption helps to 
ensure data confidentiality. 
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I. INTRODUCTION 
 
A company is the beneficiary by adopting cloud 
computing service but worrying about the 
confidentiality of data as storing confidential data on 
someone else’s hard disk is not safe [1].  
 
Using Standard encryption scheme one can ensure 
data confidentiality while data in transit. But, 
homomorphic Encryption can be used to ensure the 
privacy of data when it is stored on cloud. 
Homomorphic encryption allows operations on 
encrypted data; thus cloud servers stores only 
encrypted data without knowing plaintext [2].  
 
Our implementation is based on Client-Server 
architecture, where Client acts a data owner and 
Server acts as a Cloud. Client sends set of integer data 
in encrypted form and asks server to compute those 
encrypted data. The computation is performed using 
arithmetic operation i.e. a multiplication operation. 
This computed data is stored on server.  
 
When the data owner wants to ensure the data privacy, 
just retrieves the computed data stored on server, 
decrypts it and gets the result as either sum or product 
of original plaintext which depends on homomorphic 
property. RSA homomorphism is used to ensure 
privacy of data multiplicatively.  
 
The aim of this implementation is to protect sensitive 
data hence no one can read it. 
  
II. WHAT IS CLOUD COMPUTING 
 
According to NIST[3]:“Cloud Computing is a model 
for enabling convenient on-demand network access  to 
shared pool of configurable computing  resources(e.g. 
networks, servers, storage, applications and services) 
that can be rapidly provisioned and released with 
minimal management efforts or service providers 
interaction”   

 
Figure1. Encrypted data stored on cloud 

 
The cloud acts as a big black box, nothing inside the 
cloud is visible to client. No transparency between 
cloud and clients. Client doesn’t have any control on 
data stored in cloud. Even, client doesn’t have any 
ideas what is happening inside the cloud 
 
III. COMPUTATION ON DATA 
 
To protect the data, a natural solution would be to store 
that data in encrypted form as shown in figure1. The 
question remains, how this data can then still be used 
without revealing any information thereof. This 
requires techniques to perform computations on 
encrypted data. Traditionally, to perform computation 
on encrypted data requires decrypting data first, then 
operate on it, described by Figure 2. 
 
But this task is time consuming for large amount of 
data and also it may be possible that the data 
confidentiality may be breach, if cloud provider is not 
trusted. Hence the need of a technique to perform 
computation on encrypted data without intermediate 
decrypting. Homomorphic encryption is one that helps 
to perform computation on encrypted data; no need to 
decrypt the data. 
   
IV. HOMOMORPHIC ENCRYPTION  

 
A. Overview of Homomorphic Encryption 

Homomorphic means same effect for the different 
expression [4]. Homomorphic encryption allows 
performing computation on encrypted data without 
knowing secret key; hence no need to decrypt data. 
Only the client holds the secret key. When we decrypt 
the result, it is the same as if we had carried out the 
calculation on the plaintext data. 
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Figure 2. Decrypts data before computation 

 
Suppose the integer data are m1 and m2, whose 
product (m1 X m2) needs to be computed on the 
untrusted platform. To preserve the confidentiality, the 
data c1 = Enc (m1), c2 = Enc (m2) are stored while the 
value Enc(m1 X m2) needs to be computed instead. 
Enc denotes a cryptographic encryption scheme. An 
obvious solution would be to perform the computation  
   

Enc(m1 X m2) = Enc(Dec(c1) X Dec(c2)) , 
 
Where Dec is the decryption function corresponding 
to Enc. To address such issues, homomorphic 
encryption can be used. 
 
A homomorphic public key encryption has four 
algorithms: the usual KeyGen, Encrypt, and Decrypt, 
and an additional algorithm Evaluate. The algorithm 
Evaluate takes as input a public key, a circuit (binary 
circuit to perform bitwise multiplication of 
ciphertext), a set of ciphertext (one for every input), 
and outputs another ciphertext. 
 

B. Homomorphic Property 
An encryption scheme is additively homomorphic if 
we perform the addition operation and multiplicatively 
homomorphic if we perform the multiplication 
operation.”  

 
V. RSA ALGORITHM 
 
The widely used homomorphic encryption scheme 
RSA (invented by Rivest, Shamir and Adleman 
‘78)[4] is  multiplicative homomorphism. RSA is a 
public key  encryption algorithm whose security is 
based on the problem of factoring large numbers. 
 

A. KeyGen Algorithm 
 Choose two prime numbers p and q. 
 Calculate n= p * q 
 Calculate Φ = (p-1)(q-1) 
 Choose a prime number ‘e’ which is co prime 

to Φ. i.e .  1 <e < Φ. 
So, (n, e) becomes public key. 

 The given formula d = e–1 mod Φ i.e. d is the 
multiplicative inverse of e mod Φ. This is 
stated as (d*e) mod Φ = 1. It is often 
computed using the Extended Euclidean 
algorithm.         

Here d is secret key. 
B. Encryption Algorithm 

Here m is the plaintext; C is the ciphertext that we are 
willing to create by: 

 C =me mod n 

It can be solved by using Modular exponentiation 
Method. Modular exponentiation computes, raising a 
number with a power modulo some other number. i.e. 
me mod n It is one of the examples of One -Way 
Function which is easy to compute but hard to reverse. 
 

C. Decryption Algorithm 
 It calculates: 

 M = Cd mod n 
Because the final formatting of your paper is limited in  

D. Multiplicative Homomorphic Property of RSA 
The Multiplicative property of Homomorphic 
Encryption is performing operation on ciphertext 
results in product of the plaintext. 
Multiplicative homomorphic property states: 
1. Let m1 and m2 be two plaintexts. 
2. The multiplicative homomorphic property is: 
  Enc (m1) * Enc (m2) = Enc (m1 * m2) 
3. The decryption of both side returns the same result. 
  Dec (Enc (m1) * Enc (m2)) = m1 * m2 
              = Dec(Enc (m1* m2))  
 
VI. SYSTEM ARCHITECTURE 
 
We implemented a system as a framework for 
Homomorphic Encryption that can be deploying on 
cloud.  
 
Client-Server Model for Homomorphic Encryption 
The system is divided into two modules: 

 Client Module 
The key pair (public key, secret key) is generated. It 
encrypts the data and sends it to server (cloud). 
Whenever require data, we get back computed 
ciphertext from server and decrypt it. 

 Server Module 
It accepts Ciphertexts from client and performs 
computations on it and stores computed data. 
 

 
Figure 3. The scenario for Homomorphic Encryption applied 

for cloud [6] 
 
VI. RESULTS AND CONCLUSION 
  
Table 1. Comparison for Times for Decrypting Data 

Set 
Data 
Set 

Standard RSA 
{Decryption 
time in MS) 

Multiplicative RSA 
Homomorphism 
(Decryption time in 
MS) 

{4,2} 44 24 
{5,3} 60 42 
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Client request for the service to generate public key 
and private key. Then enters set of data and ask to 
encrypt them, Sends encrypted data to server and asks 
server to perform computation on it. Whenever require 
requests for encrypted data decrypt it and gets product 
of original data. Thus helps to ensure the privacy of 
data on server. The above described homomorphic 
scheme has been implemented in Visual Studio 2010 
using ASP.NET. The results are obtained on the basis 
of time required to get back the data from server. 
 
Same data sets are entered, encrypted and computed; 
then stored on server; finds time required decrypting 
both for Standard RSA encryption and RSA with 
multiplicative homomorphism. Table 1. Shows 
comparison between RSA and Multiplicatively 
homomorphic RSA. It is observed that Standard RSA 
scheme requires more time for decryption as it 
requires decrypting each data value from the given 
data set. But RSA Homomorphism only decrypts the 
computed result (product of data) and ensures the 
privacy of data.  
 
The cloud computing data privacy based on 
Homomorphic encryption is a new concept which is 
practically difficult to implement, hence we tried to 
implement it based on Client-Server architecture 
which gives the idea of how it can be achieved for 
Cloud environment. 
 

The system proves that Homomorphic encryption is 
better choice than standard encryption scheme to 
ensure the privacy of data stored on server. It shows 
that homomorphically no need to decrypt every data to 
check the privacy of data.                                      
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