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Abstract — In recent years, various mobile terminals equipped with NFC (Near Field Communication) have been released. 
Main idea of this paper is to replace ATM cards with the NFC enabled smart phones and to improve the security of ATM 
transactions. The combination of NFC with smart devices has led to widening the utilization range of NFC. It is expected to 
replace credit cards in electronic payment, especially. In this regard, security issues need to be addressed to vitalize NFC 
electronic payment. To use NFC in electronic payment, security is a prerequisite to be addressed. Presently, NFC security 
standards define data exchange format, tag types, and security protocols, centring on NFC forum. NFC is a short-range 
wireless communication technology. Due to its distance limitations, the short-range wireless communication technology 
seems to be safer than wired communication technology, which really is not. In case communication is performed through 
RF field, along with NFC, data can be obtained even when users stay near the transmitter. In this section, the security 
requirements met by methods that analyse security threats of NFC are deduced. TSM (Trusted Service Manager) is an 
institution that transfers mobile financial data of customers to financial institutions safely. The GSMA (Global System for 
Mobile Communications Association) proposed TSM to facilitate the provision of NFC services in 2007.TSM serves as CA 
(Certification Authority) and RA (Registration Authority) at the market of certification services. Secure Element is a security 
area that can safely store important data such as financial information, authentication information, and service applications as 
a secure smart chip. In SE, the range of functions varies depending on the type of implementation, but the storage features 
and secure domain is certainly included. The secure domain is a unique area separated to safety store important information 
such as service applications and access key, etc. Since each secure domain exists independently, it cannot have access to the 
secure domain in which other services are installed. Users can be provided with payment services from various financial 
companiesthrough a NFC device. 
 
 
I. INTRODUCTION 
 
NFC (Near field Communication) is a short- range 
wireless communication technology whose 
technology distance is around 4 inches, and it 
operates in the 13.56MHz frequency band at a speed 
of 106Kbps to 424Kbps. The combination of NFC 
with smart devices resulted in widening the range of 
NFC, which includes data exchange, service 
discovery, connection, e-payment, and ticketing. It is 
expected to replace credit cards in electronic 
payment, especially. According to based payment 
services is expected to increase by 11.3 times from 
$316 million in 2010 to $3.572 billion in 2015, and 
Juniper research predicted that the global NFC 
payment market size would be increased to $180 
billion in 2017. To use NFC in electronic payment, 
security is a prerequisite to be addressed. Presently, 
NFC security standards define data exchange format, 
tag types, and security protocols, centering on NFC 
forum. It is expressly stipulated in the NFC security 
standards that key agreement is required for secret 
communications between users. In the process of key 
agreement, both users should exchange their public 
keys. The public key is received from CA (Certificate 
Authority), and it uses a fixed value until reissued. 
Malicious internal attackers can create profiles of 
users through the acquisition of public keys of other 
users in the process of key agreement. 
If NFC is used in e-payment in this way, the privacy 
of users can be infringed through profiles created 
by attackers. Suppose Alice purchases items such as 
cloths, food, and medicine several times at a 

supermarket, the supermarket can get information 
about her tastes, preferences, and health conditions. 
The collected information can help to purchase 
products more efficiently, but it may contain 
information that nobody wants to announce to others 
such as his or her health conditions. The idea of this 
project is to develop the prevention of theft of the 
ATM card and to control the usage of the ATM card 
by unauthorized person. The additional feature of this 
project is that no transaction can be done without the 
knowledge of the respective card holder for the cause 
that NFC transactions are being implemented. 
The description of the project is as follows; whenever 
the transaction has to be done, the RFID card is 
inserted inside the ATM machine and NFC devices 
are made to interact with some of the legacy systems. 
Granting that both RFID and NFC device is found to 
be accurate, a message is received to the mobile 
phone of the rightful proprietor with a pin number of 
four digits. This number is entered in the ATM 
machine. In case of password being correct it moves 
on to the next level of money transaction, asking for 
the money withdrawal. Scenario like, the password is 
found to be defective, next in order of time image of 
highwayman is captured and passage out will be 
locked. 
 
II. EXISTING SYSTEM 
 
The main objective of this project is to develop an 
embedded system, which is used for security 
applications. In this security system the specific 
persons can only enter; by using this embedded 
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system we can give access to the authorized people 
through the finger print modules and keypads. The 
system is programmable we can change the data of 
the authorized people in the data base of the 
embedded system; we can access the data on the 
embedded system on to computer. The embedded 
system is going to be developed based on 
microcontroller; whenever the person puts his finger 
on the reader the system will detect the authorized 
persons then it asks for pin and gets the message to 
authorized persons mobile through the GSM 
technology. Fingerprint reader module will be 
interfaced to the microcontroller and the pin is 
entered through mobile or keypad. 
 
III. DIS ADVANTAGES 
 
 The s y s t e m r e l i e s s i m p l y o n t h e f i n 

g e r p r i n t reader where even fake ones can be 
easily used to access. 

 There is no control of the cash delivery motor 
by the authenticated user. 

 Money transaction and the image of the person 
who accessed the account are not traced using a 
camera. 

 
IV. PROPOSED SYSTEM 
 
Our Secure Mobile Wallet is the product belonging to 
the latest technology trends in mobile 
communications and IT security. As the client 
application of the larger system, SAFETM, Secure 
Mobile Wallet will introduce convenience, 
functionality and security in financial mobile 
transaction. The aim of the design is to provide 
people a more flexible way to use cash and credit 
cards securely. 
 
V. ADVANTAGES 
 
 The a d v a n t a g e o f t h i s a p p r o a c h i s t 

h a t u s e r interfaces are very nice and data are 
strongly protected in the applets. 

 This approach is very convenient and 
application level end-to-end security. 

 Improve the consumer’s shopping experience. 
 Transactions happen quickly Improved 

accuracy of records and collection of customer 
data. 

 
VI. SECURITY REQUIRED 
 

 Data Confidentiality: It is required to protect data 
from unauthorized users. 

 Data Integrity: The transmitted data should be 
identical to the source data. 

 Unobservability: The da t a o f s p e c i f i c users 
should not be distinguished from multiple data. 

 Unlink ability: When two data generated by the 
same user is presented, the connectivity between the 
two data should not be identified. 

 Tracability: It is required to enable to find out 
who generated t h e d a t a i f a problem occurs. 
 
VII. BLOCK DIAGRAM TRANSMITTER 

SECTION 

 
 

VIII. RECEIVER SECTION 

 
 
IX. OPERATION 
 
Our idea is to replace ATM cards with NFC (Near 
Field Communication) enabled smart phones. Initially 
the user has to register his/her mobile number with 
the bank. When a person has to do ATM transaction 
NFC has to be enabled in the smart phone. Since the 
coverage range of NFC is only 3 to 4 inches, user has 
to take the smart phone very close to the ATM 
machine. 
This provides more privacy and security to the user. 
NFC reader present in the ATM machine detects the 
NFC signal from the smart phone. Now the ATM will 
check whether the detected NFC signal is from an 
authorized mobile number. If the detected mobile 
number is an authorized one, the ATM will display 
the screen to enter the ATM PIN number. Then the 
user has to enter the PIN number and continue the 
usual process for transaction. 
Suppose the detected NFC signal is from an 
unauthorized mobile number, the ATM screen will 
display the message “UNAUTHORIZED ACCESS”. 
So that the user cannot proceed to the next level of 
transaction. If the 
person tries to access the ATM with unauthorized 
mobile number more than three times, there is a 
provision in the ATM to alert the nearest control 
room. 
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CONCLUSION 
 
With recent release of various terminals equipped 
with NFC (Near Field Communication), e- payment 
market using NFC is expected to be activated. In such 
situation, the user's transaction information leaks can 
lead to the invasion of privacy. In this paper, the 
conditional privacy protection methods are proposed 
to solve the aforementioned problems. NFC has many 
promising applications in various fields. In Australia, 
handy train tickets can be purchased with the NFC 
enabled machine and in San Francisco parking meters 
have been installed with the same application. 
The proposed methods follows standard systems 
additionally can hide user’s identity, and if necessary, 
the user's identity can be confirmed by the TSM. Also 
the user can get personalized services by the selective 
use of our proposed method. In conclusion, it is 
expected that the proposed method will help users to 
protect their privacy and use personalized services. It 
will contribute to the promotion of mobile payment 
services through NFC. 
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