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Abstract –Digital watermarking is a technique, where the digital embedding of the copyright information /watermark into 
the data to be protected. Image water marking schemes have various  attacks such as median filtering, illegal copying, noise 
and compression. These attacks  can easily make most of the existing watermarking schemes ineffective. The marking image 
could desynchronise the location of the watermark and may cause incorrect watermark detection .The use of biometric 
instead of traditional watermark increases the security of the image data. To overcome this, in this paper we employ 
Fractional Dual Tree Complex Wavelet Transforms (FrDT-CWT) and Singular Value Decomposition (SVD).Initially, this 
paper provides a brief glance at FrDT-CWT and SVD which have the characteristics of multi-scale framework and multi 
directionality. Also the proposed work has Support Vector Machine (SVM) used for the classification of iris template, which 
increases the accuracy rate.  Highly secure iris biometric has been integrated with the image watermarking algorithm to 
enhance multimedia security of data. 
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I. INTRODUCTION 
 
Digital watermarking is a process mainly evolved to 
protect the ownership of the multimedia content .The 
data to be secured is embedded inside the host image 
. In the current trend where the forgery of digital data 
is  flourished ,the watermarking technique safeguards 
the copyright laws, avoids unauthorized duplication 
and maintain the integrity of the content. The internet 
has become user friendly after the introduction of 
Marc Andreessen's Mosaic web browser in 
November of 1993.The internet is excellent 
distribution media because it is inexpensive, 
eliminates warehousing and stock, and delivery is 
almost instantaneous. Also ,content owners see a high 
risk of piracy. The sudden increase in watermark 
interest is most likely due to the increase in concern 
over copyright protection of content. The extensive 
efforts have been made to develop robust 
watermarking algorithms because most of the existing 
watermarking schemes are ineffective so it can be 
easily attacked by illegal copying, noise and 
compression. 
Basically watermarking falls under the two categories   
-visible watermarking and invisible watermarking 
.Visible Watermarking is perceptible, where 
watermarked image looks entirely different from the 
original image. Moreover, it is easy to detect and 
remove from the watermarked image whereas 
Invisible Watermarking is imperceptible and the 
watermark is present throughout the watermarked 
image which looks interesting. It is difficult to be 
removed by a hacker, atleast without degrading the 
original image and survives under compression and 
other signal processing. Invisible watermarking 
possess the characteristics of being imperceptible, 
non-removable, robust and unambiguous, thus 
making it desirable. Although, copy prevention and 

copyright protection are the main driving forces 
behind the research in the field of watermarking, 
there are a number of other application such as 
broadcast monitoring, transaction tracking and 
authentication for which watermark is suggested . 
Watermarking is usually done using two approaches, 
Spatial domain and Transform domain. Spatial 
domain involves direct manipulation of pixels in the 
image whereas Transform domain operates on the 
Fourier transform of an image. Inspite of many 
transformation techniques we adopt Fractional Dual 
Tree Complex Wavelet Transform (FrDT-CWT) and 
Singular Value Decomposition (SVD) because of 
their multiscale properties. Biometrics is used along 
with the digital watermarking to attain maximum 
security. Biometrics is something that holds truth 
about a person. Here, we use iris biometric as a 
watermark since it is highly confidential. Support 
Vector Machine (SVM) classifier is used for the 
classification of the iris image, which is proved to be 
a best classification algorithm. 

 
II. RELATED WORK 
 
The three major process involved in watermarking is 
watermark insertion, extraction and detection. 
Various research works have been carried out in these 
watermarking techniques. The problem of 
information security entails the protection of 
information elements (e.g., multimedia data) thereby 
ensuring that only authorized users are able to access 
the contents available in digital media. Content 
owners, such as authors and authorized distributors, 
are losing billions of dollars annually in revenue due 
to the illegal copying and sharing of digital media. 
Biometrics - a tool for information security is proved. 
Biometrics can be used 1) to facilitate the scheme 
such that no one can extract the watermark without 
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these keys even though they have full knowledge on 
the embedding process [5].The keys are generated 
using biometrics. To improve undetectability and 
satisfy the robustness requirements, the discrete 
wavelet transform (DWT) and singular value 
decomposition (SVD) is used along with a hybrid 
image-watermarking scheme [2]. Instead of 
embedding watermark image directly on to the 
wavelet coefficients, here we embed on   to the 
elements of the singular values of cover image's 
DWT sub bands.  
As security becomes the matter of interest, biometrics 
and iris recognition showing tremendous growth. 
Daugmann was a pioneer in the field of iris 
recognition and recently Wildes , Boles and Boashash 
, Ma et al. , and Monro and Zhang  introduced new 
methods[4]. Discrete Cosine Transform is used for 
the classification of iris. A set of coefficients are 
taken from the iris image using DCT. These 
coefficients are transformed to sub feature vectors . 
Unauthorized modifications are identified using 
fragile watermarking for authentication whereas 
semi-fragile watermarking also do the same as well as 
allows some processing operations in the watermark. 
Arindam Dasgupta and Amit Kute proposed a system 
by combining Visual Cryptography and Fractional 
Fourier Transform which is robust in such a way the 
watermark can be extracted without any other 
image[1]. 
Van Schyndel analyzed that a standard 512 x 512 
intensity image with 8- bit gray scale is best suited for 
embedding an invisible watermark image into it. The 
watermark is essential for image interpretation and it 
carries authentication codes. He implement two 
techniques in the paper ,the first is about 
manipulating the bit plane in LSB and it is easier to 
decode .In the second method , linear addition of 
watermark image into the image which is hard to 
decode and provide immanent security. Also 
researches have been carried out employing 
quantization - index - modulation method for 
embedding watermark into the resulting values of 
SVD. Initially Log-Gabor filter is used for feature 
extraction from iris image and later curvelet 
transform was proved to be preferable. 
 
III. EXISTING SYSTEM 
 
The existing system simply embeds watermark image 
or data which is an authentication code into the 
original image. It adopts various wavelet transform 
for performing compression works of the multimedia 
content. Some also found Fourier transformation 
better for their multiscalability property.SVD is 
prominently employed   for the embedding of 
watermark image. Though there are several 
watermarking methods available, they are fragile sp 
that the watermark image is easily attacked by noise, 
compression and illegal copyimg. These attacks  can 
easily make most of the existing watermarking 

schemes ineffective. The marking image could 
desynchronise the location of the watermark and 
cause incorrect watermark detection. The schemes 
that involves embeding of watermark into high-
frequency subbands can be easily assailed by object 
distortion and verification. 
The manner works by calculating the SVD values of 
the cover image or individual blocks of the cover 
image. Then it modifies the SVD values to embed the  
watermark image. Some have produced the 
hybridization form of SVD by combining it with 
other transformation functions. It is done to improve  
the virtue of SVD so it could with stands the 
geometirc attacks ,thus increasing it performance. 
However, it carries a notable number of limitations 
by allowing the third party to detect the embedded 
information. Being an image, data, audio or video 
,there is a huge possibility of prediction and 
duplication. The main idea behind the watermark for 
copyright is to protect the ownership rights of the 
product but due to the current inconvience prevailing 
in the schemes, the motive is not achieved thoroughly 
 
IV. PROPOSED WORK 
 
In the present scenario as depicted in figure1,the 
watermarking is depicted. The original image to be 
protected is embedded with the highly secured iris 
template .As a result we obtain a watermarked image 
along with the key image. The retrival of the 
authentication content is illustrated in the figure2. 
The watermarked image along with the key image is 
used to recover the authentication information. Using 
biometric content as an authentication, it gains more 
confidentiality.  In the proposed system, there are 5 
modules which describes the overall functionality of 
the project. 

 
          Fig1. Digital Watermarking using Iris Template  

 
Fig2. Recovery of Autorisation information 
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a) Preprocessing of image 
The iris of the authenticated person who may be the 
user is collected from iris database .The database 
used in this project is from the University of Bath. 
The concept is to identify the cover image and 
authenticate it to avoid colluders. In order to manage 
with the wide database, we employ Support Vector 
Machine (SVM) algorithm . The SVM is the renown 
classification algorithm helps in pattern recognition, 
which classifies the mass images based on their 
similarity in pixels. 
Then the iris image is filtered to reduce noise or 
unwanted signals. There are several filters like 
median filters, Gaussian filters, pepper and salt filters 
are available. But we prefer Gaussian filters because 
of their high resistant properties and it does tends to 
change by attacks. The filtered image is then 
converted into binary image which removes the 
difficulties in the processing of image. 
 

b) Treatment on iris template         
 The main purpose of the segmentation is to partition 
image into meaningful regions. The required feature 
is extracted from the binary image by proper 
segmentation of the watermarking image and it is 
normalized by adjusting the intensity values of the 
pixels so we can well furnish the exact position or 
key points in the iris template. Then it is converted 
into Discrete values using Discrete Cosine Transform 
(DCT) which is later converted into binary codes with 
error correction codes. 

 
c) Transformation of host image 

The host image is applied with the Fractional Dual 
Tree - Complex Wavelet Transforms (FrDT-CWT) 
.This is the upgrade version of Complex Wavelet 
Transforms in the Fractional Fourier domain. Due to 
the rotation of the time-frequency plane over an 
arbitrary domain, it has the unique property of 
describing the information of the spatial and 
transformation domain. Both the Fourier and Wavelet 
Transforms are combined in the FrDT-CWT which 
has high multiresolution property. The main asset of 
FrDT-CWT making it desirable is its dependence on 
the transform orders. Thus, we obtain an additional 
key offered by watermarking technique which is used 
for the security. It generates the randomness in the 
resulting coefficients, thus one cannot trace out the 
watermark without knowing the exact values of the 
transform orders. 

 
The function which gives the values for C(j, n) and 
D(j, n) are 

 

 

 
Fig 3. Watermarking using Iris Biometric 

 
Two complex wavelet tree structures are obtained 
using complex valued scaling and wavelet functions.  
 

d) Singular Value Decomposition 
The SVD is an important linear algebra tool because 
of its factorization and approximation techniques 
which makes them more effective. It reduces any 
complex matrices into simple small matrices .The 
SVD operation on each coefficients of the FrDT-
CWT coefficients, thus producing two orthogonal 
matrices U and V along with the set of eigen values 
CX = U x S x V T where CX stands for all 
coefficients of FrDT-CWT. Then we embed the iris 
biometric into the eigen values to obtain new set of 
eigen values S". 

 
Fig 4. Watermark Extraction and Detection 

 
The SVD is again applied to the newly obtained S" , 
resulting in new sets of eigen value S' and two 
orthogonal matrices  U' and V'. Thus manipulating 
the original image with the authorization information. 
Then by combining the eigen value S with the 
matrices U' and V', we get the subbands for atermark 
image. Combining the eigen values S" with the 
matrices U and V, we obtain the key image. 
 

e) Watermark Extraction and Detection 
The watermark is extracted by applying the reverse 
method. The watermarked image and key image are 
applied to the Fractional Dual Tree - Complex 
Wavelet Transform to obtain the four sets of 
coefficients. These coefficients are again decomposed 
to the SVD values whose resulting values are 
multiplied with the key values to generate the 
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biometric user authentication. The detected iris 
biometric is matched using SVM with the iris 
database. 
 
CONCLUSION 
 
The importance of Iris biometric is well recognized in 
recent days and it is widely used in airports, 
government certificates and banks for their superior 
level of security. Considering it into account, in this 
project we implement the iris biometric along with 
the digital watermarking. This is a non-blind 
approach with the huge robustness and imperceptible. 
It is more over provides good convenience for the 
user for extracting the iris template.     
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