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Abstract—Increment in Crime rate shows security agencies lacking somewhere  in information gathering or in proper 
analysis of data which they are retrieving and storing from various communication channels in the form of digital evidences. 
Our objective in this project is to develop criminal information mining framework based model for extracting and analyzing 
relevant information from stored data consists of online emails and messages to track the criminal activity and solve the 
mysteries with the facts hidden inside the data. Our model will take messages and mail documents as intake data and 
perform operations of inspection word and phrases mistrustful information comparing through the model dataset provided 
and shows occurrence and frequency of words in from particular mail. This system would help crime investigators up to 
greater extent and avoid wasting of time with data.  
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I. INTRODUCTION 
 
Communication via mails, chat messenger, social 
networking website chat and message through many 
online apps has become an essential way of 
broadcasting and exchanging information. Everyone 
is using these services in some or other way, whether 
its student, teacher, professionals or criminals. Crime 
rate are increasing day by day. Unlawful activities 
like bankruptcy, bomblasts, kidnapping and many 
more transgressions. Criminals often utilize the 
anonymous nature of web-based communication to 
conduct illegal activities. For instance, cyber 
predators and paedophiles initiate their search for 
victims in public chat rooms. Investigation agencies 
and crime department access the public mails and 
chat logs in confiscated systems and through public 
chat servers for the purpose of investigation. They 
can handle the small amount of data for checking and 
detailing of the case as per requirements. In the real 
world scenario as the electronic devices and texting 
has increased, the analysing data is getting bigger and 
large. It’s not possible for investigators to perform 
analysis and dig out the hidden suspicious 
information from the large volume of unorganised 
and unstructured data. Forensic department and 
security agencies are dependent on old techniques 
and tools such as normal searching of words in 
document and through google desktop search engine 
for web which are not sufficient to work with current 
situations different types of data as well as inefficient 
in providing the information which is hidden in 
depth. These approaches and tools are having certain 
drawbacks: (a) Most of the tools focus on analyzing 
header and network level information, such as IPs, 
protocols, plus path travelled by network packets 
moreover  it cannot be used for analyzing the content 
or body of online messages. (b) Old search strategy 
and tools are able to work with structured data but not 

effective for unstructured, unorganised data such as 
mails which contains all other information resembling 
date, time stamp other than main body. 
 
To address the above issues and drawbacks in the 
present forensic and investigation technique, we are 
proposing a data mining based framework model, 
based on text mining which is able to work with large 
amount of data easily and find the suspiciousness of 
particular mails or message Our main objective is to 
help security agencies by getting the information in 
prior, which a criminal is passing through web based 
communication. The rest of the paper is organized as 
follows. Section II discusses the related works for 
suspicious information finding. Section III formally 
defines the problem while suspicious data mining and 
approach to solve it. Section IV Methods we are 
following in the deed of information mining. Section 
V includes the experimental information and its 
results with snapshots. Section VI concludes the 
paper by summarising and finally section VII 
includes the expected future work. 
 
Figure 1 show the steps performed in the search of 
suspicious data discovery. Its shows various process 
like extraction, transformation, loading along with 
comparison of data with dictionary to check mails 
and message.  
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Fig 1. Step overview 

 
II. RELATED WORKS 
 
Information analysis related to criminals, there 
network finding, relationships between Criminals, 
catching of intruder, be some of the interesting topic 
for researchers. We studied Stolfo and Hershkop 
demonstrated data mining tool that visualizes a very 
wide range of detailed analyses of email and email 
flows, with this analysis they prepared a that models 
can be used in the task of Spam detection and reveals 
other information about the user. Vadher, Bhargav 
presented an analysis of email log files that gives 
position-wise organization hierarchy as an output and 
highlights behavioural-relations among the 
employees. Email logs in an organization gives lot of 
information, in the same way if collect the email logs 
of a network a lot of activity of different persons, 
their identity as well as their networks can be 
revealed.  Al-Zaidy et al discover and analyzes the 
criminal networks through a collection of investigated 
text documents. Most of the studies presented by 
different researchers can be performed by the header 
information which is consist of email-id of sender 
receiver, IP addresses rather than going further in 
deep into the content and text part. With this 
information only they are able to find the links and 
which nodes are connecting to other in addition to 
performing communication. But still some of the 

factors which can be handle in better way with a 
different and easy approach with handling of large 
data and current files. 
 
III. PROBLEM STATEMENT 
 
Various security as well as forensic agencies 
collecting information mails and messages from the 
web. Purpose behind is investigation. Analyzing and 
identifying evidence relevant to a criminal and check 
suspicious activity from a large volume of 
unstructured chat and email data could be challenging 
and time-consuming. The problem can be divided 
into four major aspects which we are phasing. 
 
3.1 Defining that the particular information is 
suspicious and then detection of that information 
as it can be mentioned in code words and in other 
forms 
It is difficult to find and judge that the particular 
information is dubious or alarming apprehensive, it 
depends on case to case history and various 
previously stored known facts. We need to find some 
particular factors through which we can declare that 
this particular mail or message is relate with defined 
factors, so it is suspicious furthermore can be 
approached. We cannot capable to define and find all 
factors however on the basis of information available 
in net moreover according to forensics working 
strategy we have used and defined those to system for 
scrutinise data through the dictionary and sample data 
sets. Except these masquerade, criminals are using 
different techniques to hide the information in 
between text, numbers or by jumbling the suspicious 
words. We have handled this by keeping suspicious 
words in different form in dictionary. 
 
3.2 Defining that information belongs to particular 
mail or person who is chary or can be suspected 
Once we discover the suspicious information in the 
volume of data, provided as a corpus it’s difficult to 
locate which document is containing that word or 
phrase or number of times the word is occurring in 
that particular mail or else what is its frequency. 
Detection of this information would be helpful in 
defining the suspect. We have used the inverted 
indexing concept for this. Whenever a word or phrase 
appears in any document from the group we will able 
to know it belongs to which text files otherwise 
document. We are able to find its frequency and 
correlations with other ones in addition to we can plot 
a word cloud for it. 
 
3.3 Finding the criminal networks and their 
related links  
Mails and messages have been sent to single user 
many times to multiple users as well. We have to find 
the relation between mails and messages associated 
with each other beside which we can get the members 
involvement behind the suspicious activity. 
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Furthermore security agency would get help in 
catching the whole network. Information related to 
criminal network mining has been mentioned in the 
work of reference paper. 
 
3.4 Handling of large amount of data  
It’s difficult to store all the mails and messages by 
forensic department also for security agencies to 
perform analysis, people are more communicating 
through text and emails using smart phones and tabs. 
In favour of handling large amount of text we need 
tools which can able to work more faster and able to 
hold these large volume, besides we need to do some 
selection process through which we store only 
particular mails and messages into which analysis 
would be performed further. 
 
IV. OUR METHODS 
 
4.1 Extraction of data from emails and chat 
information data sets. 
First step is to extract the data consists of mail, 
messages, chat from web. After the formation of 
system the security agency and investigation 
department can use the data what they are gathering 
including chat logs. We have extracted a large 
amount of sample dataset consists of mails and 
message to perform the text mining and data analysis. 
 
4.2 Transformation of data  
Data needs to be converted in the form in which we 
able to give it as input along with have better 
understanding intended for the tool to perform 
different operations easily exclusive of any 
obstructions. Meant for this we are performing 
number of tasks like removal of unwanted texts, 
symbols, different marks as well as words which are 
generally not useful for performing text mining.  
 
4.3 Data Cleaning 
 
As we are having a text files containing dirty data, for 
such type of records first we need to perform cleaning 
procedure. A text smoother is created with that is a 
program code with instructions to remove 
punctuation marks, stop words and some particular 
information which is not required during the further 
checking process. We have performed this task within 
the R tool itself which is described in the next 
experiment section. 
 
4.3.1 Advantages of Cleaning 
In Information Retrieval, there are frequently used 
words in english which are completely useless. There 
are stop words which are called as text mining. The 
stop words are removed to reduce indexing (or data) 
file size as Stop words accounts 20-30% of total word 
counts. Improve efficiency and effectiveness as Stop 
words are not useful for searching or text mining, 
either they may also confuse the retrieval systems. 

4.4 Creation of dictionary 
Dictionary is a text file which consists of the all the 
suspicious words which are gathered and having the 
words in all formats that is jumbled, palindromes, 
mixed words and phrase. This dictionary word has 
been given to the model to perform check with the 
mails and messages data to perform suspiciousness 
test.  
 
4.5 Analysing the data 
Once we complete extraction process and pre-
processing over data. It can be sent for analysis by 
applying different data mining technique and 
algorithm as per the information needed. We have 
performed various search operation after arranging 
the data with term indexing. The process we have 
explained in the next experiment section. 
 
V. EXPERIMENT AND DISCUSSION 
 
5.1 R Tool and Package 
R is a statistical computing language and tool used to 
perform data analysis. Functionality of R is divided 
into a number of packages, R comes with basic 
packages later on we can install and load other 
packages as per the need. The base R system contains 
the base package which is required to run R and 
contains the most fundamental functions. The other 
packages contained in the base system include utils, 
stats, datasets, graphics, grDevices, grid, methods, 
tools, parallel, compiler, splines, tcltk, stats4. There 
are also recommend packages: boot, class, cluster, 
codetools, foreign, KernSmooth, lattice, mgcv, nlme, 
rpart, survival, MASS, spatial, nnet, Matrix. We have 
used R Studio which is an integrated development 
environment for R. Other than the above mention 
package we have included the tm, Rcpp, 
RcolorBrewer, Wordcloud package for our use.  
 
5.2 Import and Export 
Once we have a large amount of dataset consists of 
mails and message to perform the text mining and 
data analysis it should be stored outside the R 
somewhere in disk. We have saved the data by giving 
writeCorpus command. Taken from which a plain 
text representation of a corpus to different multiple 
files on disk.  Corresponding to this each document in 
the corpus for storing the data on hard disk is also 
written. 
 
Transformations  
Once we create the corpus from the set of documents, 
we have to modify it like by performing cleaning 
process such as stemming, stopwords, punctuation 
and removal some other terms as per the need. We 
have performed the action by using the tm package 
with in the Rstudio. Transformations in R work on 
single text documents and with the help of tm_map() 
we applies it to all documents in a corpus.  
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5.3.1 Converting to plain text documents  
Many times the data which we extract or stored is in 
different format like XML or some other we need to 
change it to plain text format because we don’t have 
any further use of those different format data and it’s 
also easy to work with plain text. Different format 
data can be easily converted into the plain text with 
the help of generic as.Plain Text Document () 
Command. 
 
5.3.2 Removal of stop words, punctuations and 
numbers 
 As we mentioned stop words, punctuations and 
numbers and some special symbols are not needed for 
searching or text mining, we have removed these 
from the whole corpus which we are creating it from 
the mails and messages files. 
 
5.3.3 Elimination of extra white space  
After the removal of stop words, punctuations and 
numbers there is lot of white space has been created 
in between the text, which is capturing lot of memory 
space further. As these white spaces are of no use we 
are removing it by the whitespace elimination 
command in R. 
 

 
Fig.2 Output in RStudio after Transformation steps 

 
5.4 Term document matrix creation  
With the help of tm package in R we can easily able 
to create term document matrix or document term 
matrix depending as per the requirement of the 
mining we can show terms as rows and documents as 
columns or even the other way terms as column and 
document as rows. 
We have used term document matrix to for the given 
corpus through which we are easily able to find the 
presence of any word during the search operation. 
 
5.3 Removal of sparse terms  
 Size of the term document matrix depends on the 
data set we provided, even for the normal data set the 
matrices size becomes big. If the data set is very large 
it’s difficult to load the whole data in the single 
occurrence if memory support is less. For handling 
this problem   we are creating a sparse matrix which 
only keeps the record of words occur in particular 

document and does not maintain the record for the 
terms whose occurrence is zero in particular 
documents. By performing this operation we saw a 
huge difference in size of matrix without losing 
significant relations inherent to the matrix. 
 

 
Fig.3 Output in Rstudio with term document Matrix 

 
5.4 Dictionary  
We have created a list of suspicious word and phrase 
by gathering lots of information through internet. For 
performing operation a dictionary is a multi-set of 
strings. This dictionary text file has been passed to 
term document matrix () constructor as a control 
argument and the matrix which is created would be 
tabulated against the dictionary, the matrix here only 
contains the words which are present in dictionary 
that is the suspicious words and phrase. The matrix 
shows the document which contains the word and 
number of times it appears in the document. 
 

 
Fig.5 Dictionary with suspicious words and phrase 

 
5.6 Word Cloud: A word cloud (Tag cloud) are 
visual presentations of a set of words, typically a set 
of tags, in which attributes of the text such as size, 
weight or colour can be used to represent features 
(e.g., frequency) of the associated terms. This format 
is useful for quickly perceiving the most prominent 
terms and for locating a term alphabetically to 
determine its relative prominence. 
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Fig.4 word cloud 

 
VI. FUTURE WORK IMPLEMENTATION 
  
We are in need of the system through which we are 
able to perform analysis over streaming data. We 
need to create a model through which the mails and 
messages which follows only particular symptoms of 
suspiciousness get stores after the checking 
performed on the bases of particular characteristics 
through which we can define that these mails or 
messages are having more probability of containing 
dubious data. Rest other mails would get removed 
from the database so the increasing volume of can be 
get controlled. With this it would also become easy 
for forensic department to check only specified mail 
rather than all, keep on hazing with large amount of 
unrelated data. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CONCLUSIONS 
 
In this paper we have created cybercriminals 
information mining framework based model for 
extracting and analysing relevant information from 
suspicious data of online emails and chat messages. 
The framework takes online mails messages data in a 
corpus as input, after pre-processing and analysis it 
provides information about suspicious activity. 
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