
International Journal of Advances in Science Engineering and Technology, ISSN: 2321-9009 Volume- 1, Issue-3, Jan.-2014 

 Enhancing Secure Transaction And Identity Authentication In M-Commerce 
 

46 

ENHANCING SECURE TRANSACTION AND IDENTITY 
AUTHENTICATION IN M-COMMERCE 

 
1K.SHANMUGAM, 2DR.B.VANATHI 

 
Valliammai Engineering College, Kattankulathur, Chennai 

Email: mbvanathi@yahoo.co.in, rajshan2flower@gmail.com 
 

 
Abstract—This study focuses on an advanced mobile security system to provide rapid and highly secure human friendly 
M-commerce transaction. M-commerce transaction works in multistep process. The process involves User authentication, 
Merchant authentication and Message authentication. M-commerce provides availability, reliability and security in 
transaction phases. The M –commerce phases involves multiple steps like Offering goods (O) , searching for available goods 
(B) , ordering the goods(O) , paying (P),delivering (D) and  distributing(D). The proposed work improves security in user 
authentication by Wireless Application Protocol (WAP) gateway, which in turn provides end to end security using Double 
encryption model. In double encryption model, transfer the authentication data and product ordered using WTLS Protocol 
between mobile terminal and WAP gateway. TLS/SSL protocol is used to transfer data and product between WAP gateway 
and server. Merchant authentication is done by a third party. WTLS and TLS/SSL protocols use a message authentication code 
(MAC) technique to provide the data integrity 
 
Index Terms— M-commerce, MAC, WAP-Gateway, Double encryption model 

 
I. INTRODUCTION 
 
M-commerce defined as “the delivery of electronic 
commerce capabilities directly into the hands, 
anywhere, via wireless technology” and “putting a 
retail outlet in the customer’s hands anywhere.”[1]. 
The M-commerce means purchase from everywhere 
and it is much easier then E-commerce. E-commerce 
means purchase from home/ working place. 
E-Commerce needs Internet connectivity. 
M-commerce does not need any connectivity. Video 
conferencing can be done in M-Commerce, which is 
not possible in E-commerce. Electricity is not a main 
factor in M-commerce. But it is a main factor in 
E-Commerce. M-commerce and its related 
technologies offer many different application fields, 
such as Location Based services (LBS), Mobile 
ticketing, Mobile shopping, Mobile Financial services, 
Mobile Marketing and Mobile Entertainment. 
M-Commerce users can do multitasks at the same time. 
M-Commerce users expect immediate response and 
provide the exact result based on context. 
M-Commerce occurs through the use of wireless 
devices such as cell phones, pocket PC's, and PDAs. It 
allows a user to purchase goods and services on the 
move, anytime, and anywhere. M-Commerce is 
becoming a larger part of the internet commerce 
experience. Juniper Research [2] performed a study 
that predicted that by 2009, global M-Commerce 
revenue will exceed 88 billion dollars. A Morgan 
Stanley report found that in 2005 there was 19.5 
billion dollars in M-Commerce transactions. These 
included revenue from people buying ring tones, cell 
phone personalization, games, and services [3]. The 
following Figure 1 shows the percentage of each item 
that generated the revenue in 2005.It was obtained 

from that Morgan Stanley report.  
 

 
Figure 1: Courtesy of Morgan Stanley [3] 

 
With this large amount of revenue potential, 
companies are quickly moving into the mobile 
marketplace. The M-Commerce marketplace includes 
many new customers that may not own a computer or 
purchase goods over the internet. In many countries of 
the world it is more likely that an individual will have 
a cell phone rather than a computer with internet 
connectivity. McKinsey research firm reported that in 
2005, there was an estimated 85% penetration rate for 
mobile phone usage in Europe but in Asia there were 
over 310 million mobile devices [3]. The Morgan 
Stanley research report mentioned earlier [4] shows 
that in many areas of the world the number of mobile 
users exceeds the number of PC users. For example in 
China the ratio of cell phones to computers is 3.6 to 1, 
in Japan its 1.1 to 1, and in the UK its 1.5 to1. The 



International Journal of Advances in Science Engineering and Technology, ISSN: 2321-9009 Volume- 1, Issue-3, Jan.-2014 

 Enhancing Secure Transaction And Identity Authentication In M-Commerce 
 

47 

report also showed that more emails in Japan were 
sent by mobile phones rather than PC [3]. These 
scenarios are highly attractive to companies because it 
provides an opportunity to expand their customer 
bases. This means there is a potential to reach millions 
of new customers and expand on revenues. The 
biggest benefit that M-Commerce provides to 
consumers is mobility. There is no need to be sitting at 
an office desk or at a home PC to perform 
M-Commerce. Customers can be on the beach, in a car, 
or hundreds of other locations and connect to the 
Internet. As long as their mobile device network is in 
range then M-Commerce transactions can be made. In 
order to meet these demands, cell phone companies 
across the world are continually upgrading their 
networks and increasing the speed and bandwidth of 
these networks. 
 
II. REQUIREMENTS FOR M-COMMERCE 
 
According to some market research institutes, by 2004 
at least 40 % of customer-to-business e-commerce will 
come from smart phones using the WAP[4]. Many 
new applications are becoming possible, and many 
existing e-commerce applications can be modified for 
a mobile environment. To illustrate the great potential 
of the m-commerce, we just mention some potential 
applications such as selling and buying of different 
goods, mobile inventory management(tracking the 
location of goods and services), proactive service 
management (transmitting information about aging 
components, such as automobile parts, to the vendors), 
wireless reengineering(improving business services), 
mobile auction and reverse auction, mobile 
entertainment services, mobile office (services for 
business people, such as traffic jam reports, airport 
and flight information, procurement of products and 
services), mobile  distance education (offering classes 
using streaming audio and video), wireless data center 
(providing downloadable information from data 
warehouses), and others[4]. To realize these 
applications, several functional components are 
needed. It starts with a network infrastructure 
integrating both wireless and wired communication 
transport and mobile devices with sufficient memory, 
an appropriate display and communication 
functionalities. The mobile middleware is the 
enabling layer of software to connect e-commerce 
applications with different mobile networks and 
operating systems without introducing mobility 
awareness. It unites different applications, tools, 
networks and technologies, giving users a common 
interface. Middleware gives applications better 
response times and far better reliability. The WAP is 
also middleware, because it facilitates interoperability 
among different wireless networks, devices, and 
applications. Beside on mobile devices and 
middleware, m-commerce applications depend on 

networking support. Factors like reliable and 
survivable wireless networks, wireless quality of 
service, roaming across multiple heterogeneous 
networks so that users can access m-commerce 
applications from anywhere, location management, 
and others are important for successful and well 
accepted m-commerce, but the security of the 
m-commerce transactions plays a decisive role.  
In m-commerce, where the consumer (client) and the 
merchant (content or service provider) communicate 
indirectly via software entities and the Internet, trust 
must be somehow established between the two parties. 
In order to achieve trust the following security 
functions must be performed [5]:  
Authentication: Each party should authenticate its 
counterpart. 
Integrity: Each party should make sure that the 
received messages are not altered or fabricated by 
other than its counterpart. 
Confidentiality: Each party wants to keep the content 
of its communication secret. 
Message authentication: Each party wants to make 
sure that the received messages do really come from its 
counterpart. 
Non-repudiation: Each party wants to prevent that the 
counterpart later denies the agreements that it has 
approved earlier. 
An ideal m-commerce system should also support user 
friendly payment scheme supporting micro payment. 
 A m-commerce transaction is transferred from the 
sender to the receiver through different networks – 
like wireless and mobile (wireless LANs, wireless 
loops, cellular, mobile IP) as well as through 
conventional ones (Internet). This is the reason why 
the security of the transaction with mobile device 
should not be considered only as WAP security. The 
whole security mechanism of the communication 
through several networks from the source to the 
destination, called ”end to end” security, should be 
examined. End to end security is the necessary 
condition for secure M-commerce. 
 
III. LITERATURE SURVEY 
 
There are many techniques and algorithms used for 
secured transactions in mobile commerce. Algorithms 
like (RSA) algorithm, (AES) algorithm, DES 
algorithm. There are many techniques available in 
literature. A few techniques are listed below: 

 
A. 2D-barcode techniques: 
Existing techniques of the 2D-barcode [5] increases 
the security in mobile payment transaction and 
ordering of the goods in secure way. Another 
advantage of the 2D-barcode is customers and mobile 
users can easily extract all related product information 
from 2D-barcode and reducing the user inputs. The 
limitations in this technique are Merchant 
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authentication is not provided. The customer details, 
pin and account number, and payment information are 
stored in customer mobile phone. So in the case of 
mobile theft it can be easily identified by the intruder. 
B. Biometrics technique: 
Existing biometric techniques used for user 
authentication is unique [6]. User authentication is 
achieved by mobile device. The main advantages of 
this technique are as both users and service provider 
recognizes without an additional device. By merits of 
using   (ECC) for encryption method are , the process 
is small  ,efficient and requires low power. The 
Limitations in biometric techniques are, as it uses only 
encryption method for user and payment details for 
secure transfer of the data. By not using a security 
conversation mechanism such as WAP gateway data 
are not more secured. No Merchant authentication is 
available in this technique.  The limitations of using 
ECC consists of, difficulty in counting the number of 
points on the curve and generating suitable curves. 
ECC is not yet fully understood and relatively has slow 
signature verification.  

 
C. Secure One Time Password (OTP) and 

Biometric verification technique: 
In this process user authentication is verified by one 
time password (OTP) and biometric method [7]. But it 
authenticate only user. OTP operation is costlier than 
QR-TAN techniques. In OTP, only exact matching is 
considered as success. 

 
D. SET technique: 
The Secure Electronic Transaction (SET)[8,9] is an 
open protocol specification developed for credit card 
transactions over internet. Some limitations of this 
technique are attacks can be made over wireless 
network by means of sniffing. The entire PIN can be 
obtained if the external network is cracked. The main 
problem occurs during the management of limited 
resources. 

 
E. FUZZY LOGIC: 

i. Why Use Fuzzy Logic? 
The following lists some general observations about 

fuzzy logic [10]: 
 Fuzzy logic is conceptually easy to 

understand. 
The mathematical concepts behind fuzzy reasoning 

are very simple. Fuzzy logic is a more intuitive 
approach without the far-reaching complexity. 

 Fuzzy logic is flexible. 
With any given system, it is easy to layer on more 

functionality without starting again from scratch. 
 Fuzzy logic is tolerant of imprecise data. 

On closely inspecting everything is imprecise. 
Fuzzy reasoning builds this understanding into the 
process rather than tacking it onto the end. 

 Fuzzy logic can model nonlinear functions of 

arbitrary complexity. 
Fuzzy system can be created to match any set of 

input-output data. This process is made particularly 
easy by adaptive techniques like Adaptive 
Neuro-Fuzzy Inference Systems (ANFIS), which are 
available in Fuzzy Logic Toolbox software. 

 Fuzzy logic can be built on top of the 
experience of experts. 

In direct contrast to neural networks, which take 
training data and generate opaque, impenetrable 
models, fuzzy logic rely on the experience of people 
who already understand your system. 

 Fuzzy logic can be blended with conventional 
control techniques. 

Fuzzy systems don't necessarily replace 
conventional control methods. In many cases fuzzy 
systems augment them and simplify their 
implementation. 

 Fuzzy logic is based on natural language. 
The basis for fuzzy logic is the basis for human 

communication. This observation underpins many of 
the other statements about fuzzy logic. Because fuzzy 
logic is built on the structures of qualitative 
description used in everyday language, fuzzy logic is 
easy to use.  

 
ii. When Not to Use Fuzzy Logic 

Fuzzy logic is not a cure-all. Fuzzy logic is a 
convenient way to map an input space to an output 
space. If it’s not convenient, try something else. If a 
simpler solution already exists, use it. Fuzzy logic is 
the codification of common sense. Use common sense 
when you implement it and you will probably make 
the right decision. Many controllers do a fine job 
without using fuzzy logic. However, if you take the 
time to become familiar with fuzzy logic, you'll see it 
can be a very powerful tool for dealing quickly and 
efficiently with imprecision and non linearity [10].  

 
iii. What Can Fuzzy Logic Toolbox Software do? 
Fuzzy Logic Toolbox software as shown in Figure 2 

can be used to create and edit fuzzy inference systems.  
It can create these systems using graphical tools or 
command-line functions, or can generate them 
automatically using either clustering or adaptive 
neuro-fuzzy techniques. Simulink® software can 
easily test your fuzzy system in a block diagram 
simulation environment. The toolbox can also run 
your own stand-alone C programs directly. This is 
made possible by a stand-alone Fuzzy Inference 
Engine that reads the fuzzy systems saved from a 
MATLAB session. The user can customize the 
stand-alone engine to build fuzzy inference using own 
code. All provided code is ANSI® compliant. 
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Figure 2: Fuzzy logic environment [10] 

 
Because of the integrated nature of the MATLAB 
environment, the user can create their own tools to 
customize the toolbox or harness it with another 
toolbox, such as the Control System Toolbox™, 
Neural Network Toolbox™, or Optimization 
Toolbox™ software [10]. 
 
IV. PROPOSED WORK 
 
The proposed work deals with double encryption 
model using RC4 algorithm, WAP gateway and Fuzzy 
logic and it has been discussed as below 

. 
i. Double encryption model: 

Mostly for secure data transfer, only encryption is 
done for user and payment details and there was no 
secure conversation mechanism used. This leads to the 
proposed model. In the proposed model re encrypt the 
data in the Application-level, so that data exposure to 
WAP gateway is still being encrypted and protected 
[11]. 
The proposed architecture is shown in Figure 3.  

 

 
 

Figure 3: Proposed Architecture 

When the mobile terminal and content server are 
connected, a number of mutual authentication  are 
processed to produce the session key and other 
parameters which only mobile terminal and content 
server know. Then use key to ensure end to end 
security between mobile terminal and content server, 
and the integrity of the other parameters. WAP 
gateway is software which runs on the computer of the 
Mobile service provider.WAP 1.x security uses the 
wireless Transport layer Security (WTLS) 
protocol .This protocol is the WAP equivalent of 
secure socket layer (SSL) and it provides 
authentication, encryption and integrity services. 
WTLS Supports some familiar algorithms like 
Differ-Hellman, RC5, SHA-1and supports some 
trusted methods like DES and 3DES. The secure 
transaction process layer includes service provider, 
WAP gateway and User as  
 

shown in Figure 4. 

 
Figure 4 : Secure Transaction Process Layer 

 
A. Reason to choose the Double encryption model: 

 
Using WAP gateway it improves security based on 
Double encryption model. The major advantages are 
reduction in the communication cost of the encryption 
between mobile terminals and servers, Short time, 
Increase the connection speed and security, Easy to 
implement and so on. The model for Double 
encryption is shown in Figure 5. 

 

 
Figure 5: Double Encryption Model 

SSL/TLS KE1 DECRYPTION 

SSL/TLS KE2 DECRYPTION 
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This model consists of the information flow from the 
mobile terminal to the content server. Two parts of the 
secure WAP transaction process   consists of Mobile 
terminal, WAP gateway and server.      Mobile 
terminal sends the message encrypted by WPKI, WAP 
gateway decrypts it with WPKI, and then converts it 
into a corresponding format which can transmit 
between gateway and server. 
WAP gateway encrypt the message with PK2, the 
content server uses PK2 to decrypt and read the 
message content. 

 
B. Process of the Proposed Method: 
The proposed method for security and authentication 
is as shown in the secure transaction process. The 
steps involved in this method is explained below 

 
Figure 6: Secure Transaction Process 

 
Step 1 

The USER sends the mobile phone number and 
product information to the SERVICE PROVIDER by 
Using double encryption method. 

 

 
Step 2 
The SERVICEPROVIDER sends his identification 
and user’s mobile phone number to the BIO METRIC 
SERVER   BY double encryption model, and requests 
verification of the user’s identity. The BIOMETRIC 
SERVER verifies the SERVICE PROVIDER 
identification. 

 
Step 3 
The BIO METRIC SERVER (BS) requests biometric 
information for authentication from the user by 
sending his identification. 

Step 4 
The user captures and hashes biometric information 
using the mobile device, and sends it with the mobile 
phone number to the Biometric server. 
Step 5  
The BS compares the received and stored hashed 
biometric information to verify the right user using 
fuzzy logic. The BS sends the result of the comparison 
with the user’s phone number to the SP. The user’s 
phone number is used to ascertain whose biometric 
information is to be checked. 
Step 6 
The SP accepts or denies service to the user as a result 
of the comparison at the completion of user 
authentication. 
 
CONCLUSION 
 
This paper only explained the User authentication and 
Merchant authentication. User authentication 
provides the assurance that the communicating entity 
is claimant person. Merchant authentication provides 
vast security, thereby assuring the customer that the 
transaction is carried out with right person. More 
secure WAP gateway is introduced. It involves the 
“Double encryption model” to another key point to 
ensure the safety and reliability of the Mobile 
E-commerce transactions. Customer details and pin 
distribution in secure manner, this secure transaction 
deals with in next paper. 
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