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Abstract The main objective to develop Kerberos is initiated by the Massachusetts Institute of Technology’s (MIT) for the 
purpose of developing the project called Athena which was launched in 1983 with the main goal of integrating computers 
into the curriculum at MIT. The need for networked security arose as MIT migrated from terminal-based computer access to 
workstation-based access via Ethernet. Kerberos was designed to secure clients and servers connecting via an untrusted 
network, and it is currently used in a variety of applications. In Kerberos V protocol RSA has been used for encryption 
session keys and / or to sign messages, RSA takes long key size it is one of the drawback of the Kerberos protocol. The main 
aim of this paper is to provide the high level comparison of Elliptic Curve Cryptography over RSA cryptography to 
overcome the large key size drawback of Kerberos V protocol. However, here, we are not provide any mathematical details 
of either cryptosystem, nor will we offer details of the calculations performed when making our comparison but we provide 
the comparison between Elliptic Curve Cryptography (ECC) and RSA Cryptography. We analyzed that the ECC has been 
used small key size for encryption session key and /or to sign messages, Although Elliptic Curve Cryptography requires 
more mathematical calculations that are computationally expensive, it is well believed that they can eliminate some of the 
traditional Kerberos protocol limitations such as key size. ECC provides greater security and more efficient performance 
than the RSA Cryptography. 
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I. INTRODUCTION  
 
Kerberos was initially designed and developed at 
Massachusetts Institute of Technology (MIT) in the 
late 1980’s as a part of project called Athena. It is an 
Open source code that is freely available to anyone. It 
has been designed and developed successfully as a 
Single-Sign-On (SSO) network protocol designed to 
authenticate various client systems to multiple 
different of network services. Kerberos has 
traditionally been used in colleges and universities 
also found uses as financial institutions. Kerberos is a 
nature, reliable, secure and a well-established 
authentication protocol and a trusted third party 
authentication mechanism designed for TCP/IP 
networks. Firstly it uses strong symmetric 
cryptography to enable secure authentication in an 
insecure network without transfer secret-data over the 
network. 
 
Kerberos provides the following requirements:  
 
1. Secure: a network eavesdropper should not be 

able to obtain the necessary information to 
impersonate any user.  

2. Reliable: Kerberos should be more reliable and 
should also employ distributed server 
architecture, with one system able to back up 
another.  

3. Transparent: the user should not be aware that 
the authentication is taking place, beyond the 
requirement to enter a password.  

4. Scalable: the system should be capable of 
supporting large numbers of clients and servers.  

 

 
Fig1: Kerberos overview 

 
1. AP_REQ-User logs on the workstation and 
requests service on host, 2. AP_REP-AS verifies 
user’s access right in database, creates ticket-
granting-ticket and session key. Results are encrypted 
using key derived from user’s password. 3. 
TGS_REQ-Workstation prompts user for password 
and uses password to decrypt incoming message, then 
sends ticket and authenticator that contains user’s 
name, network address, and time to TGS. 4. 
TGS_REP, TGS decrypts ticket and authenticator, 
verifies request, then creates ticket for requested 
server. 5. APP_REQ, Workstation sends ticket and 
authenticator to server. 6. APP_REP, Server verifies 
that ticket and authenticator match, then grants access 
to service. If mutual authentication is required, server 
returns an authenticator.[1] 
 
RSA Algorithm – RSA Algorithm is one of the 
Public Key cryptography algorithm introduced at the 
time when the era of electronic mail was expected to 
soon arise, RSA implemented in 1978 by three 
eminent persons namely Ron Rivest, Adi Shamir, and 
Leonard Adleman introduced a cryptographic 
algorithm which essentially to replace the less secure 
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National Bureau of Standards (NBS) algorithm.  RSA 
used to implement a public-key cryptography, as well 
as Digital signatures. RSA algorithm has been 
motivated by the Diffie and Hellman from several 
years before, who described the idea of such an 
algorithm, but never truly developed it. In RSA 
encryption keys are public, while the decryption keys 
are not, so only the person with the correct decryption 
key can decipher an encrypted message. Everyone 
has their own encryption and decryption keys. The 
keys must be made in such a way that the decryption 
key may not be easily deduced from the public 
encryption key. 
 
Elliptic Curve Cryptography – An Elliptic Curve 
Cryptography (ECC) is a public key cryptography 
each user or the device taking part in the 
communication generally has a part of keys, a public 
key and a private key, and a set of operations 
associated with the keys to the cryptographic 
operations. Only the particular user knows the private 
key whereas the public key is distributed to all users 
taking part in the communication. Some public key 
algorithm may require a set of predefined constants to 
be known by all the devices taking part in the 
communication. ‘Domain Parameters’ in ECC is an 
example of such constants. Public Key Cryptography 
unlike private key cryptography does not require any 
shared secret between the communicating parties but 
it is much slower than the private key cryptography. 
The mathematical operations of ECC is defined over 
the elliptic curve Y2=x3+ax+b, where 4a3+27b2!=0 
Each value of ‘a’ and ‘b’ gives a different elliptic 
curve. 
 
II. KEY GENERATIONS BASED ON SIZE 
 
The RSA public key is one of main important public 
key which is used to encrypt the session key and/or to 
sign messages in Kerberos which takes larger key 
sizes than are required in some cases it may impact 
the operations e.g., larger keys may take longer to 
generate or longer to process the data. However, the 
use of key sizes that are too small may not provide 
adequate security. That’s why we have to decide to 
use the appropriate algorithm. To avoid the 
contradiction while taking decision about which 
public key algorithm to be used in Kerberos to 
generate and process the data in better way.  

 
Fig2: Key generations based on size 

The majority of public key systems in use today use 
1024-bit parameters for RSA and Diffie-Hellman. 
The U.S. National Institute for Standards and 
Technology (NIST) has recommended that these 
1024 – bit systems are sufficient for use until 2010. 
The NIST recommends two options to provide more 
security of public key cryptography. First increase the 
public key parameter size for another decade of use. 
Second option is to take the advantage of past 30 
years of public key cryptography analysis and 
research and move from the first generation public 
key cryptography algorithm i.e., RSA and Diffie-
Hellman to next generation public key cryptography 
algorithms i.e., Elliptic Curve Cryptography (ECC). 
The ECC is also categorized as a second generation 
public key cryptography. According to NIST 
recommendations we are classifying the key 
generations based on their keys period used i.e., to 
classify the key generation based on the key size like 
until 2010 a minimum of 80-bits of security provided. 
From 2010 to 2030 a minimum of 112-bits of security 
shall be provided. Thereafter means beyond 2030 we 
need to provide at least 128-bits of security shall be 
provided.  
 
III. COMPARISON OF ECC OVER RSA 

 
The importance of acquiring cryptographic systems 
with appropriate algorithm and key sizes is to provide 
adequate protection for the expected lifetime of the 
system and also any data protected by that system 
during the expected lifetime of the data. 

 

 
Fig3: Comparative study of ECC and RSA/DSA 

 
A simple example to compare between the Elliptic 
Curve Cryptography and RSA, A 160 bit key in ECC 
is considered to be secured as 1024 bit key in RSA. 
And also When securing a 128-bit symmetric key, it 
is prudent to use 256-bit Elliptic Curve Cryptography. 
The RFC 5349 gives more details about the RSA and 
ECC for Kerberos from this we analyzed and 
understand that the Elliptic Curve Cryptography takes 
more computation but gives and compare between the 
RSA and Elliptic Curve Cryptography about to 
reduce the key size in the term of encryption 
messages.  
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     Table-1: ECC over RSA key comparison (source: NIST)  
 
RSA is one of the important and popularized 
algorithms for over a quarter-century and near to half-
century. ECC, however, is great performance based 
security algorithm as a replacement in Kerberos 
because it provides similar levels in term of security 
compared to RSA but with significantly key sizes 
reduced as lower as compared to RSA key size. The 
key size relationship between the ECC and the RSA, 
and the appropriate choice of the AES key size is as 
following table: 

 
Table-2: ECC and RSA Key Comparison (Key size in bits – 

source: Certicom, NIST) 
 
CONCLUSION: 
 
In this paper, we demonstrated the Elliptic Curve 
Cryptography (ECC). The demonstration included 
some of the theoretical and practical aspects of ECC. 
Most of the studies currently made have shown that 
ECC is the most convenient cryptosystem for the 
smartcards. Saving time, cost and area are the reasons 
behind this for smart cards.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

On the other hand, the fact that the elliptic curve 
cryptosystem implementation is much more 
complicated and requires deeper mathematical 
understanding than the other cryptography 
implementation (for example RSA), makes it more 
susceptible to errors. Certainly, ECC systems solved 
some major problems which exist in others. Clearly 
time will tell whether such strong system is here to 
stay. 
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