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Abstract— Mobile ad-hoc network have dynamic nature and it does not depend on any fixed infrastructure. The routing takes 
place with the help of intermediate nodes. Due to the dynamic nature it has been highly vulnerable to attacks. Among these 
attacks routing attacks have received significant attention since it could cause the most disquieting damage to MANET. The 
exiting solutions typically attempt to separate malicious nodes based on binary or naive fuzzy response decisions. The 
proposed risk-aware response mechanisms systematically manage with the identified routing attacks. Since the attack can be 
done while routing before sending packet or data we provide security with help of AES algorithm. Now data is secured and we 
transmit it to the destination we propose a risk-aware approach which is based on extended D-S Mathematical theory by 
introducing notion of importance factors to avoid the routing attacks. 
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I. INTRODUCTION 
 
     Mobile ad hoc network is wireless network. If 
characteristically has a routable networking 
environment on top of a Link Layer ad hoc network. It 
is collection of nodes which are dynamically changing 
the position without fixed infrastructure. Therefore 
MANET has been usually deployed in difficult and an 
unreceptive environment where central authority 
points are not important in the MANET’s. MANET’s. 
The dynamic nature of its network topology which 
would be regularly changed due to the unpredictable 
mobility of nodes. There are increasing interests and 
significance in supporting cluster communications 
over Mobile Ad-hoc networks (MANET).Example 
applications consist of the exchange of messages 
among a group of soldiers in battlefield, 
communications among the fire man in failure area, 
and support for multimedia games and the 
telecommunications with one too many or many to 
many transmission. Prototype multicast is an efficient 
method to realize group communication. However 
there is a big room in enabling efficient multicasting 
over a MANET’s. In the existing techniques several 
problems are addressed by the intrusion response 
actions in the MANETs. It is typically an attempt to 
isolate malicious nodes based on the binary and naïve 
fuzzy response decisions [1]. Due to unexpected 
network partition in binary response technique it 
causes extra damages to the network infrastructure. In 
naïve fuzzy responses routing attacks can occur in 
MANETs. Since the attack can be done while routing, 
to conquer attacks security can be provided before 
sending packets with help of AES algorithm. The risk 
aware response mechanism is used systematically 
manages with routing attacks in MANETs. Our risk  

 
 
aware approach is based on the comprehensive D-S 
mathematical theory. We perform a sequence of 
simulation experiments with proactive routing 
protocol Optimized link state Routing protocol 
(OLSR). 

Fig 1: Mobile Ad hoc network 
 
II. RELATED WORK 
 
     The routing protocols generally fall into one of two 
major categories reactive routing protocols and 
proactive routing protocols. In reactive routing 
protocol is the nodes find routes only when they have 
to send data to the destination node. In proactive 
protocol is optimized Link State Routing Protocol 
(OLSR) nodes by periodic exchange of topology 
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information with other nodes are maintaining route 
information all the time.  
     The routing attacks against MANET can be 
classified in to passive attacks and active attacks. 
Attacks can be divided into data packet attacks or 
route packet attacks.  
 
A. Multicast Protocols  
     Multicasting is transmitting of data packets to 
more over one node distribution one multicasting 
address. It is proposed for group-oriented computing. 
Some multicast routing protocols have been estimated 
for MANETs, which can be classified as uncast-based, 
tree-based, mesh-based, or hybrid (fusion) protocols, 
according to how allocation paths among group 
members are constructed. 
B. OLSR Protocol 
     These protocols generally fall into one of two major 
categories Reactive routing protocols and proactive 
routing protocols. In reactive routing protocol is 
Ad-hoc on demand distance vector (AODV) protocol 
nodes find routes only when they must send data to the 
destination node. 
      In proactive protocol are optimized Link State 
Routing Protocol (OLSR) nodes by periodic exchange 
of topology information with other nodes and 
maintain route information all the time. The routing 
attacks against MANET can be classified in to passive 
attacks and active attacks. Attacks can be divided into 
data packet or route packet attacks. In route packet 
attacks, attackers could not only prevent existing 
position have been used. 
C. Intrusion Detection in response and Manet 
     Some research efforts have been made to seek 
preventive solutions for protecting the routing 
protocols in MANET.  These approaches can avoid 
unauthorized nodes from joining the network. For key 
exchange we introduce a significant overhead and 
verification with the limited intrusion elimination. 
The prevention-based techniques are less helpful to 
handle with malicious insiders who possess the 
legitimate credentials to communicate in the network. 
Numerous IDSs have been recently introduced for 
MANET [9]s.  
     Similar to signature-based and variance based IDS 
models for the wired network and IDSs for MANET 
uses specification-based or statistics-based 
approaches. Specification-based approaches are 
DEMEM, monitor network activities and compare 
them with known attack features, which are 
unreasonable to cope with new attacks. 
      In statistics-based approaches, such as Watchdog 
also comparing network activities with normal 
behavior patterns, that result in higher false positives 
rate in compare to specification-based ones. Due to 
false positives in both MANET IDS models and 
intrusion alerts from these systems always accompany 

with alert confidence that indicates the possibility of 
attack occurrence. 
 
III. PROPOSED SYSTEM 
 
In this paper, we use routing security information for 
the following reasons: 
D. Security 
     The source node would like to send data for the 
destination at that time we perform the security 
accomplishment, before sending the data to the 
destination the source node can share the security key 
with the help of AES algorithm, after sharing the key 
the source node can encrypt the data by using 
cryptographic algorithm. Encrypted data transferred 
from source to destination, in the middle of 
transmission the attackers through intermediate nodes 
want to access the data there will be no effect on the 
data, due to encrypting the data, the original data as it 
is send to its destination node. The destination node 
decrypts the data from cipher text to plain text. For 
providing the security we use the highly developed 
Encrypted Standards Algorithm. AES algorithm is a 
symmetric key algorithm, which means that similar 
key is used for encryption and decryption of data. 
 

1) AES Algorithm 
      AES algorithm is the advanced encryption 
standard form of algorithm which has been used as a 
symmetric form of encryption. This type of algorithm 
is being used by various applications. The AES 
algorithm can be seen in three different types of black 
ciphers exist and one of them is being used to perform 
different activities. The three types of AES algorithm 
are AES192, AES-128 and AES-256.  Each of the 
black cipher has been used for the reason of having 
some sort of color bit which is mostly being used as a 
block size with the grouping of several keys and other 
tools with them. 
 
     The AES algorithms had grow to be so famous that 
they are being used by many people at any time and 
hence it is widely used. They were found to be fairly 
helpful to the people and it also connected with the 
data encryption method too. It has been found out that 
the 128 bits block size is the fixed size of block that is 
being used by many people.  Furthermore replacement 
variation network is the only coordination which is 
being used in the AES algorithm and it  also been used 
for the purpose of developing some of the designs as 
well as. 
 
     AES algorithm is also supported to be used by the 
state which had been built in the form of a 4*4 size. On 
the other hand the cipher text which is contained in 
the AES algorithm can also be used as a mean of 
generating some level of output by providing some 
quantity of input to it. Several types of steps had also 
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been developed for the principle of arriving at the AES 
algorithm and each step is responsible for performing 
some of the tasks. 

 
Fig 2: Architecture of AES 

 
2) Key Expansion 
     Round keys are derivative from the cipher key 
using Rijndael’s key schedule.  To create round 
keys for each round, AES algorithm uses a key 
expansion process. If the number of rounds is Nr , 
the key-expansion routine creates Nr + 1 128-bit 
round keys from one single 128-bit cipher key.  
3) Initial Round 

a) Add Round key for every byte of the state is         
combined with the round key using bitwise Xor. 

b) Rounds 
1. Sub bytes are non-linear 

replacement step where each byte is 
replaced with another according to a 
lookup table. 

2. Shift Rows-a transposition step 
where each row of the state is shifted 
cyclically a certain number of steps. 

3. Mix columns- a mixing operation 
which operates on the columns of 
the state, combining the four bytes 
in each column. 

4. Add Round Key transformation 
adds the round key with the block of 
data. 

4) Final Round (no Mix Columns) 
a) Sub Bytes 
b) Shift Rows 
c) Add Round Key 

 

 
Fig3: Key Expansion of Rounds 

Algorithm: 
Cipher (In block [16], one block [16], and word 
[0….43]) 
{ 
Block to state (In block,S) 
S← Add Round key(S, W [0…..3]) 
For (Round=0to 9) 
{ 
S← sub bytes(S) 
S← shift rows(S) 
If (Round≠9), S← mix column(s) 
S← Add round key(S, W [4*round,4*round+3]) 
} 
State to block (S. out block); 
} 

                         
Table1: Round Table 

E. Extended Dempster-Shafer theory of evidence: 
     The Dempster-Shafer mathematical theory of 
evidence is both a theory of evidence and a theory of 
probable reasoning the degree of belief models the 
evidence[3],[4],[5]. 
     The D-S theory propositions are represented as 
subsets of a given set ¢ is a finite set of states, and let 

 ¢ denote the set of all sub sets of ¢. 
Definition 1: Importance factor is a positive real 
numbers associated with the importance evidence. 
Definition2: An evidence E is a 2-tuple [m, IF], where 
m is basic probability it is defined as 
m (¢)=0…………………………........1 

=1-----------------------------2 
According to a function Bel:  →   [0,1] is a belief 
function over ¢ 
The basic probability assignment m: →   [0, 1] 
Bel (p) = ----------------------3 
Where Bel (p) describes total belief functions of 
evidence of p 
Suppose Bel1 and Bel2 are two belief functions over 
the frame ¢.m1, m2 are two basic probability 
assignments. 
The function m:  →   [0, 1] defined by m (¢) =0 
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For all nonempty R ¢,m(R) a  basic probability 
assignment Suppose IF1,IF2 are importance factors of 
two independent evidences named E1 andE2 
respectively. The combination of these  two evidence 
impels that total belief to these two evidence is 1 but in 
the same time the evidence less than 1.the importance 
factors of the combination result equals to 
(IF1+IF2)/2. 
Extend D-S evidence model with importance factor: 
E1= (m1, IF1), m2= (m2, IF2) are two independent 
evidences. The combination of E1 and E2 is 
E= (m1 m2, (IF1+IF2)/2), where  is combination 
rule importance factors. 
F. Risk Aware Response Mechanism: 
     The Risk Aware Response Mechanism based on 
quantitative risk estimation and risk tolerance. The 
Risk Aware Response Mechanism is distributed, 
which means each node in this system make own 
response decisions based on the evidences and its own 
individual benefits[9]. 
 

 
Fig 4: Risk aware response assessment 

 
1) Evidence collection 

     In this step, Intrusion Detection System (IDS) 
gives an attack alert with a confidence value, and then 
Routing Table Change Detector (RTCD) runs to how 
many changes on routing table are caused with the 
attack. 

2) Risk assessment 
     Alert confidence from IDS and the routing table 
changing information would be further considered as 
independent evidences for risk calculation and 
combined with the extended D-S theory. Risk of 
countermeasures is calculated as well during a risk 
assessment phase. The entire risk of an attack can be 
figured based on the risk of the attacks and risk of the 
countermeasures.  

3) Decision making 
     In adaptive decision module the flexible response 
decision making mechanism, takes the risk estimation 
and risk tolerance into account. A user can set 
different thresholds to adjust temporary isolation level 
to fulfill his goal. 

4) Intrusion response 
     The production from risk assessment and 
decision-making module, the related response actions, 
including routing table recovery and node isolation, 
are carried out to moderate attack damages in a 
dispersed manner. 
 

5) Routing table recovery 
The Routing table recovery is an 

indispensable response which serves as the first 
response method once successful detection of attacks. 
In OLSR proactive routing protocols, the routing table 
recovery does not carry any additional overhead 
because periodically it goes with routing control. 
 
CONCLUSION 
 
     We proposed a risk-Aware Response Mechanism 
systematically cope with the identified routing attack. 
Since the attack can be done before sending packet or 
data we provide security. Now data is secured and we 
transmit it to the destination .we would further seek 
malicious node in the MANET network is detected 
and isolated using DUMPSTERSHAFER 
mathematical theory.  
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