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Abstract-Mobile phones have developed into complex platforms with large numbers of installed applications and awide 
range of sensitive data. Application security policies limitthe permissions of each installed application. As applicationsmay 
interact, restricting single applications may create a falsesense of security for the end users while data may still leavethe 
mobile phone through other applications. Instead, theinformation flow needs to be policed for the composite system 
ofapplications in a transparent and usable manner.  
In this paper,we propose to employ static analysis based on the softwarearchitecture and focused data flow analysis to 
scalable detectsinformation flows between components. Specifically, we aim toreveal transitivity of trust problems in multi-
component mobileplatforms. We demonstrate the feasibility of our approach with Android applications, although the 
generalization of theanalysis to similar composition-based architectures, such as Service-oriented Architecture, can also be 
explored in the future. 
 
 
I. INTRODUCTION 
 
Powerful and well-connected smart phones are 
becoming increasingly common with the availability 
of affordable devices and data plans. Increasingly, the 
smart phones’ features are provided by focused 
applications that users can easily install from 
application market places. 
 On the other hand, with tens of thousands of 
applications available, there is only limited control 
over the quality and intent of those applications.  
Mobile code and extensibility is one of the key issues 
that increase the complexity of information security. 
 To counter this threat, mobile operating systems 
impose security restrictions for each application. 
 
The Android mobile operating system is one of the 
major systems on mobile phones.  
In case of the Android security model, the least-
privilege principle is enforced through application-
level permissions that can be requested by the 
applications.  
End users need to grant the permissions at install time 
and thereby decide on the adequacy of the required 
permissions and the trustworthiness of the individual 
application.  
The permission granting procedure places a burden 
on the end users, who need to reason about how the 
application might employ the permissions. 
In particular, the end user has little knowledge about 
the consequences regarding the transitivity of 
permission granting.  
As depicted in Figure 1, a malicious application (1) 
with only local permissions (2) may proxy sensitive 
data (3) through third party applications and services 
(4) to external destinations (5).We describe further 
attack scenarios  
 
 
 

 

 
 
II. BACKGROUND 
 
A.BASIC ANDROID ARCHITECTURE 
 

 
Figure 1 (Android Architecture) 
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Figure 1 outlines the current (layered) Android 
Architecture. The modified Linux kernel operatesas 
the HAL, and provides device driver, memory 
management, process management, as well as 
networking functionalities, respectively.  
 
The library layer is interfaced through Java (which 
deviates from the traditional Linux design). It is in 
this layer that the Android specific libc (Bionic) is 
located. The surfacemanager handles the user 
interface (UI) windows.  
 
The Android runtime layer holds the Dalvik 
VirtualMachine (DVM) and the core libraries (such 
as Java or IO).  
 
Most of the functionalities available in And roidare 
provided via the core libraries. 
 
The application framework houses the API interface. 
In this layer, the activity manager governs the 
application life cycle. The content providers enable 
applications to either access data from other 
applications or to share their own data. The resource 
manager provides access to non-code resources (such 
as graphics), while the notification manager enables 
applications to display custom alerts.  
On top of the application framework are the built-in, 
as well as the user applications, respectively. It has to 
be pointed out that a user application can replace a 
built-in application, and that each Android 
application runs in its own process space, within its 
own DVM instance. 
 
B.THE ANDROID PROGRAMMING MODEL 
 
Applications on the Android platform are developed 
using the Java programming language.  
Android applications are not executed on traditional 
Java Virtual Machines, but are converted into the 
custom DEX byte code and inter preted with the 
Dalvik virtual machine. 
 
 The Android SDK supports most of the Java 
Platform, Standard Edition and contains, in addition, 
Android-specific extensions, including telephony 
functions and a UI framework. 
 
Android applications consist of four basic component 
types: 

a. Activity 
b. Services 
c. Content providers 
d. Broadcast receivers 

 
a. Activity 
Activity components define anapplication’s user 
interface. 

Typically, an application developer defines one 
activity per “screen.” Activities start each other, 
possibly passing and return in values. 
Only one activityon the system has keyboard and 
processing focus at a time all others are suspended. 
 
b. Services 
Service components perform background processing. 
When an activity needs to perform some operation 
that must continue after the user interface disappears 
(such as download a file or play music), it commonly 
starts a service specifically designed for that action. 
The developer can also use services as application 
specific daemons, possibly starting on boot.  
 
Services often define an inter face for Remote 
Procedure Call (RPC) that other system component 
scan use to send commands and retrieve data, as well 
as register call backs as shown in figure b. 
In general service act as interface between two 
applications Arbitrary interface for data transfer also 
android interface definition language (AIDL). 
 
c. Content providers 
Content provider components store and share data 
using a relational data base inter face.  
Each content provider has an associated “authority” 
describing the content it contains.  
Other components use the authority name as a handle 
to perform SQL queries (such as SELECT, INSERT, 
or DELETE) to read and write content.  
Although content providers typically store values in 
database records, data retrieval is implement action 
specific for example- files are also shared through 
content provider interfaces by their addresses. 
 
URI addressing scheme: 

 content://<authority>/<table>/[<id>]  
 content://contacts/people/10 

 
d. Broadcast receivers 
Broadcast receiver components act as mail boxes for 
messages from other applications.  
Commonly application code broad casts messages to 
an implicit destination.  
Broad cast receivers thus subscribe to such 
destinations to receive the messages sent to it. 
Application code canalso address a broadcast receiver 
explicitly by including then ame space assigned to its 
containing application. 
 
III. THE TRANSITIVITY OF TRUST 

PROBLEM 
 
We first describe different attack scenarios that may 
leadto undesirable information flows on the Android 
platform. 
In particular, these scenarios show that real attacks 
are possiblethat exploit transitive trust issues.  
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A. THREATS FROM ANDROID APPLICATION 
 
We identified three classes of attack scenarios 
through Android applications against the 
confidentiality of user data, depicted in Figure 2. 
 
 In the simplest case, scenario (a),a maliciously 
crafted application is published through the Android 
market.  
While the application may provide a use ful function 
on the surface, behind the back of the user, it transfers 
sensitive data (1) to a Web service on the Internet 
(2). The Android security concept requires the end 
user to notice the combination of permissions to read 
sensitive data and access the Internet and cancel the 
installation.  
 
There are several reasons why this assumption may 
fail: 
 

 End users are used to accepting permission 
requests with every installation of 
applications, thus tempted tojust 
acknowledge the shown list; 

 Many applications require rather broad 
permissions, for example, Internet access 
for update checks; 

 The dangerous permissions may be 
“hidden” between less critical or irrelevant 
permissions, such as controlling the display 
backlight; 

 In a subconscious risk assessment, the end 
user may deem the usefulness of the 
application so high that the risk may be 
acceptable despite the unusual combination 
of permissions. 

 

Moreover, as seen in a recent attack, applications can 
access sensitive data without explicitly requiring 
permission, for 
Example the phone serial number.  
One way to counter these kinds of attacks is to make 
the information flows from critical sources to sinks 
transparent. For end users, the permissions listed in 
the affirmation dialog could be enriched with 
indications how these relate to information flows. 
 
Scenario (b) is considerably more complex since the 
attacker takes advantage of application interaction 
mechanisms in Android.  
Similar to scenario (a), the goal is to compromise the 
end users’ confidentiality by disclosing sensitive data. 
To hide the critical combination of permissions to 
read sensible data and to send it to remote services, 
reading and sending are split into separate 
applications.  
The first application appears to be “local-only” and 
has read access to sensitive data  
(1). This application interacts using the And roidIPC 
mechanisms, for example, a service binding, with a 
second application without the end users’ knowledge  
(2).The second application requires Internet access 
permissions and can thus forward the data to a remote 
service (3). The interaction between the two 
applications can be completely hidden from the end 
user.  
 
There are two approaches to prevent this attack: 
either to make the information flows within each 
application explicit, in this case from a data source to 
the Android IPC and from Android IPC to a data 
sink. 
Alternatively, to analyze all installed applications to 
identify combinations of applications that can interact 
to create information flow from a critical data source 
to a remote data sink. 
Scenario (c) is a variant of (b), but with malicious 
intentions by either the first or the second application. 
If the first one is malicious as shown in Figure 2, it 
will read sensitive data as in scenario (b). It will then 
abuse an erroneous application into tricking it to 
transfer the data to a remote target. 
In the second case, not shown, an erroneous 
application that may read sensitive data offers this 
data through Android IPC and a malicious application 
retrieves the data to forward it to a remote service. 
 Repositories, such as OpenIntents1, that offer 
interfaces for several inter-component interactions 
may facilitate this kind of attack. Apart from making 
the critical information flows transparent, it is helpful 
to validate whether adequate permission enforcement 
is enacted on critical information flow paths within 
applications, either manifest-based or programmatic 
to counter this threat.  
If permissions are enforced, end users have a chance 
of noticing unusual combinations of permission 
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requirements that do not match with the claimed 
application purpose. 
IV. INFORMATION FLOW ANALYSIS OF 

ANDROID APPLICATIONS 
 
To improve the transparency with respect to the 
transitivity of trust problem on the Android platform, 
we propose to analyse the information flows between 
the applications. We first introduce the analysis 
method on a high level before we describe our 
prototype implementation of the analysis. 
A. Analysis Method 
Our analysis approach aims to identify undesirable 
information flows between different Android 
applications and components, respectively. In order to 
analyze a larger set of applications (as it usually 
exists on an end user’s phone), we did not directly 
employ the AST for the entire analysis. 
We rather employ two layers of abstraction in the 
analysis, beginning at the level of the software 
architecture to identify the Android components, 
before diving into the AST details to enrich the 
architecture and, lastly, deriving the final results from 
the architecture. In this last step, we employ the 
architecture to compose information flows through 
single Android components into information flows 
spanning an entire application, and thereafter 
compose these intra-application information flows to 
inter-application information flows.  
All architectural-level analyses are conducted on a 
hierarchical architecture graph that represents 
architectural elements, such as methods and classes, 
as nodes and relations between the elements, such as 
calls, as edges. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
CONCLUSION 
 
In this paper, we discussed how the transitivity of 
trust problem affects dynamic multi-component 
systems. 
 Focusing on the Android platform, we presented a 
two-layer approach to the static security analysis of 
information flows for composite Android applications 
and thus approached the transitivity of trust problem 
in this context. On the upper layer, we use the 
software architecture to slice the applications. 
Thereafter, the actual data flow analysis is carried out 
at the AST level. The results are integrated into the 
architecture to derive information flows at the 
architectural layer. We demonstrated the 
effectiveness of our analysis method with the help of 
two real-world applications, which use advanced Java 
and Android programming concepts such as inner 
classes, GUI handling, and Android service binding. 
There are several directions for further research. First, 
we aim to support a more complete set of data 
sources and sinks as well as other concepts of the 
Android frame work such as pending intents, URI 
permissions, and service hooks. 
Furthermore, our static analysis can be combined 
with dynamic analyses into a hybrid approach in 
order to improve on the precision of the analyses. 
Lastly, we will analyze larger sets of applications.  
For example, it would be interesting to investigate (at 
least) parts of the Android market and develop 
information flow policies that the applications should 
adhere to. 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 


