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Abstract— Internet and network application are growing very fast. So the importance and the value of the exchanged data 
over the internet are increasing. Information security has been very important issue in data communication. Any loss or threat 
to information can prove to be great loss to the organization. Information has to be protected when transmitting it. 
Cryptography plays a vital role in the field of network security. Various Cryptography techniques can be used for hiding the 
data during transmission so sometimes it can create little bit confusion to select best one. From the literature review the 
blowfish algorithm is found superior than the other algorithms. So the proposed research work is aimed at implementation of 
data encryption and decryption algorithm for information security. 
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I. INTRODUCTION 
 
  With the advancements in the field of 
communication technology it is possible to exchange 
messages between the communicating parties in a 
short span of time. The content of the messages has to 
be protected from intruders. Cryptography can be used 
for hiding the data during transmission. In present 
scenario various data encryption algorithms are 
available for data security which has always been 
important in all aspects of life. As we are having 
number of cryptographic algorithm so sometimes it 
can create little bit confusion to select best one[1]. 
From the literature review we found that the blowfish 
algorithm has best performance than the other 
algorithms. So here data encryption and decryption 
process occurred using that algorithm. And here also 
the algorithm is modified So it provides a great 
security during data transmission. The simulation 
result has been presented. 
 
II. CRYPTOGRAPHY 
 
Cryptography is a study of secret (crypto-) and writing 
(-graphy). It is the science or art of encompassing the 
principles and methods transforming message in to 
some coded form and then transforming that coded 
message back to its original form. As the field of 
cryptography has advanced; cryptography today is 
assumed as the study of techniques and applications of 
securing the integrity and authenticity of transfer of 
information under difficult circumstances[2]. 
A. Various Goals[3] 
 Confidentiality  
Information in computer is transmitted and has to be a 
accessed only by the authorized party and not by 
anyone else. 
 Authentication 

 
 
 
The information received by any system has to check 
the identity of the sender that whether the information 
is arriving from a authorized person or a false identity.                                      
 Integrity 
Only the authorized party is allowed to modify the 
transmitted information. No one in between the sender 
and receiver are allowed to alter the given message. 
 Non Repudiation  
Ensure that neither the sender, nor the receiver of 
message should be able to deny the transmission.     
 Access control 
Only the authorized parties are able to access the given 
information. 
B. Basic terms[3] 
 Plain Text  
The original message that the person wishes to 
communicate with the other is defined as Plain Text. 
For example, Alice is a person wishes to send “Hello 
Friend how are you” message to the person Bob. Here 
“Hello Friend how are you” is a plain text message.  
 Cipher Text  
The message that cannot be understood by any one or a 
meaningless message is what we call as Cipher text. 
For Example, “Ajd672#@91ukl8*^5%” is a Cipher 
Text produced for “Hello Friend how are you”. 
 Encryption 
A process of converting plain text into cipher text is 
called as Encryption. The process of encryption 
requires two things- an encryption algorithm and a 
key. An encryption algorithm means the technique 
that has been used in encryption. Encryption takes 
place at the sender side.  
 
 Decryption 
A reverse process of encryption is called as Decryption. 
It is a process of converting Cipher text into Plain text. 
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The process of decryption requires two things- a 
decryption algorithm and a key. A decryption 
algorithm means the technique that has been used in 
Decryption. Generally the encryption and decryption 
algorithm are same. 
 Key 
A key is a numeric or alpha numeric text or may be a 
special symbol. The key is used at the time of 
encryption takes place on the plain text and at the time 
of decryption takes place on the cipher text. For 
example, if the Alice uses a key of 3 to encrypt the 
plain text “President” then cipher text produced will 
be “Suhylghqw”. 
C. Different Types 
Cryptography algorithms play an important role in 
information security. They can be divided into 
Symmetric and Asymmetric key cryptography[6]. In 
symmetric key encryption only one key is used to 
encrypt and decrypt data. The size of the key 
determines the strength of symmetric key encryption. 
Symmetric algorithms are two types: block cipher and 
stream cipher. The block ciphers are operating on data 
in groups or blocks. Examples are Data encryption 
Standard (DES), advanced Encryption 
Standard(AES) and Blowfish. Stream ciphers are 
operating on a single bit at a time. RC4 is a stream 
cipher algorithm [6]. 
In Asymmetric key encryption different keys are used 
for encryption and decryption. In Asymmetric key 
encryption, two keys are used: private keys and public 
keys. Public key is used for encryption and private key 
is used for decryption(e.g. Digital Signatures). Public 
key is known to the public and private key is known 
only to the user[6]. 
 
III. DATA ENCRYPTION AND 

DECRYPTION  
 
D. Data flow Model 
Data encryption and decryption is a process used in 
cryptography. Figure 1 given below shows the data 
encryption and decryption process[1]. 

 
Fig. 1 Data encryption and decryption data flow[1] 

 
As shown in the fig. 1 when the sender sends a 
message or some data to the receiver the data is first 
encrypted using the encryption algorithm and a key. 
After that encrypted message or data is decrypted on 
the receiver side using decryption algorithm and a key. 

And finally the receiver is receiving the original data. 
Generally the data encryption and decryption 
algorithms are same. The sender and receiver use the 
same algorithm for data encryption and decryption. 
E. Development using Blowfish Algorithm 
It is a symmetric block cipher used for encryption and 
decryption of data. It has a 32 bits to 448 bits variable 
length key[10]. 
It was designed by Bruce Schneier in 1993. It is a very 
fast encryption algorithms. It is license-free and 
unpatented algorithm and it is also available free for 
all uses[10].   
It has a 64-bit block cipher. It has a two parts: (1) 
Key-expansion part and (2) Data-encryption part. Key 
expansion converts a key of at most 448 bits into 
several subkey arrays totalling 4168 bytes. 
  Data encryption occurs using a Feistel network 
which has a 16 round iterations. Each round has a key 
dependent permutation, and a key and data dependent 
substitution[10]. The algorithm works based on fig. 
2[9]. All operations are additions and XORs using 
32-bit words[10].  
Here the inputs is a 64-bit data element, x. now split x 
into two 32-bits halves, xL and xR.. Then, for 
i = 1 to 16: 

xL = xL XOR Pi                  (1) 
 

xR =  F(xL) XOR xR                   (2) 
 

 
Fig. 2 The Fiestel structure of blowfish algorithm[9] 
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Now swap xL and xR, After the sixteenth round, swap 
xL and xR again to undo the last swap. Now, xL = xL 
XOR P18 and xR = xR XOR P17 and then recombine 
xL and xR. And after recombining these, we get the 
cipher text of 64-bits according to the inputs.  
Decryption is exactly the same as encryption only the 
P1, P2,,,,,,,,,P18 are used in reverse order. 
F. Subkeys  
Blowfish uses a large number of subkeys[10]. Theses 
keys must be precomputed before any data encryption 
or decryption. 
 
The P-array consists of 18 32-bit subkeys[10]: 
 P1,P2,,,,,,,,P18. 
 
There are four 32-bit S-boxes with 256 entries 
each[10]: 
 S1,0, S1,1,,,,, S1,255; 
 S2,0, S2,1,,,,, S2,255; 
 S3,0, S3,1,,,,, S3,255; 
 S4,0, S4,1,,,,, S4,255. 
 
For developing the logic, key generation is one of the 
complex schedules of Blowfish encryption because of 
the fact that it include variable size key. So for the 
development of the key the use of S BOX (Substitution 
Box) can be a greater aid for developing of logic of this 
algorithm[1]. 
 

 
 

Fig. 3 Key generation using fiestel network for blowfish 
algorithm[1] 

 
Above fig.  3 shows the key generation concept of this 
particular implementation using Verilog HDL. As we 
provide 8 bit input to single S Box, which outputs 32 
bits data, similarly in case of fest of S Boxes the same 
concept to be followed. After which addition and XOR 
operation generates the key which is used for data 
encryption[1]. 
 
IV. IMPLEMENTATION USING VERILOG 

HDL 
 
Verilog HDL originated in 1983 at Gateway Design 
Automation. Verilog HDL is a general – purpose 
hardware description language that is easy to learn 

and easy to use. Verilog HDL allowed the designers to 
model the concurrency of processes found in hardware 
elements [15]. 
It is similar in syntax to the C programming language. 
Verilog HDL allows different levels of abstraction to 
be mixed in the same model. Verilog came into being 
as a proprietary language supported by a simulation 
environment that was the first to support mixed–level 
design representations comprising switches, gates, 
RTL, and higher levels of abstractions of digital 
circuits[15]. 
 
V. SIMULATION RESULTS FOR THE 

BLOWFISH ALGORITHM 
 

 
 
Fig. 4 Waveform screenshot of software simulation for blowfish 

encryption algorithm 
 

 
 
Fig. 5 Waveform screenshot of software simulation for blowfish 

decryption algorithm 
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CONCLUSION 
 
The present simulation result shows that the 
encryption and decryption is done using blowfish 
algorithm. Here the algorithm is modified so it 
provide great security thus no one in between sender 
and receiver will hack the data.                                       
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