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Abstract: In the two tiered architecture the storage node acts as midway tier between sensors and a sink, for data storage and 
to process the query. By using storage node power and memory of sensors can be saved as well as the processing of query is 
efficient. Storage node is attractive to attackers, because the safeQ, a protocol prevents attackers accessing information from 
both the sensor collected data and sink issued queries. SafeQ also allows a sink to get the misbehaving compromised node. 
To preserve privacy, a novel technique used by SafeQ is to encode both data as well as queries, so that a storage node can 
correctly process encoded queries over encoded data without knowing their values. To preserve integrity, we introduce two 
schemes such that Merkle hash trees and a new data structure called neighborhood chains. To generate integrity verification 
process a sink can use this information to verify whether the result of a query contains exactly the data items that satisfy the 
query.  The optimization technique called Bloom filters is used to reduce the communication cost between sensors and 
storage nodes, and it also improves the performance. The compromised sensors can be avoided by authenticating sensors 
with storage node. So that more security can be provided by authentication as well as memory of storage node can be 
increased when it is needed by using Archive storage node.  
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I. INTRODUCTION 
 

Two or more computers that are connected 
in order to share resources, exchange files, or allow 
electronic communications are called network. The 
computers on a network are connected through 
cables, radio waves, telephone lines, and infrared 
light beams. 

A Network with a group of specialized 
transducers (electronic device) with a 
communications infrastructure intended to monitor 
and record conditions at different locations are called 
sensor networks. Usually monitored parameters are 
weather, pressure, wind direction and speed, 
illumination intensity, sound intensity, vibration 
intensity, power-line voltage, chemical 
concentrations, pollutant levels and vital body 
functions. A Sensor Network consists of multiple 
detection stations called sensor nodes, each of which 
small, lightweight and portable. Each sensor node is 
equipped with a transducer, microcomputer, 
transceiver and power source. The transducer 
generates electrical signals based on sensed physical 
effects and phenomena. The microcomputer 
processes and stores the sensor output. The 
transceiver, which can be hard-wired or wireless, 
receives commands from a central computer and 
transmits data to that computer. The power for each 
sensor node is derived from the electric utility or 
from a battery. 

Wireless sensor networks (WSNs) have been 
widely used for various applications, such as 
environmental sensing, military application, building 
safety monitoring, earthquake prediction, etc. Here 
we consider two-tiered sensor network architecture in 
which storage nodes collect data from nearby sensors 
and respond to queries from the sink node of the  
 

 
network. The storage nodes serve as an middle tier 
between the sensors and the sink, for data storage and 
query processing. Storage nodes bring three main 
benefits to sensor networks. First, sensors save power 
by sending all collected data to their closest storage 
node instead of sending them to the sink through a 
long route. Second, sensors can be memory-limited 
because data are mainly stored on storage nodes. 
Third, processing of query becomes more efficient 
because the sink only communicates with storage 
nodes for queries. 

Several products of storage nodes are 
StarGate and RISE, which are commercially 
available. However, the inclusion of storage nodes 
also brings significant security challenges. The 
storage nodes store data received from sensors and 
respond to the queries from sink node, they are more 
vulnerable to be compromised, in a hostile 
environment. A compromised storage node imposes 
significant treats to a sensor networks. First, the 
attacker may obtain sensitive data that has been, or 
will be, stored in the storage node. Second, the 
compromised storage node may return fake data for a 
query. Third, this storage node may not include all 
data items that satisfy the query. 

Therefore, need to design a protocol that 
prevents attackers from gaining information from 
both sensor collected data and sink issued queries, 
which typically can be modeled as range queries, and 
allows the sink to detect compromised storage nodes 
when they misbehave. For privacy, compromising a 
storage node should not allow the attackers to obtain 
the sensitive information that have been, and will be, 
stored in the node, as well as the queries that the 
storage node has received, and will receive. The 
queries from the sink as confidential because such 
queries may leak critical information about query 
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issuer’s interests, which should be protected 
especially in military applications.  

For integrity, the sink needs to detect 
whether a query result from a storage node includes 
fake data items or does not include all the data that 
satisfy the query. There are two key challenges in 
solving the privacy-and integrity-preserving range 
query problem. The first, a storage node needs to 
correctly process encoded queries over encoded data 
without knowing their actual values. Second, a sink 
needs to verify that the result of a query contains all 
the data items that satisfy the query and does not 
contain any fake data. 

The security is increased by providing the 
authentication between sensors and the storage nodes, 
and the space complexity can be reduced by archive 
storage node. By authentication, the forged or 
compromised sensors can be identified. So, we can 
avoid the compromised sensor to store data in the 
storage nodes. Such that more security is provided 
and space complexity can be reduced. 
 
 
II. RELATED WORK 
 

In a two-tiered sensor network three types of 
nodes used are sensors, storage nodes, and a sink. 
Sensors are inexpensive sensing devices with 
restricted storage capacity and computing power, 
where extremely dispersed in a field for collecting 
physical or environmental data. Each sensor collects 
data and stores the data when the sink receives a 
query from a user, it first translates the query to 
sensor and gets its reply. Where sensor time is wasted 
due to query processing and data is lost due to storage 
limit and power consumption takes place. So, we go 
for  
Data storage models for sensor networks.  In previous 
work data storage system is intended by introducing a 
midway tier between the sink and sensors. This can 
provide data storage, query processing and afford a 
more efficient way to access the data collected by 
sensor networks. We consider the same system 
model, in which storage nodes are deployed as the 
midway tier for data archival and query processing. 
The special kinds of nodes have been manufactured 
such as StarGate and RISE. 

  The most powerful malicious 
attacks in sensor network focuses on security and 
privacy issues for source sensor to identify location, 
not the data information. Recently, cryptographic 
mechanism has been introduced for security and 
privacy protection of data centric sensor networks by 
M. Shao et al. and K. Ren et al.  However, they do 
not concentrate on data processing at storage sites but 
also on the data storing and query processing. 
 

Previously Sheng and Li introduced a 
scheme to defend the privacy and integrity for range 
queries in sensor networks. This system uses the 

bucket-partitioning scheme proposed by Hacigumus 
et al. for database privacy. The essential idea is to 
partition the data values into several buckets, the size 
of which is computed based on the allocation of data 
values and the sensor location. In every time-slot, 
data collected by sensor from the environment are  
placed  in the  buckets, and  encrypts them 
simultaneously in each bucket, and encrypted bucket  
data is sends along with its bucket ID to its closest  
storage node. Bucket with no data items, are verified 
by the sink with the help of encoding number, and we 
find that the bucket is empty. The sink wants to 
execute a range query, it finds the least set of bucket 
IDs that contains the range in the query, and then 
sends the set as the query to storage nodes. The 
storage node returns the consequent encrypted data in 
all those buckets on receiving the bucket IDs. Then 
sink can decrypt the encrypted bucket data and verify 
the integrity using encoding numbers. The S&L 
scheme alone consider one-dimensional data and it 
can be extended to handle multidimensional data by 
separating the domain of every measurement into 
several buckets. The two main drawbacks in S&L 
scheme of bucket-partitioning technique are: First, 
the bucket-partitioning technique allows 
compromised storage nodes to acquire a sensible 
estimation on the real value on both data items and 
queries from sink. Second, for multidimensional data, 
the power consumption of sensors and storage nodes, 
and the space utilization of storage nodes, increases 
exponentially among the number of dimensions 
because of exponential increase of the number of 
buckets. In SafeQ, the power and space consumption 
increases simultaneously with the number of 
dimensions increases the number of data items. Shi et 
al. projected an optimized version of S&L’s integrity 
preserving scheme which reduce the communication 
cost among sensors and storage nodes. 
 

 The essential idea of their optimization is 
that every sensor uses a bit map to characterize which 
buckets have data and broadcasts its bit map to its 
closest sensors. Every sensor attaches the bit maps 
that has been received from others to its own data 
items and encrypts them together. The sink verifies 
result of query integrity for a sensor by exploratory 
the bit maps from its closest sensors. By using safeQ 
protocol the compromised sensors and storage node 
can be found. The forged data can be found out by 
using privacy preserving and integrity preserving 
verification for range queries  

 
III. SYSTEM MODEL 
 
A two-tiered sensor network as illustrated below 
consists of users and three types of nodes: sensors, 
storage nodes, and a sink node. Sensors are 
specialized transducers (electronic device) used to 
sense data with limited storage and computing power. 
They are often massively dispersed in a field for 
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monitoring and recording the physical or 
environmental data, e.g., temperatures, humidity, 
sound intensity etc. The powerful wireless devices 
storage nodes are equipped with a large amount of 
storage capacity and computing power than sensors. 
Each sensor occasionally sends collected data to its 
nearby storage node. The point where users of the 
sensor network communicate is called sink node. 
When sink receives a query from a user, it first 
translates the query into multiple queries and then 
disseminates the queries to related storage nodes. It 
process the queries based on their data and reply the 
result of the query to the sink node. The final answer 
send to the user is the query result combined from 
multiple storage nodes by a sink node. 

 

 
Figure: Architecture of two-tiered sensor networks. 

 
Table for Summary of Notation 
 

 
Consider that the sensors and storage nodes 

are loosely synchronized with the sink, the di time 
into fixed intervals, and each sensor collects data 
once per time interval. All sensors and the sink agree 
from a starting time to every time intervals form a 

time-slot. After a sensor collects data for n times from 
the starting time, it sends a message containing a 3-
tuple (i, t,{a1,. . . ,an}) , where i is the sensor ID and t 
is the sequence number of the time-slot in which the n 
data items{a1, . . . ,an} are collected by sensor si. 
Privacy and integrity-preserving ranges queries for 
event-driven sensor networks, the sensor only 
submits data to its nearby storage node when such 
event happens. Let us assume that the queries from 
the sink are range queries. A range query “finding all 
the data items collected at time-slot t in the range [a, 
b]” is denoted as {t, [a, b]}.  
 
3.1 Threat Model 

In two-tiered sensor network, assume that 
the sensors and the sink are trusted and storage node 
is not, and then both sensors and storage nodes can be 
compromised in hostile environment. The sensor is 
compromised, then data collected by the sensor will 
be known to the attacker, and the compromised 
sensor can send fake data to its nearby storage node. 
It is extremely hard to prevent such attacks without 
help of tamper-proof hardware. However, the data 
from one sensor constitute a small fraction of the 
collected data of the whole sensor network. 
Therefore, mostly we focus on the scenario where a 
storage node is compromised. Compromising a 
storage node can cause a great damage to the sensor 
network in comparing to a compromising sensor. 
When a storage node is compromised, then large 
amount of data stored in the node will be known to 
the attacker. The compromised storage node may 
return a falsified result formed by forged data or 
excluding legitimate data to the query from a sink. 
Therefore, attackers will be motivated to 
compromised storage nodes. 

 
Figure: idea for SafeQ preserving privacy 

 
3.2 Problem Statement 

The basic problem for a two-tiered sensor 
network is the following: How privacy integrity and 
preserving can be provided in storage scheme and the 
query protocol. The solutions to this problem need to 
fulfill two requirements. 
1) Data and query privacy: Data privacy means that a 
storage node cannot know the actual values of sensor 
collected data. This ensures that an attacker cannot 
understand the data stored on a compromised storage 
node. Query privacy means that a storage node 
cannot know the actual value of sink issued queries. 
This ensures that an attacker cannot understand, or 
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deduce useful information from, the queries that a 
compromised storage node receives. 
2) Data integrity: If a query result that a storage node 
sends to the sink includes forged data or excludes 
legitimate data, the query result is guaranteed to be 
detected by the sink as invalid. Besides these two 
hard requirements, a desirable solution should have 
low power and space consumption because these 
wireless devices have limited resources. 
 
IV. SAFEQ OPTIMIZATION 
 
 To reduce communication cost between 
sensors and storage nodes we present an optimization 
technique based on Bloom Filters. This cost is 
significant because of two reasons: first, for every 
submission, a sensor needs to convert each range [aj, 
aj+1], where aj and aj+1 are two numbers of w bits, to 
2w-2 prefix numbers in the worst case. Second, the 
sensor applies HMAC to every prefix number, which 
results in a 128-bit string if we prefer HMAC-MD5 
or a 160-bit string if we prefer HMAC-SHA1.By 
reducing communication cost the power consumption 
of sensors are reduced. 
 The basic thought is to use a Bloom Filters 
to represent HMACg(N(S([a0,a1]))),. . . . . . . , 
HMACg(N(S([an,an+1]))). Then a sensor only need to 
send a Bloom filters instead of hashes to a storage 
node. The number of bits needed for the Bloom filters 
is much smaller than that of hashes. 
The operation that sensor and storage nodes need to 
make using the optimization technique is:  
Sensor:  let  X be a bit array of size x representing the 
Bloom filters  for HMACg(N(S([a0,a1]))),. . . . . . . , 
HMACg(N(S([an,an+1]))) that a sensor computes after 
collecting n data items a1,. . . . .,an assuming a1 ≤ . . . . 
.≤ an. Let Y be an array of x pointers. For each 0 ≤ j ≤ 
n and for each number v in HMACg(N(S([an,an+1]))), 
the sensor applies k hash functions on v, where every 
hash function hi  (1 ≤ i ≤ k) hashes  v to an integer  in 
the range [1,x], and then sets  X[hi(v)]to be 1 and 
appends the index j to the list Y[hi(v)]points to. In 
every submission, the sensor sends X and Y to its 
closest storage node. For example, HMAC 

g(N(S([10,11]))) and HMACg(N(S[11,15]))) can be 
represented as the two arrays. Note that 
N(S([10,11]))={10110} and 
N(S([11,15]))={10111,11100}. 
  The logical meaning of Y is an 
array of pointers, each pointing to a list of indices 
from 0 to n. To reduce the space used for storing 
pointers, we implement Y as a concatenation of all 
these lists separated by delimiters. For example, we 
can represent the array Y as a list.  
Storage nodes: Recall that c Є [aj,aj+1] if and only if 
HMACg(N(F(c)) ∩ HMACg(N(S([aj,aj+1]))) ≠ ɸ. If  
HMACg(N(F(c)) ∩ HMACg(N(S([aj,aj+1]))) ≠ ɸ, then 
their exist at least one number v in HMACg(N(F(c))) 
such that the following two conditions hold: 1) for 
every 1 ≤ i ≤  k, X[hi(v)] is 1; 2) for every 1 ≤ i ≤  k, 

index j is included in the list to which Y[hi(v)] points. 
For example to verify whether 12 Є [11,15] using 
Bloom filter a storage node can apply the three hash 
functions to each number in HMACg(N(F(12))). For 
one number HMACg(11100) in HMACg(N(F(12))), 
the storage node verifies that HMACg(11100) 
satisfies the above two conditions, therefore 12 Є 
[11,15]. 
 

Although, using our optimization technique, 
QR may contain data items that do not satisfy the 
query, they can be easily pruned by the sink after 
decryption. Given a query [a,b] , using this 
optimization technique, a storage node may find 
multiple ranges that contain a and multiple ranges 
that contain b due to false positives of Bloom filters. 
In this case, the storage node uses the first range that 
contains ‘a ‘and the last range that contains b to 
compute the query result. 
 

 Bloom filters introduce false positives in the 
result of a query, i.e., the data items that do not 
satisfy the query. We can control the false positive 
rate by adjusting Bloom filter parameters. Let Є 
denote the average false positive rate and wh denote 
the bit length of each number in 
HMACg(N(S([aj,aj+1]))) . For simplicity, we assume 
that each set HMACg(N(S([aj,aj+1]))) contains the 
same number of values, which is denoted as q . The 
upper bound of the average false positive rate Є is 
shown in (1), the derivation of which is in Section 
VIII 

 
 ∈ < ( )( )

( )
(1− 푒 ( )  )  

 
To represent HMACg(N(S([a0,a1]))),. . . . . . . 

, HMACg(N(S([an,an+1]))), without Bloom filters, the 
total number of bits required is wh(n+1)q; with 
Bloom filters, the total number of bits required  is at 
most c+2k(n+1)q[ log (푛 + 1) ]. Therefore, the 
optimization technique reduces the communication 
cost if 
 

wh (n+1)q >c+2k(n+1)q[log (푛 + 1))] 
 
The upper bound of the false positive rate 

decreases as the number of data items increases or the 
number of hash functions increases. Based on (1) and 
(2), assuming wh = 128 and n ≥ 3, to achieve 
reduction on the communication cost of sensors and 
the small false positive rate of Є  1%, we choose c= 

k (n+1)q  and k to be 4 ≤ k <
. [ ( )]

  . 
Note that only when n ≥ 2 , which is unlikely to 
happen, such k does not exist. 
 
CONCLUSION 
 

The SafeQ, is a novel and efficient protocol 
for handling range queries in two-tiered sensor 
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networks. The techniques used by SafeQ are prefix 
membership verification, Merkle hash trees, and 
neighborhood chaining etc. For security purpose, 
SafeQ significantly strengthens the security of two-
tiered sensor networks. SafeQ prevents a 
compromised storage node from obtaining a sensible 
estimation on the definite values of sensor collected 
data items and sink issued queries. Coming to 
efficiency, the results shows that SafeQ extensively 
outperforms prior art for multidimensional data in 
terms of both power consumption and storage space. 
The optimization technique Bloom filters 
significantly reduce the communication cost between 
sensors and storage nodes. As a result, the 
compromised sensors can be avoided by 
authenticating sensors with storage node.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

So that more security can be provided by 
authentication as well as memory of storage node can 
be increased when it is needed by using Archive 
storage node. 
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