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Abstract— Steganography has become very important research area to provide the security to network communications. In 
Steganography large amount secret data in the form of text file is hidden into image or audio files. In this paper the 
MF&PVD method coupled with Pixel Indicator (PI) technique in the colour image, is proposed for enhanced visual quality 
of stego-image and security. This paper proposed new improved technique that take the advantage of 24 bits in each Pixel in 
the RGB images using two least significant bits of one channel to indicate existence of data in the other two remaining 
channels i.e. RED channel is used as indicator and only one channel GREEN or BLUE is used to hide the secret data by 
using Modulus Function and Pixel Value Differencing (MF and PVD) Method. It is very difficult for attacker to extract 
hidden data from stego image which is generated by using this method. The Performance parameters used are Peak Signal to 
Noise Ratio (PSNR) and hiding capacitsy which shows better result. 
 
Keywords— Steganography, Modulus Function and Pixel value Differencing(MF and PVD), Pixel Indicator(PI), Peak 
Signal to Noise Ratio(PSNR). 

 
I. INTRODUCTION 
 
The internet got its start more than 50 years ago in the 
United States as a government weapon in the Cold 
War in order to communicate and share data with one 
another. Nowadays, everybody is using Internet for 
almost everything, without it life is impossible to 
imagine. Almost one-third of the world’s 6.8 billion 
people use the internet regularly. There is an 
exponential growth of use of internet and secret 
communication of likely computer users which helps 
Steganography to gain its reputation. The method 
used to hide the data inside image files which is a 
high-tech version of a process called steganography, 
which has been around since the beginning of noted 
history, says Sayan Chakraborty, vice president of 
engineering at Sigaba Corp. in San Mateo, Calif. 
There are authentic practices for steganography, say 
scientific professionals and although reports passing 
about terrorists using steganography to communicate 
secretly [9]. Even if steganography is present, 
scientific experts prefer to start by investigating less 
complex areas. But in some cases, instead of secret 
data, only the evidence might be hidden in image or 
sound files, so investigators need to be alert about 
steganography and the tools used to detect and break 
it. Steganography replaces unwanted bits in image 
and sound files with secret data. Instead of protecting 
data the way encryption does, steganography hides 
the very existence of the data and it's undetectable 
under traditional traffic-pattern analysis[1].There are 
many suitable steganographic techniques depending 
on the type of the cover object used to obtain 
security. The proposed system involves work in the 
Image Steganography. Taking the cover object as 
image is known as Image Steganography [1].First the 
cover image is divided into three planes (R, G, B). 

RED plane used as indicator and the secret data is 
embedded into one of the plane GREEN or BLUE. At 
the last all three planes are combined to obtain 
resulting image is called stego-image. The goal of the 
proposed system is to achieve better PSNR and 
provide more security than the existing systems [2]. 

 
II. PROPOSED METHODOLOGY 
 
In the proposed system, secret data is embedded in 
only one plane of cover image based on modified 
pixel indicator. 
 
A. Methodology 
In the proposed system, Modulus Function, Pixel 
Value Differencing and Modified Pixel indicator 
methods are used for data hiding. The cover image 
used to hide the secret data is RGB image. This 
method takes the advantage of 24 bits in each pixel in 
RGB image i.e. 8 bits for red,8 bits for green and 8 
bits for blue[6]. Therefore RGB image can hide more 
secret data and it has high embedding capacity. The 
cover image considered here is having the size of 
(512*512).This cover image is divided into three 
planes(R, G, B).Based on Modified Pixel Indicator 
secret data is embedded into one of plane(green or 
blue) by using MF and PVD method. MF and PVD 
method increases the capacity of hidden data and 
improves stego image quality, in which secret data is 
inserted in remainder value of each block. Modulus 
Function is mathematical function used to calculate 
reminder value.  
1) MF and PVD method  
Step 1: Cover image F is partitioned in 
nonoverlapping blocks (Fi) of two consecutive pixels.  
 Let P (i,x) and P(i,y) are the two consecutive pixels of 
block Fi. 
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Step 2: Obtain the difference value d by Eq. (1). 
d =|P(i,x) –P(i,y)  |                               (1) 

Step 3: The Range table R is designed to provide 
information about the hiding capacity of each sub-
block Fi, which consists of n contiguous sub-ranges 
Rj where {R=Rj /j=1,2,…n}. Each sub-ranges Rj has 
its lower and upper bound values, say low-level (lj) 
and high-level (uj), so that we have Rj €[lj,uj].The 
division between the low-level (smoothness areas) 
and high-level (edge areas) of the Range table is 
controlled by the users i.e. it is based on the 
characteristics of the human vision’s sensitivity to 
gray value variations from smoothness to contrast. 
Anyone who wants to extract secret data from stego 
image must use the original division. A division can 
be considered as Secret key. 
Here, division of the ‘low-level’ and ‘high-level’ is 
assumed 15 as shown in Fig. 1. 
 

 
Fig. 1.  Range Table 

 
Step 4: All possible difference values are classified 
into a number of sub-ranges (Rj). By using Range 
Table find the Rj that belong to d. 

            Then width wj of each Rj is computed by    
wj = uj-lj+1                                  (2) 

Step 5: The number of bits which can be embedded in 
a two consecutive pixel i.e. hiding capacity is decided 
by the width of the range table and can be obtained 
by 

t=|log (wj)|                                  (3) 
Here, t is the number of bits that can be hidden in Fi. 
Read t bits from the binary secret data stream and 
transform t into its decimal value. Consider it as k. 

 
Step 6: Compute the reminder value of sub-block Fi 
as FREM by using the following equation 

 
FREM = mod [(P(i,x)+P(i,y)), 2^t]        (4) 

 
Step 7: Embed t bits of secret data into Fi by altering 
P(i,x) and P(i,y) such that FREM=k. 
Step 8: The optimal approach: To achieve the 
minimum distortion the optimal approach is used to 
alter the P (i,x) and P(i,y).There are eight different cases 
has been considered in optimal approach are as 
follow: 
Case-1: FREM>k and m ≤ ((2^t)/2) and P(i,x) ≥ P(i,y) 
             (P'(i,x),P'(i,y))= [P(i,x) - (m/2), P(i,y) - (m/2)]; 
 
Case-2: FREM>k and m ≤ ((2^t)/2) and P(i,x)<P(i,y) 

             (P'(i,x), P'(i,y)) = [P(i,x) - (m/2), P(i,y) - (m/2)]; 
 
Case-3: FREM>k and m > ((2^t)/2) and P(i,x) ≥ P(i,y) 
             (P'(i,x), P'(i,y)) = [P(i,x)+(m1/2), P(i,y)+(m1/2)]; 

 
Case-4: FREM>k and m > ((2^t)/2) and P(i,x)<P(i,y) 
             (P'(i,x), P'(i,y)) = [P(i,x)+(m1/2), P(i,y)+ (m1/2)]; 
 
Case-5: FREM ≤ k and m≤ ((2^t)/2) and P(i,x) ≥ P(i,y) 
             (P'(i,x), P'(i,y)) = [P(i,x)+(m/2), P(i,y)+(m/2)]; 

 
Case-6: FREM ≤ k and m≤ ((2^t)/2) and P(i,x)<P(i,y) 
             (P'(i,x), P'(i,y)) = [P(i,x)+ (m/2), P(i,y)+(m/2)]; 

 
Case-7: FREM ≤ k and m> ((2^t)/2) and P(i,x) ≥ P(i,y) 
             (P'(i,x), P'(i,y)) = [P(i,x) - (m1/2), P(i,y)-(m1/2)]; 
 
Case-8: FREM ≤ k and m > ((2^t)/2) and P(i,x)<P(i,y) 
             (P'(i,x), P'(i,y)) = [P(i,x)-(m1/2), P(i,y)-(m1/2)]; 
 

In the above approach (P'(i,x), P'(i,y)) are new pixel 
values after the embedding of t bits of the secret data 
into sub-block Fi and m=|(FREM-k)|,m1=2^t-
|(FREM-k)| 
     If P'(i,x) and P'(i,y) overflows the boundary value 0 
or 255,then execute Step 9 for revising P'(i,x) and P'(i,y). 
     If not, the process of concealing secret data will be 
completed after the replacement of P(i,x) and P(i,y) by 
P'(i,x) and P'(i,y) in the cover image. 
Step 9: There are three different situations where 
falling-off boundary problem happens are as follows: 
Case 1: If P(i,x)~0,P(i,y) ~0) and P'(i,x)<0 or P'(i,y)<0 
             Then (P"(i,x), P" 

(i,y))=[P'(i,x)+(2^t)/2,P'(i,y)+(2^t)/2]; 
 
Case 2: If P(i,x)~255,P(i,y) ~255) and P'(i,x)>255 or P'(i,y) 
>255 
             Then (P"(i,x), P" (i,y))=[P'(i,x)-(2^t)/2,P'(i,y)-
(2^t)/2]; 
 
Case 3: If P(i,x) and P(i,y) form great contrast (i.e. 
d>128), 

                                         
 
2) Pixel indicator method 
This technique uses least 2 significant bits of any one 
of the channels Red, Green or Blue as an indicator of 
information existence in other two channels [3].In 
this paper Red channel is used as indicator and data is 
embedded in any one of the channel Green or Blue. 
Here Table I shows the relation between indicator 
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channel and information hidden in other two 
channels. 
 

TABLE I 
RELATION BETWEEN THE PIXEL INDICATORS 

 
 
In above table 00 and 11 means no hidden data, 01 
means Green plane is selected to hide data and 10 
means Blue plane is selected. 
 
B. Algorithm Implementation 

 

 
 

III. EXPERIMENTAL RESULTS AND 
ANALYSIS 

 
Two standard RGB images Lena and Baboon with 
size 512 x 512 are used in our experiments for cover 

images. A 67 bytes of text file as secret data is 
embedded into the cover images. The results in part 
(a) and (c) of Fig. 2 and Fig. 3 are the cover images, 
and those in parts (b) and (d) are the stego-images 
produced by the proposed method. Fig. 2 and 3 
Shows, there are not any visual artifacts present. 
 

 
Fig. 2. Lena image 

 

 
Fig. 3. Baboon image 

 
The Peak signal to noise ratio (PSNR) was utilized to 
evaluate the stego-image quality. The PSNR is 
expressed in dB. The Larger PSNR value indicates 
better quality of the image or in other words less 
distortion i.e. there is only a little difference between 
the cover and the stego image. If PSNR value is large 
then there is less possibility of visual attack by human 
eye. On the other hand, smaller PSNR value indicates 
there is huge distortion between the cover and stego 
image. The PSNR value more than 30 dB is 
acceptable [4].PSNR is defined as follows [8]: 
 

            
 
Where, 
 255=maximum intensity value of each pixel. 
MSE=mean square error. 
The MSE (Mean Square Error) is the cumulative 
squared error between the compressed and the 
original image [5].A lower value of MSE means less 
error and as there is inverse relation between MSE 
and PSNR, these results give high value of PSNR. 
MSE is defined as follows: 

 
 

Where,  
α i,j is original image, 
β i,j is stego image, 
M and N are the dimensions of the images.  
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TABLE II shows the PSNR values obtained by the 
proposed approach is greater than 30 dB. It shows the 
quality of stego image is very high. 
 

TABLE II 
PSNR FOR PROPOSED METHOD 

 
 
Also proposed method is tested for another four 
images also. Following are images with their PSNR 
values. 
 

 
 

 

CONCLUSION 
 

In this paper, we have proposed a new steganography 
method based on the MF, PVD and Modified Pixel 
Indicator to embed the secret data within a RGB 
cover image. The Proposed method utilizes the 
remainder of the two consecutive pixels to record the 
information of the secret data which has more 
flexibility and capable of deriving the optimal 
remainder of the two pixels to obtain the least 
distortion. Also this method solves the falling-off-
boundary problem by re-adjusting the remainder of 
the two pixels. The modified Pixel Indicator method 
adds more security in proposed method. The 
experimental results show the PSNR value is upto 50 
db which means there is less distortion between 
original image and stego image. 
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