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Abstract- The value of IT (Information Technology) to organizations has been a continuous topic of discussion since 
computers were introduced into organizations. Privacy of information collected during healthcare processes is necessary 
because of significant economic, psychological and social harm that can come to individuals when personal health 
information is disclosed. The current study is an effort to explore the perception and practices of 182 physicians towards e-
transfer of patient information, consent and confidentiality issues in the selected tertiary care hospital. Questionnaire 
containing 10 questions related to perception and practices related to confidentiality of patient information was used as a 
tool. The study clearly showed the diversity in the perception and practices of physicians of current healthcare setting. 
Sincere attempts need to be made to address the value and processes of medical ethics at the institutional level and academic 
programs should aim at making the physicians aware of legal rights of the patients, informed consent, confidentiality and 
privacy. 
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I. INTRODUCTION 
 
EMR (Electronic Medical Record) is one of the 
communication tools that support clinical decision 
making, coordination of services, evaluation of the 
quality and efficacy of care, research, legal 
protection, education, and accreditation and 
regulatory processes1. Major ethical priorities for 
EMR are privacy and confidentiality, security, and 
data integrity and availability. One of the purposes of 
EMR is to increase the accessibility and sharing of 
health records among authorized individuals. The key 
to preserving confidentiality is making sure that only 
authorized individuals have access to information 
during e-transfer. 
 
Indiahas witnessed the advance in Information 
Technology in past two decades specifically in 
healthcare.  The value of IT (Information 
Technology) to organizations has been a continuous 
topic of discussion since computers were introduced 
into organizations. In addition to benefiting the 
individual patient, the EMR is likely to benefit the 
larger population with clinical research. Privacy of 
information collected during healthcare processes is 
necessary because of significant economic, 
psychological and social harm that can come to 
individuals when personal health information is 
disclosed2,3,4 

 
The perception of confidentiality in healthcare has a 
strong professional tradition that has been hampered 
due to third party reimbursement schemes, and other 
healthcare organizational structures, and culture of 
professionals within modern healthcare 
systems5.Reports on issues of patient consent can be 

traced in the US to the early 18th century.6In one form 
or the other, respect for privacy and confidentiality  
 
has also been a responsibility of the physicians 
throughout history.7,8The concepts of privacy and 
confidentiality are closely related. Privacy is a 
broader term including physical privacy, 
informational privacy, protection of personal identity 
and the ability to make choices without interference9. 
Confidentiality is a narrower term referring to 
informational privacy and the duty not to disclose any 
patient information without prior approval from the 
patient. Privacy and confidentiality are not only basic 
rights of the patients but also serve to further a 
trustful, frank and open relationship with the doctor, 
thus improving patient care10. 
 
In India, regulatory body of medical practitioners has 
formulated a code of ethics for all doctors. Indian 
Medical Counsel, Regulation, 2002, for Professional 
Conduct, etiquette and Ethics, code of conduct for 
patience, delicacy and secrecy   is specified11. 
Generally, it is observed that in India,Public (patient) 
awareness of their rights to informed consent and 
privacy is increasing and patients are becoming more 
and more aware of their rights towards their 
healthcare information and disclosure. 
 
1.1 Study setting 
Kasturba Hospital is a Tertiary hospital serving 
people in and around the district of Udupi, India.  It is 
2035 bedded multispecialty hospital with daily 
average of around 500 new registrations; 1600 repeat 
registrations; 250 IP admissions. Although the 
complete EMR does not currently exist in the current 
study setting, portions of medical record have been 
computerized for many years. The most heavily 
computerized aspects are administrative and financial 
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portions. On the clinical side, the most common 
computerized function has been the reporting of 
laboratory results, usually made easier with 
installation of automated equipment for laboratory 
specimen testing and reporting. As more information 
recording functions become computerized, increasing 
proportions of record are computerized as well. 
 
1.2 Aim of the study 
The current study is an effort to explore the 
perception and practices of physicians towards e-
transfer of patient information, consent and 
confidentiality issues in the selected tertiary care 
hospital. 
 
II. METHODOLOGY 
 
This is a cross sectional study and all physicians 
willing to participate were recruited into the study. 
Final sample size is 182.A semi-structured validated 
questionnaire including socio-demographic details 
was prepared and distributed among the physicians 
who were willing to participate in the study. The 
questionnaire contained 10 questions related to 
perception and practices related to confidentiality of 
patient information. Data was entered in SPSS 16.0 
and analyzed for percentiles and also for significance. 
 
III. RESULT 
 
3.1 Demographic details 
(INSERT TABLE 1 ) 
Table 1 shows the out of total sample of 182 
physicians 59% were males and 41% were females. 
The age was categorized into 3 groups and maximum 
physicians (40%) were from the age group of 31 to 40 
years and least (4%) from 41 to 50 years. 
 
3.2 Perception and practices of doctors towards e-
transfer and confidentiality 
(INSERT TABLE 2) 
The result in table 2  shows that more than 88% 
physicians agree/ strongly agreed that to highest 
priority regarding confidentiality; more than 28% 
disagree/ strongly disagreed regarding consent; more 
than 46% disagree/ strongly disagreed threat to 
privacy and violation of patient’s confidentiality; 
more than 52% agree/ strongly agreed that e-Transfer 
&security; more than 49% disagree/ strongly 
disagreed to e –Transfer and security of information; 
more than 56% agree/ strongly agreed that, e-Transfer 
as threat to patient confidentiality; more than 55% 
disagree/ strongly disagreed  that  e-transfer as threat 
to patient confidentiality in telemedicine; more than 
51% disagree/ strongly disagreed about avoidance of 
disclosure of patient identification in  e-exchange; 
56% disagree/ strongly disagreed to ‘exchange of 
patient information without consent is not a serious 
offence in many scenarios especially when it takes 
place online’; more than 47% agree/ strongly agreed 

computerization leading to diminished level of 
humanity while more than 51% disagree/ strongly 
disagreed. All the findings were statistically 
significant. 
3.2 Gender-wise analysis 
When correlated the opinion according to gender the 
result did not show any significance.  
 
Age- wise analysis 
(INSERT TABLE 3) 
When correlated the opinion according to age of the 
physicians, three of the results showed significance 
(table 3) when age group of physicians’ is  cross 
tabbed with questions, question numbers 1,2,4 & 9 
showed significant findings. 25% of physicians in the 
age group of 20 to 30 disagree/ strongly disagreed 
that when dealing with a patient in a healthcare 
facility, their confidentiality should be the highest 
priority; in age group of 20 to 30 & 31 to 40, more 
than 37% & 26% disagree/ strongly disagreed to 
proper consent from the patient for the disclosure of 
information in any situation; more than 67% from 51 
to 60 years agree/ strongly agreed that e-Transfer of 
medical records has diminished the level of patient 
information security; more than 55% of physicians in 
the age group of 20 to 30 disagree/ strongly disagreed 
to ‘exchange of patient information without consent 
is not a serious offence in many scenarios especially 
when it takes place online’. 
 
CONCLUSION 
 
The study clearly shows the diversity in the 
perception and practices of physicians of current 
healthcare setting. The results of this study overall 
suggests doctors at this hospital may have to improve 
in the practice of confidentiality.  Formal training in 
medical ethics should be incorporated in 
undergraduate and postgraduate medical training to 
understand the concept, process and application of 
medical ethics. Institutional policies should be a key 
stimulus in this regard12.  
 
Nevertheless, to encourage ethical medical practice, 
steps should be taken to highlight the principles of 
confidentiality, informed consent and privacy. 
Awareness sessions should be conducted to update/ 
improve the knowledge of ethics among doctors to 
help them to translate their knowledge of into 
practice. Sincere attempts need to be made to address 
the value and processes of medical ethicsat the 
institutional level and academic programs should aim 
at making the physicians aware of legal rights of the 
patients, informed consent, confidentiality and 
privacy. 
 
Limitation of the study 
This study has several potential limitations. The study 
was conducted in a single private hospital, and the 
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results cannot be generalized for all the hospitals of 
India. 
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Table 3: opinions correlated with age group 

 
 
 
 
 
 

 


