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Abstract- According to Health Insurance Portability and Accountability Act (HIPAA), the protection of patient’s privacy 
and security is very important for the care of patient’s health. At the same time number of elderly patients is increasing 
dramatically, due to advancement in medical field. Hence, to reduce labor cost, the Point of Care (POC) technologies have 
become popular. POC is defined as medical testing at or near the site of patient. Diagnosing cardiac disease in time is of 
crucial importance to save patient’s life. Therefore, patient’s Electro Cardiogram (ECG) signal and other physiological 
readings are collected at the site of patient by Body Sensor Network (BSN). It will be transmitted and diagnosed by Remote 
Patient Monitoring (RPM) system. In wireless network, the biomedical data may be vulnerable to attack like tampering, 
hacking etc. Hence, we are going to propose Discrete Wavelet Transform (DWT) based steganography technique which 
combines encryption and scrambling technique to protect patient’s confidential data. This technique allows ECG signal to 
hide its corresponding patient’s confidential data and other physiological information. Only authorized persons, who have 
the required security, can extract the hidden secret data from the ECG signal. 
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I. INTRODUCTION 
 
A cardiovascular disease, which is one of the death 
reasons of men/women, is the important problem of 
this century. Most of the cardiac patients are elder. 
Today, numbers of elderly patients are increasing 
dramatically, due to advancement in medical field. 
Moreover, many times patients are shifted from one 
hospital to another for special examination or therapy. 
Diagnosing cardiac disease in time is very important 
to save many patients lives. Hence, to reduce labor 
cost, the POC technologies have become popular [1]. 
POC is defined as medical testing at or near the site 
of patient. Recently, a tiny Electrocardiogram (ECG) 
sensor called Tele cardiology Sensor Networks (TSN) 
provide a promising approach to perform low cost 
real-time cardiac patient monitoring at any time in 
elder nursing homes or hospitals [2]. Other than TSN, 
BSN is used to collect physiological information of 
patient and then transmit that data to the health 
provider.  
The use of E-health application is increasing to a 
great extent around the world. Many health-care 
organizations such as hospitals and government 
health sectors require access to patient records to 
diagnose the disease and to give proper treatment. In 
this scenario, internet is used as a main 
communication channel. According to HIPAA, 
information sent through the internet should be 
secured and protected. However, in this scenario, 
many challenges arise. These challenges are privacy 
and security of patient’s secret data. Patient cannot 
control who will use his/her confidential health 
information like name, address, mobile and medicare 
number [1]. Also, the computer software which is in  
use should guarantee the security of the information 
travelling through communication channel as well as 
information stored on the computer [1]. To meet  

 
these challenges we are going to invent the technique 
which will provide the privacy and security of 
patient’s data.            
Our main aim is to hide patient’s confidential data 
and other psychological information in ECG signal. 
ECG signal is used because size of ECG signal is 
large compared to other medical images [1]. Patient’s 
ECG signal and other physiological readings such as 
temperature, glucose reading, blood pressure etc. are 
collected at homes by using BSN and will be 
transmitted by remote patient monitoring system. 
Before transmitting this data, patient’s confidential 
data is encrypted and then hide inside the host ECG 
signal. This technique allows ECG to put out of sight 
the patient’s confidential data and thus guarantees the 
patient’s privacy and confidentiality. Moreover, it 
allows only authorized person to extract hidden data, 
if key shared between them matches. To apply 
steganography technique using ECG signal as a host 
we used frequency domain technique. Performing 
steganography technique on frequency domain results 
in lower performance but the amount of information 
that can be hidden will be greater. Hence, we are 
going to propose steganography technique based on 
frequency domain and is hybrid between 
cryptography and Steganography technique.   
Rest of the paper is organized as follows. Section 2 
discusses related work in this area. In section 3 we 
discuss the proposed methodology. Next, in section 4 
diagnosability measurement is explained. Section 5 
shows experiments and results. Finally, paper is 
concluded.  
 
II. RELATED WORK 
 
There are many approaches to secure patients 
sensitive data [2], [3], [4], [5]. However, one 
approach proposed to secure data is based on using 



International Journal of Advances in Science Engineering and Technology, ISSN: 2321-9009,                                   Spl. Issue-3 Oct.-2015 

Secure Steganography, Compression And Transmission Of ECG In Point-Of-Care System 
 

111 

steganography technique to hide secret information 
inside medical images.  
Yue Li, Chang-Tsun Li and Chia-Hung Wei proposed 
a method for protection of mammograms using blind 
steganography and watermarking. In this method, 
mammograms are segmented into breast and 
background parts. As the background part does not 
contain any information about patient’s health, this 
part can be used to hide and carry patient’s textual 
information. Then, a content masking operation is 
further conducted in order to prevent unauthorized 
peoples from viewing the mammograms. At receiver 
side the legitimate users are allow to view the stego 
image and retrieve the hidden information. First 
content unmasking is performed to remove 
watermark from stego image. After this information 
extraction is done for retrieving the information 
hidden in the background [10].  
Kai-mei Zheng and Xu Qian proposed a new 
reversible data hiding technique based on wavelet 
transform. In this method R waves are marked first 
and then QRS complex is detected by applying B-
spline wavelet transform on the original ECG signal. 
After detecting R waves, Haar lifting wavelet 
transform is applied on the original ECG signal. Next, 
the non QRS high frequency wavelet coefficients are 
selected and then the selected coefficients are shifted 
one bit to the left and the watermark is embedded. 
Finally, the ECG signal is reconstructed by applying 
reverse Haar lifting wavelet transform. Before 
embedding watermark, Arnold transform is applied 
for watermark scrambling. This method has low 
capacity since it is shifting one bit and this algorithm 
is based on normal ECG signal in which QRS 
complex can be detected. For abnormal ECG signal 
in which QRS complex cannot be detected, the 
algorithm will not perform well [8]. 
H. Golpira and H. Danyali proposed a reversible 
blind watermarking for medical images based on 
wavelet histogram shifting. In this work medical 
image such as Magnetic Resonance Imaging (MRI) is 
used as host signal. A two dimensional wavelet 
transform is applied to the MRI. Then, the histogram 
of the high frequency sub bands is determined. Next, 
two thresholds are selected, the first is in the 
beginning and the other is in the last portion of the 
histogram. For each threshold a zero point is created 
by shifting the left histogram part of the first 
threshold to the left, and shifting the right histogram 
part of the second threshold to the right. The locations 
of the thresholds and the zero points are used for 
inserting the binary watermark data. This algorithm 
performs well for MRI images but not for ECG host 
signal, also the capacity of this algorithm is low and, 
encryption key is not involved in its watermarking 
process [7]. 
Suneet Kaur, Dr. Omar Farooq, Riya Singhal and 
Bhavneet Singh Ahuja proposed the use of digital 
watermarking to increase the security of an ECG 
signal transmitted through a wireless network. In their 

method, each ECG sample is quantized using 10 bits, 
and is divided into segments using a rectangular 
window. The segment size is equal to the chirp signal 
that they use. Therefore, for each ECG segment a 
modulated chirp signal is added. Patient ID is used in 
the modulation process of the chirp signal. Next, the 
modulated chirp signal is multiplied by a window 
dependent factor, and then added to the ECG signal. 
The resulting watermarked signal is 11 bits per 
sample. The final signal consists of 16 bits per 
sample, with 11 bits for watermarked ECG and 5 bits 
for the window dependent factor and patient ID. To 
recover the original undistorted ECG signal, it is then 
subtracted from the obtained watermarked signal. The 
ID obtained from correlation is compared with 
extracted ID. This comparison enables the receiver 
for verification of the ECG signal. If they are not 
equal then it indicates that some tampering has been 
done. [6]. 
Ayman Ibaida, Ibrahim Khalil and Dhiah Al-
Shammary proposed a new scheme for embedding 
patient’s confidential data in ECG signal for 
healthcare information system. ECG signal 
preprocessing is first step in this method. In this step 
ECG signal is shifted and scaled to avoid negative 
values. Also, signal floating point values are 
converted to integer values. The next steps are shift 
special range transform and data hiding. Secret data is 
hided in the Most Significant Bit (MSB) of ECG 
signal. Before hiding data in MSB of ECG sample 
values, all rightmost bits are inverted which do not 
produce large error and then data is hided in MSB. 
Before inverting and hiding data, shift range 
transform is applied on ECG signal values, with the 
aim of utilizing all ECG signal samples. In these 
shifted value data hiding process is applied. The final 
step is to de-scale the signal and shift it back to its 
original values. At receiver side, data is extracted if 
they know the signal preprocessing parameters and 
used range [9]. Finally, Ayman Ibaida and Ibrahim 
Khalil proposed a wavelet based steganography 
technique to protect patient’s confidential data. It 
consists of Data encryption, DWT of ECG, 
Embedding data and inverse wavelet recomposition at 
sender side. At receiver side, opposite operation is 
performed to extract secret data [1]. 
 
III. METHODOLOGY 
 
Here, we used a method which consists of four 
stages: RSA algorithm, Wavelet Decomposition, 
Embedding Operation and Inverse Wavelet 
Recomposition at sender side. Block diagram of the 
sender steganography is shown in Figure 1.  
 
3.1. Encryption of Patient’s Secret Data 
We will apply RSA algorithm on confidential data of 
patient which provides security on data. RSA 
algorithm is very simple. The RSA algorithm was 
given by three MIT’s Rivest, Shamir and Adelman in 
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year 1977. RSA algorithm is message encryption 
technique in which two prime numbers are taken 
initially and then the product of  these values is used 
to create a public and private key denoted by ‘e’ and 
‘d’ respectively. Steps of key generation are given 
below: 

1. Select two large prime numbers p and q, such 
that p ≠ q and n = p * q 

2.  Calculate ¢(n) = (p-1) * (q-1) 
3.  Find random number ‘e’ such that 1 < e <¢ (n) 

and co-prime to ¢ (n). 
4.  Calculate number ‘d’ such that d = e-1 mod ¢ (n) 

(d is inverse of e modulo ¢ (n)). 
5.  Public Key = (e, n) 
6.  Private Key = d   

 
Message can be encrypted by using formulae: 
C = 푃 				푚표푑	푛                 (1)                    
Message can be decrypted by using formulae:  
P =  퐶 	푚표푑	푛                                                        (2)                                                                                                                              
Where ‘P’ is a Plaintext and ‘C’ is a Cipher text. 
 

 
Fig. 1 Sender steganography 

 
3.2. Wavelet Decomposition 
Wavelet Decomposition is nothing but wavelet 
transform. Wavelet Decomposition uses the fact that 
it is possible to resolve high frequency components 
within a small time window and low frequency 
components within a large time window. This is 
because a low frequency component completes a 
cycle in a large time interval whereas a high 
frequency component completes a cycle in a short 
time interval. Wavelet Transform can be defined as 
shown in equation 3. Where, ‘Ψ’ represents wavelet 
function. S and P are positive integers representing 
scale ad position parameters. ‘C’ represents a 
coefficient which is function of scale and position 
parameters. 
 
 C(S,P)=∫ 푓(푡)훹(푆,푃)∞

∞                                          (3) 
                                                                                  
Calculating wavelet coefficients at every possible 
scale is a lot of work and it also generates a lot of 
data. To reduce the amount of computations, we 
choose only few scale and positions. Such analysis is 
obtained from DWT. Therefore, DWT must be used 
instead of Continuous Wavelet Transform (CWT). 
DWT decomposition can be performed by applying 
wavelet transform to the signal using band filters. The 

result of the band filtering operation will be two 
different signals; one will be related to the high 
frequency components and the other related to the 
low frequency components of the original signal. 
DWT can be defined as in equation 4. 
 
W (i, j) = ∑ ∑ 푋(푖)훹 (푛)                             (4) 
 
Where W (i, j) represents the DWT coefficients. i and 
j are the scale and shift transform parameters and 
훹 (n) is the wavelet basis time function. The wavelet 
function can be defined as in equation 5. 
 Ψij(n)=2 / 	훹(2 	 ∗ 	푛 − 푗)                                  (5)                                                                                                                    
We applied 5-level wavelet packet decomposition to 
the host ECG signal. Accordingly, 32 subbands 
resulted from this decomposition process. Original 
signal is divided into two signals during each 
decomposition iteration. One of the resulting signals 
will represent the high frequency component and the 
other one represents the low frequency component. 
Most of the important features of the ECG signal are 
related to the low frequency signal. Therefore, this 
signal is called the approximation signal (A). On the 
other hand, the high frequency signal represents 
mostly the noise part of the ECG signal and is called 
detail signal (D).Therefore, in our proposed technique 
different number of bits will be changed in each 
wavelet coefficient based on its subband in such a 
way that guarantees the minimal distortion of the 
important features for the host ECG signal. 
Accordingly, the selected steganography level for 
bands from 1 to 17 is 5 bits and 6 bits for the other 
bands. 
   
3.3. Embedding Encrypted Secret Data 
At this stage proposed technique will perform 
scrambling operation using two parameters. First is 
shared key which is known to both sender and 
receiver. Second one is scrambling matrix which is 
stored inside both transmitter and receiver. Each 
transmitter/Receiver pair has a unique scrambling 
matrix defined by equation 6.  

 

S=
푠 , ⋯ 푠 ,
⋮ ⋱ ⋮

푠 , ⋯ 푠 ,

                                       (6)                                                                                                               

 
Where, S is a 128 × 32 scrambling matrix and ‘s’ is a 
number between 1 and 32.While building the matrix 
we make sure that the following conditions are met: 
The same row must not contain duplicate elements, 
rows must not be duplicates. 
The detailed block diagram for the data embedding 
process is shown in Fig. 2. The embedding stage first 
converts the shared key into ASCII code, therefore 
each character is represented by a number from 1 to 
128. For embedding secret bits in a node, 
corresponding node from scrambling matrix is 
selected by using row as an ASCII code of shared key 
and column as a number from 1 to 32. So, selected 
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element is a required node in which encrypted secret 
bits are embedded. 
The embedding operation performs the data hiding 
process in the wavelet coefficients according to the 
subband sequence fetched from the scrambling 
matrix. For example, if the fetched subband is 18, 
then embedding process will start by changing its List 
Significant Bits (LSB) with encrypted secret bits. 
Then, it will change the LSB of sub sequent subbands 
and so on. On the other hand, the steganography level 
is determined according to the level vector which 
contains the information about how many LSB will 
be changed for each subband. For example if the data 
is embedded in subband 32 then 6 bits will be 
changed per sample, while if it is embedded into 
wavelet coefficient in subband 1 then 5 LSB will be 
changed. 
 

 
Fig. 2 Watermark embedding operation 

 
3.4. Inverse Wavelet Recomposition 
In this final stage, the resultant watermarked 32 
subbands are recomposed using inverse wavelet 
packet recomposition. The result of this operation is 
the new watermarked ECG signal. The inverse 
wavelet process will convert the signal to the time 
domain. The newly reconstructed watermarked ECG 
signal will be very similar to the original 
unwatermarked ECG signal. 

 
3.5. Watermark Extraction Process 
Patient’s secret data from watermarked ECG is 
extracted at receiver side. To extract this data 
following information is required at receiver side: 

1) The Shared key 
2) Scrambling matrix 
3) Steganography level vectors 

Figure 3 shows watermark extraction process. The 
first step is to apply 5-level wavelet packet 
decomposition which generates 32 subbands. After 
that, using shared key value and scrambling matrix 
the extraction of secret bits from selected nodes in 
correct order starts and resetting them to zero. 
Finally, extracted secret bits are decrypted.  
  

 
Fig. 3 Extraction of Secret Bits 

IV. DIAGNOSABILITY MEASUREMENT OF 
ECG SIGNAL 
 
In this paper, the work done by Al-Falohum [11] has 
been used as a Diagnosability measure to determine 
the effect of watermarking process on the usability of 
the resultant ECG for diagnoses process. We applied 
five-level wavelet decomposition to the original and 
watermarked ECG signal. The researchers used 
heuristic weights to mark the contribution of each 
subband.  
 
To evaluate the effectiveness of proposed technique 
on the ECG signal, two distortion measurement 
techniques have been used. They are, Wavelet 
Percentage Residual Difference (WPRD) and 
Weighted Wavelet Percentage Residual Difference 
(WWPRD). After applying 5-level DWT a 
Percentage Residual Difference (PRD) measure of 
each subband is given by equation 7. Where ‘ci’ 
denotes original coefficient within subband ‘j’ and 
‘ĉi’ denotes coefficient of subband ‘j’ for 
watermarked ECG signal. 

 
Finally WWPRD is given by equation 8. Where ‘Nl’ 
is the total number of subbands, ‘wj’ denotes the 
weight value corresponding to subband ‘j’ and 
‘WPRDj’ represents the calculated WPRD for 
subband ‘j’. 
 
푊푊푃푅퐷	 = 		∑ 푤 	푊푃푅퐷                                (8)                                                                                                                            
 
To evaluate the proposed model, the PRD is used to 
measure the difference between original ECG host 
signal and the resulting watermarked ECG signal as 
shown in equation 9. Where ‘x’ represents original 
ECG signal and ‘y’ is the watermarked signal. 

 
 
V. EXPERIMENTS AND RESULTS 
 
RSA algorithm is preferred because the RSA 
algorithm is known for its security. In RSA algorithm 
private keys are neither transmitted or nor revealed to 
anyone. By contrast in secret-key system, keys are 
exchanged either manually or with the help of 
communication channel. This is because in secret-key 
system same key is used for encryption and 
decryption and there exist a chance that an enemy can 
retrieve this secret key during transmission. 
Encryption and decryption time is main disadvantage 
of RSA algorithm. There is always a tradeoff between 
efficiency and security.  
 
The number of levels that can satisfy the frequency 
span of the main features of the ECG signal depend 
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on the sampling frequency of the signal and 
heuristically can be given by equation 10. Where ‘Nl’ 
is an integer number and ‘fs’ is a sampling frequency 
of the signal [11].  

 
Nl=log(푓 )− 	2.96                                                 (10)                                                                                                                    
 
To demonstrate the performance of proposed method, 
we obtained 10seconds of ECG records from 
physionet database sampled at 360Hz. So, number of 
levels obtained is 5. Hence, we applied 5-level DWT 
In this paper, we used two types of ECG signals 
normal and abnormal. Table 1 shows the results 
obtained for 5 normal ECG samples.  
 
This table shows the PRD measured after extracting 
the watermark. It is obvious from the table that 
removal of the watermark will have a small impact on 
the PRD value. As a result, ECG signal can still be 
used for diagnoses purpose after removing the 
watermark. PRD results are also obtained for 
abnormal ECG segments as shown in Table 2.  
 
Results obtained in Table 1 and 2 are again obtained 
by using different scrambling matrices. 8 different 
cases are taken and their corresponding PRD values 
are calculated. Figure 4 shows graph for different 
scrambling matrices and table 3 shows corresponding 
values. The obtained results prove that our proposed 
technique will cause minimum distortion for different 
cases of scrambling matrix. Figure 5 shows 
corresponding ECG signals. 
 
Table 1: PRD results for different normal     ECG 

segments 

 
 

Table 2: PRD results for different abnormal ECG 
segments 

 
 

 
Fig. 4 Graph for different scrambling matrices 

 
Table 3: PRD results for different scrambling 

matrices 
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Fig. 5(a, b, c) The Original, watermarked ECG signal and ECG 

signal obtained after extraction of secret data 
 
CONCLUSIONS AND FUTURE SCOPE 
 
In this paper a stegano graphy technique using RSA 
algorithm is proposed to hide patient’s confidential 
data. At receiver side secret data is extracted using 
scrambling matrix, level vector and shared key which 
is shared between sender and receiver. This technique 
will provide security and confidentiality as we can 
see from the results obtained.  
 
Thus, this research will provide reliable and secure 
method to transfer the ECG signal, as well as 
patient’s sensitive information, to the responsible 
doctors in any emergency case. The outcome of the 
research will improve the performance and security 
of health-care systems and will save patients lives in 
many cases. As a result, industries, manufacturers and 
health-care system companies will play a crucial role 
in the future health-care revolution.  
 
Also, doctors can use patient’s data like blood group 
in any emergency case. Doctors can use patient’s 
record for study purpose in future.  
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