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Abstract-  Digital watermarking is a technique of inserting information into an image that can be later extracted 
or detected for variety of purposes including identification and authentication purposes. The digital data are 
transmitted using the Internet. Therefore digital data need to be secure, copyright protected, and authenticated at 
the same time.  In this paper, we discuss the various factors used in watermarking, properties and application area 
where watermarking techniques are used. A survey on some new work is to be done in watermarking field.   
 
Index Terms- decryption, Encryption, Robustness, Watermarking 
 
I. INTRODUCTION 
 
A digital watermark is a kind of marker covertly 
embedded in a noise-tolerant signal such as image 
data. That is used to identify ownership of the 
copyright of signal. "Watermarking" is the process of 
hiding digital information in a carrier signal [1]. But 
no need to contain a relation to the carrier signal. 
 Digital watermarks also used to verify the 
authenticity or integrity of the carrier signal or to show 
the identity of its owners. It is used for tracing 
copyright infringements and for banknote 
authentication.  
Like traditional watermarks, the digital watermarks 
can only perceptible under certain conditions after 
using suitable algorithm [2]. If a digital watermark 
distorts the carrier signal in such a way that it becomes 
perceivable, later it is of no use [2]. 
 Traditional Watermarking techniques may be applied 
to visible media like images or videos, whereas in 
digital          watermarking, the signal may be an audio, 
a picture, a video, texts or 3D models. A signal may 
carry several different types of watermarks at the same 
time. 
 Unlike metadata, which can be added to the carrier 
signal, digital watermark does not change the size of 
the carrier signal. For marking the media files with 
copyright information, a digital watermark can be 
rather robust against modifications that can be applied 
to the carrier signal. If the integrity needs to ensure, a 
fragile watermark must be applied.  
Both the steganography and digital watermarking 
employ  
the steganographic techniques to embed data covertly 
into noisy signals. Whereas steganography aims at 
imperceptibility to human senses, digital 
watermarking try to  
control the robustness as the top priority. Since digital 
copy  
Of data is the same as the actual data, digital 

watermarking is   
the passive protection tool. It just marks out the data, 
but don’t degrade it nor controls the access to data. 
One application of digital watermarking is the source 
tracking. 
 

 
Fig1.Watermarking block diagram 

 
A watermark can be embedded into a digital signal at 
each point of distribution. If a copy of the work is 
founded later, then a watermark may be retrieved from 
the copy and the source of a distribution is known. 
This technique generally can be used to detect the 
source of illegally copied movies. A digital watermark 
may called as an imperceptible, robust and secure 
message embedded directly into a document.  
DES encryption to the watermark using key and 
iterating operations ensure security of the watermark 
information. Key for both the Encryption and 
decryption is same. 
 
 
II. WAYS TO CLASSIFY WATERMARKING 
TECHNIQUES 
 
A. Robustness        
 A digital watermark is called a "fragile" if it fails to be  
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detectable after the some modification. Fragile 
watermark is  
Commonly used for the tamper detection (integrity 
proof). Modifications to the original work that is 
clearly noticeable  
commonly that is not referred to as watermarks, but 
generalized as barcodes. A digital watermark called as 
semi-fragile if it resists to benign transformations, but 
fails detection after the malignant transformations. 
Semi-fragile watermarks are used to detect the 
malignant transformations. A digital watermark is 
called as robust if it resists a designated class of the 
transformations. Robust watermarks may also be used 
in copy protection applications to carry a copy and no 
access control information. 
 
B. Perceptibility 
A digital watermark is called as imperceptible if 
original cover signal and marked signal is 
perceptually indistinguishable. A digital watermark is 
called as the perceptible, if its presence in marked 
signal is noticeable (such as:- Network Logo, Content 
Bug, Codes, and Opaque images.) This has not been 
confused with perceptual, that is, watermarking uses 
the limitations of the human perception to be an 
imperceptible. 
 
C. Capacity 
The embedded message length determines two 
different main classes of digital watermarking 
schemes .The message is conceptually zero-bit long 
and the system is designed in order to detect the 
presence or the absence of the watermark in the 
marked object. This type of watermarking scheme is 
usually referred to as zero-bit or presence 
watermarking schemes. Sometimes, this 
watermarking scheme is also called as 1-bit 
watermark, because a 1 denotes the presence (and a 0 
the absence) of a watermark. 
 
D.  Embedding method 
A digital watermarking method is referred to as the 
spread-spectrum if the marked signal is obtained with 
an additive modification. Spread-spectrum watermark 
is known to be robust, but also have a low information 
capacity due to the host interference.  Digital 
watermarking method is called as quantization type if 
the marked signal is obtained by quantization. 
 Quantization watermarks suffered from low 
robustness, but have a very high information capacity 
due to the rejection of host interference.  
A digital watermarking method may known as the 
amplitude modulation if the marked signal is an 
embedded by additive modification which is similar to 
the spread spectrum method, but particularly 
embedded in the spatial domain. 
 
E. Unambiguity  

A watermark conveys unambiguous information about 
the rightful owner of the copyright, point of 
distribution, etc. 
 
F. Security  
Unauthorized parties should not be able to read or 
alter the watermark. In most of cases, the watermark 
should not even be detectable by unauthorized parties. 

I. LITERATURE SURVEY 
 
Datta and Nath (2014) [1] proposed the detail study of 
the watermarking definitions, concepts and the main 
contributions in this field such as categories of 
watermarking process that tell which watermarking 
method should be used. The ease of reproduction, 
distribution, and the manipulation of the digital 
documents creates problems for the authorized parties 
that wish to prevent the illegal use of such document.. 
A digital watermark is said to be imperceptible, robust 
and secure message embedded directly into document. 
The watermark is an imperceptible both perceptually 
and statistically. 
 
Gupta and Barve (2014) [3] incorporated the digital 
watermarking as the act of hiding a message related to 
the digital signals in  different forms like an image, a 
song, a video within the signal itself. In this paper, 
Author presents  
review on an Image Watermarking for Good 
Robustness and the various factors that can be used in 
watermarking, properties and the application area 
where watermarking techniques are required to be 
used. Also a survey on the some new work is to be done 
in an image watermarking field. 
 
 Jiansheng etal. (2009) [4] introduced an algorithm of 
digital watermarking based on the Discrete Cosine 
Transform (DCT) and Discrete Wavelet Transform 
(DWT). According to the characterstics  of  human 
vision,the information of digital watermarking  can be  
discrete Cosine transformed, must  put into the high 
frequency band of an image which has been wavelet 
transformed. Then it distills digital watermarking 
with the help of an original image and the 
watermarking image. The simulation result shows 
that this algorithm is invisible and has good 
robustness for some common image processing 
operations. 
 
 Kaur and Kaur (2012) [5] presented that digital data 
can be very easily duplicated and edited which 
generate the needs for effective copyright protection 
tools.  Digital watermarking is the process of 
embedding the additional data along with digital 
audio, images and video.  This paper describes the 
general watermarking principles and focuses on 
various watermarking applications.  
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 Murty etal. (2011) [6] demonstrates DES encryption 
to the watermark with a key and iterating operations 
ensure security of the watermark information. Same 
Key is used for both the Encryption and decryption 
process. If one have to extract the watermark image, 
one must obtain the secret key. The experimental 
results show that the watermark is robust against 
various attacks. 
 
Tiwari etal. (2013) [8] proposed an algorithm to 
protect digital data by embedding watermark that is 
encrypted by  
DES algorithm. The Two level discrete wavelet 
transformation (DWT) is applied to the original 
image. That can ensures robustness of the proposed 
scheme. The digital data is transmitted using Internet, 
So digital data must be secure, authenticated and 
copyright protected at the same time. 
 
III. WATERMARKING SYSTEM 
 
A. Visible watermarking system 
In visible watermarking system a watermark (text or 
image) is semi-transparently embedded into the 
original data. Visible watermarking can be more 
robust against the image transformation attacks, 
which provides copyright protection  
of intellectual property in the digital format. In visible 
watermarking system, watermarked data is viewed as 
digitally stamped document. 
 
B. Invisible watermarking system  
In invisible watermarking system, a watermark is 
embedded into the original data in such a way that the 
embedded watermark should not be visible by naked 
eyes. Only electronic devices (or specialized software) 
can extract the  
embedded information to prove the authenticity. Such 
type of a system is used to identify a source, an author, 
a creator, an owner, and distributor or authorized 
consumer of a multimedia data. 
 
C. Blind watermarking system 
A watermarking technique is said to be as blind, if to 
extract the watermark from watermarked data it does 
not need the original image. The blind watermarking 
system is also known as the oblivious. Blind 
watermarking system is more popular because it 
decreases the overhead cost and memory for storing 
the original data. 
 
D. Non-blind watermarking system 
The watermarking techniques in which to extract the 
watermark, it requires the original data is known as 
non-blind watermarking system. It is more robust than 
blind watermarking system. 
 
E. Robust watermarking system 

A watermarking system is said to be robust, if any 
modification on the water-marked data results in no 
change into watermark value. That is extracted water- 
mark information from the tampered watermarked 
data would be same as original watermark 
information. 
 A robust watermarking system resists the wide range 
of intentional and unintentional attacks such as image 
enhancement, filtering, noise addition, JPEG 
compression and the geometrical transformations, 
collision and forgery attacks. 
 
F. Fragile watermarking system 
In fragile watermarking system, embedded watermark 
in host data can be easily destroyed. This property is 
useful to identify whether a multimedia data is 
modified/ manipulated or not. By embedding the 
fragile watermark into multimedia data, the 
authenticity of multimedia data can be achieved. Any 
small manipulation on the watermarked data will lead 
to distortion into corresponding embedded fragile 
watermarks. At the end ,comparing the extracted 
watermark with original watermark and it can be 
easily identified whether the multimedia data can 
manipulate or not.The different applications of fragile 
watermarking where it can be used are Document 
authentication, evidence authentication and complete 
authentication. 
 
IV. EXISTING TECHNIQUES 
 
A. Spatial domain watermarking 
Spatial domain watermarking method hides the 
watermark directly within the host data. The 
advantage of this approach is the spatial localization 
of the   embedded data can be achieved automatically 
even after the watermarked content goes under some 
attacks. Another advantage of spatial domain 
watermarking is that, it allows the control on 
maximum difference between the original image and  
 
watermarked image due to which design of 
near-lossless system can be possible. Spatial domain 
watermarking is applied in number application. 
 
B. Additive Watermarking 
Additive watermarking is most straightforward 
method for embedding the water-mark in spatial 
domain. It adds the pseudo random noise pattern to the 
pixel of host data. To ensure that the embedded 
watermark should be detected, the noise to add in host 
data is generated by a key. The same key is used for 
extraction process. 
 
C. Least Significant Bit Modification 
This method is very common for embedding the 
watermark in the host data. It relies on the way of 
manipulating the LSBs of host data, in a manner 
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which is not detectable by human eye. The basic idea 
for the method is to replace LSBs of host data by same 
size of binary watermark. 
 
D. Frequency domain watermarking 
The spatial-domain watermark insertion is simple and 
easy to implement, but it is fragile versus various 
attacks and noise. To get the better robustness as well 
as imperceptibility and watermarking is done in 
frequency domain. Frequency domain is also known 
as multiplicative watermarking. There are several 
watermarking techniques in different frequency 
domain such as Discrete Fourier Transform (DFT), 
Discrete Cosine Transform (DCT), and Discrete 
Wavelet Transform. 
 
E. DCT domain watermarking  
DCT based watermarking techniques are more robust 
as compared to spatial domain watermarking 
techniques. The algorithm is robust against simple 
image processing operations like low pass filtering, 
contrast and brightness adjustments etc. However, 
they are difficult to implement and are  more costly 
and they are weak against geometric attacks like 
scaling, rotation and cropping.DCT watermarking 
can be classified into the Block based DCT 
watermarking and the Global DCT watermarking. 
  
F. DWT Domain Watermarking 
All transform domain watermarking algorithms 
generally follows three steps i.e. (i) Data transform (ii) 
watermark embedding and (iii) Watermark recovery. 
Transformation of host data can be applied either on 
whole data, or in block by block manner. Wavelets are 
mathematical function that cuts the data into the 
different frequency components and according to the 
resolution matched to its scale wavelet function study 
every component.  
The advantage of wavelet transform over the 
traditional Fourier methods is that it analyses the 
signal which contains discontinuities and the   sharp 
spikes. Another advantage of the wavelet transform is, 
it captures both frequency and location information. 
The basic idea for 1D DWT is that it decomposes the 
signal (host data) into high frequency part and low 
frequency part. The edge components of the signal 
largely contain high frequency part. The low 
frequency part is again split into two parts low and 
high frequency part.Furthermore, the original  
 
signal can be reconstructed by inverse DWT (IDWT) 
process. In case of 2D-DWT we get four sub bands 
from one level that is Low-Low level (LL), High-High 
Level (HH), Low-High level (LH) and High-Low level 
(HL) The LL sub band contains the low level details of 
the image. In the next level, 2D-DWT of the LL sub 
band is obtained and this is repeated in each 
succeeding level. 

 DFT Domain Watermarking:  
DFT transforms a continuous function into its 
frequency components. It has robustness against 
geometric attacks like rotation, scaling, cropping and 
translation etc. DFT shows the translation invariance. 
Spatial shifts in image affects the phase representation 
of the image but not the magnitude representation. 
Circular shifts in the spatial domain don't affect the 
magnitude of the Fourier transform. 

II. APPLICATIONS OF WATERMARKING 
 
A. Owner Identification  
 Watermarking is used to identify the owner of any 
media. Some paper watermarks are easily removed by 
some small effort of attackers. So digital 
watermarking can be introduced in which the 
watermark is the internal part of the digital media so 
that it cannot easily detected and removed.  
B. Copy Protection  
Illegal copying is also prevented by watermarking 
with copy protect bit. This protection requires the 
copying devices to be integrated with the watermark 
detecting circuitry.  
C. Broadcast Monitoring  
Broadcasting of TV channels and the radio news can 
also monitor by watermarking. It is generally done 
with Paid media like sports broadcast or news 
broadcast. 
D. Medical applications  
Medical media and documents are digitally verified 
and having the information of the patient and the 
visiting doctors. These watermarks may be both 
visible and invisible. This watermarking helps the 
doctors and medical applications, to verify that the 
reports must not be edited by the illegal means. 
E. Fingerprinting 
 To protect the clients is the main purpose of 
fingerprinting . If someone got a legal copy of the 
product and redistributed it illegally, thus 
fingerprinting can prevent this. This can be achieved 
by embedding single robust watermark for each 
receiver. 
 
V. ATTACKS ON DIGITAL IMAGE 
WATERMARKING 
 
Digital Image Watermarking attacks can be classified 
into geometric and non-geometric attacks.  
A. Geometric attacks  
Geometric attacks is a set of parameters that can be 
applied  
on a  image. In other way, geometric attacks are basic  
 
geometric transformations in an image. These attacks 
may include rotation, cropping, scaling, warping, 
translation etc. these attacks led to destroy 
synchronization of detection. 
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B. Non Geometric Attacks  
Non Geometric attacks are common image processing 
attacks which includes compression of image, 
averaging, filtering, brightness, sharpening, printing, 
scanning, addition of noise, gamma correction etc 
 
               Table-Comparison of techniques 

 
 
CONCLUSION 
 
There are several types of algorithms for 
watermarking. Each type of algorithms has its own 
advantages and limitations. No method can provide 
fully perfect solution. Each type of solution has 

robustness to some type of attacks but is less resilient 
to some other types of attacks. Main focus of the 
current research in this field is to make the 
watermarking algorithms resilient to geometric 
transformations. In case of practical application, 
choice of solution type actually depends on the nature 
of application and requirements. 
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