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Abstract- In this era of digitization, we are very much dependent on computer communication networks in our day to day 
activities ranging from e-shopping, e-banking to e-business. With the help of personal computers, we have comfort to get 
almost everything within few clicks. But every technology has some pros and cons. This comfort of using internet for day to 
day activities comes with the big risk of security from cyber crime. We need security of computers, security of networks, 
security of our critical data such as banking details or some business critical information etc. Now the time has come that 
every single communicating device and the network should have proper security measures. The issue is how to fulfill this 
ever increasing demand of network security. Because providing network security is not an easy task. It requires 24x7 
network monitoring with huge resources such as storage, network bandwidth and skilled personnel.  Everybody cannot 
afford to have such a costly infrastructure. With the use of cloud computing technology, we are proposing a simple, easy and 
cost effective solution to network security. 1.e. cloud based intrusion detection service. It is our unique idea to develop a 
security system using intrusion detection as service on cloud. Our system will collect the data from client network, analyze 
that data and will generate standard reports to give alerts to the client. 
 
Keywords- Cloud Computing, Intrusion Detection, Web Service 
 
 
I. INTRODUCTION 
 
Use of computer communication networks and soft 
computing in day to day life is not a big idea today. 
As more and more people are getting computer and 
Internet savvy, the network security is becoming a 
crucial issue. The increase in Internet literacy in 
people is also increasing the Internet crime.  
 
There for network security has gained prime 
importance as never before. This network security 
can be provided in multiple ways at multiple levels. 
For example, using anti-virus, at application level, 
firewalls at network level or Intrusion Detection 
Systems-Honey pot at multiple layers. Out of which 
Intrusion Detection Systems are popularly used as 
security systems. 
 
The issue is how to provide the ever increasing 
demand of network security? Network security is not 
a simple building tool but it is complicated. It 
requires large resources: 24x7 network monitoring, 
huge storage capacity, high bandwidth and skilled 
personnel. But, by taking the advantage of Cloud 
Computing, the most popular technology today, we 
can provide network security as a service on cloud.   
 
Such security systems can be developed by using 
Intrusion Detection as a Service through cloud. The 
features of cloud computing such as sharing of 
resources, ubiquitous network access, on demand 
metered services, and elasticity enables us to provide 
services to large number of users.  
 
This paper is divided into 5 sections. Section II: cloud 
computing, section III: Intrusion Detection Systems, 
section IV: web services on cloud,V: intrusion 
detection as service on cloud,and VI: conclusion  

II. CLOUD COMPUTING 
 

Cloud computing provides the capability to use 
computing and storage resources on a metered basis 
and reduce the investments in an organization’s 
computing infrastructure. Peter Mell and Tim Grance 
of the National Institute of Standards and Technology 
(NIST) Information Technology Laboratory, cloud 
computing is defined as follows-“Cloud computing is 
a model for enabling convenient, on-demand network 
access to a shared pool of configurable and reliable 
computing resources (e.g., networks, servers, storage, 
applications, services) that can be rapidly provisioned 
and released with minimal consumer management 
effort or service provider interaction.”.  
 
The cloud computing service model is generally 
referred to as  Software-Platform-Infrastructure (SPI) 
model. In This acronym represents the three major 
services provided through the cloud: SaaS,  or 
Software as a Service; PaaS, Platform as a Service; 
and IaaS, Infrastructure  as a Service.  
 
We are using PaaS model to provide our IDaaS i.e. 
Intrusion Detection as a Service. To implement 
private cloud we are using Eucalyptus Open Source 
Cloud Framework. 
 
III. INTRUSION DETECTION SYSTEMS 
 
Intrusion detection is a set of techniques and methods 
that are used to detect suspicious activity both at the 
network and host level. Intrusion detection systems 
fall into two basic categories: signature-based 
intrusion detection systems and anomaly detection 
systems. Intruders have signatures, like computer 
viruses, that can be detected using software. You try 
to find data packets that contain any known intrusion-
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related  signatures or anomalies related to Internet 
protocols. Based upon a set of signatures and rules, 
the detection system is able to find and log suspicious 
activity and generate  alerts. Anomaly-based intrusion 
detection usually depends on packet anomalies  
present in protocol header parts. In some cases these 
methods produce better results  compared to 
signature-based IDS. Usually an intrusion detection 
system captures  data from the network and applies 
its rules to that data or detects anomalies in it.  
Signature based intrusion detection attempts to define 
a set of rules (or signatures) that can be used to 
decide that a given pattern is that of an intruder. 
Anomaly (or behavioral) detection is concerned with 
identifying events that appear to be anomalous with 
respect to normal system behavior. 
 
We are using Snort, which is primarily a rule-based 
IDS. Figure shows components of snort. Packet 
decoder takes packets from different types of network 
interfaces (Ethernet, SLIP,PPP…), prepare packets 
for processing. Preprocessor performs several tasks 

i.e. (1) prepare data for detection engine; (2) detect 
anomalies in packet headers; (3) packet 
defragmentation; (4) decode HTTP URI; (5) 
reassemble TCP streams. Detection engine the most 
important part, applies rules to packets. Logging and 
Alerting System generates alerts and log messages. 
Output modules process alerts and logs and generate 
final output. Various output PlugIns are available that 
alert snort output in various formats such as tcpdump, 
unified2, csv, syslog, html,xml. 
 
IV. WEB SERVICES ON CLOUD 
 
Eucalyptus cloud framework is a collection of web 
services which are compatible with Amazons's EC2, 
EBS, S3 web services. AWS-APIs can be used to 
create web interface for accessing Eucalyptus Cloud 
resources. AWS-PHP framework provides with 
different PHP classes to interact with cloud resources. 
Figure 2 shows the Eucalyptus private cloud 
components compatible with AWS public cloud.  

 

 
Figure: 1 Components of Snort 

 

 
Figure 2: AWS Compatible Eucalyptus Private Cloud Framework
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V. INTRUSION DETECTION AS SERVICE 
ON CLOUD 

 
A. Existing Systems 
All the existing intrusion detection service framework 
that are based on cloud are providing security to 
either cloud resources or client’s resources in cloud 
premises. There is very little or no work done in order 
to protect the client’s resources in client premises. 
The table 1 gives comparison of existing intrusion 
detection services framework on cloud based on 
target resources and managing authority.  
 
Table 1: Comparison of Intrusion Detection Service 

Framework on Cloud 

 
 

This is our unique idea to provide complete security 
solution through cloud by using Intrusion Detection 
Systems in such a way which will gather huge data 
from its client machines, analyze that data for various 
events, notify events, and generate standard reports. 
Our framework will be called Security Operation 
Centre (SOC) on cloud. This security service is 
provided to cloud users on subscription basis using 
Web Services. Figure 3 shows architecture of SOC on 
cloud. 
 
B. Proposed System 
The proposed SOC is designed to provide security 
services to private cloud users. The cloud framework 
is implemented using Eucalyptus Private Cloud 
Framework. SOC system (Snort) is consisting of 
Intrusion Detection Service Component (IDSC) and 
Report Generator (RG). Intrusion Detection Service 
Sensor (IDSS) in client premises will collect client 
network data and send it to SOC server residing in 
cloud premises. The IDSC component will analyze 
this data and generate alerts. These alerts will be 
translated into standard reports by RG component and 
will be available to client through web browser.  

 
Figure 3: Security Operation Center on Cloud  

 

 
 

Figure 5: Snort Output 
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Figure 6: Report generated by RG 

 
A. Implementation and Configuration: 

Cloud infrastructure is set up using Eucalyptus 3.2.1 
on CentOS 6.  IDSS and IDSC are implemented using 
Snort 2.9.3.1. RG is PHP program that converts 
command line output into standard report. The cloud 
web service is implemented using AWS-PHP. 
 IDSS configuration: 
IDSS is configured to scan the client network and 
send the output logs to remote IDSC server that is 
present on private cloud. This can be done with 
syslog alert provided by snort. 
 IDSC configuration: 
IDSC is configured to accept log data from remote 
client IDSS instance. This can be achieved by 
configuring syslog daemon to accept remote data. 
 RG configuration 
Report Generator is a PHP application program that 
converts the output of snort into a standard report. 
The standard report has details about time and date of 
received traffic,  total no of alerts generated , number 
of unique signatures for alerts and signature wise 
number of alerts generated, and source and 
destination addresses. 
 
CONCLUSION 
 
Intrusion Detection Systems can be used in multiple 
ways for providing security in cloud computing 

environment. But the cloud based intrusion detection 
is the best way to fulfill the ever increasing demand 
for network security that too in easy and cost 
effective way. An ours is an unique idea to provide 
intrusion detection service through private cloud to 
protect client resources in client’s premises. 
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