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Abstract: Cloud Computing is a virtualized compute power and storage delivered via platform-agnostic infrastructures of 
abstracted hardware and software accessed over the Internet. These shared, on-demand IT resources, are created and 
disposed of efficiently, are dynamically scalable through a variety of programmatic interfaces and Cloud computing is a 
general term for anything that involves delivering hosted services over the Internet. These services are broadly divided into 
three categories: Infrastructureas- a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS).. With 
these new computing and communications paradigms arise new data security challenges. Existing data protection 
mechanisms such as encryption have failed in preventing data theft attacks, especially those perpetrated by an insider to the 
cloud provider.  
Our approach is to securing data in the cloud using offensive decoy & other various technologies. We monitor data access in 
the cloud and detect abnormal data access patterns. When unauthorized access is suspected and then verified using challenge 
questions, we launch a disinformation attack by returning large amounts of decoy information to the attacker. This protects 
against the misuse of the user’s real data. Experiments conducted in a local file setting provide evidence that this approach 
may provide unprecedented levels of user data security in a Cloud environment. 
 
 
I. INTRODUCTION 
 
With the new computing and communications 
paradigms arise new data security challenges. 
Existing data protection mechanisms such as 
encryption have failed in preventing data theft 
attacks, especially those perpetrated by an insider to 
the cloud provider. We propose a different approach 
for securing data in the cloud using offensive decoy 
technology. 
We monitor data access in the cloud and detect 
abnormal data access patterns. When unauthorized 
access is suspected and then verified using challenge 
questions, we launch a disinformation attack by 
returning large amounts of decoy information to the 
attacker. This protects against the misuse of the user’s 
real data. Experiments conducted in a local file 
setting provide evidence that this approach may 
provide unprecedented levels of user data security in 
a Cloud environment. Secured cloud computing with 
decoy documents extends the Cloud Computing 
paradigm to the edge of the network, thus enabling a 
new breed of applications and services. Detecting 
masquerades has become very difficult. Many 
proposed approaches rely on encryption by auditing a 
variety of sources which are not efficient. It is fair to 
say that all of the standards approaches that have 
been demonstrated to fail from time to time. Building 
a trustworthy cloud is not enough, avoiding data theft 
attacks is more important.  
Once the data is lost we could not get it back. Then a 
basic idea is proposed which can secure data to some 
extent i.e. disinformation attack. The Twitter incident 
is one example of a data theft attack from the Cloud. 
Several Twitter corporate and per-sonal documents 
were ex-filtrated to technological website 
TechCrunch, and customers’ accounts, including the 

account of U.S. President Barack Obama, were 
illegally ac- 
The attacker used a Twitter administrator’s password 
to gain access to Twitter’s corporate documents; 
damage was significant both for Twitter and for its 
customers. While this particular attack was launched 
by an outsider, stealing a customer’s admin 
passwords is much easier i f perpetrated by a 
malicious insider. Rocha and Correia outline how 
easy passwords may be stolen by a malicious insider 
of the Cloud service provider. The authors also 
demonstrated how Cloud customers’ private keys 
might be stolen, and how their confidential data 
might be extracted from a hard disk. After stealing a 
customer’s password and private key, the malicious 
insider get access to all customer data, while the 
customer has no means of detecting this unauthorized 
access. Much research in Cloud computing security 
has focused on ways of preventing unauthorized and 
illegitimate access to 
data by developing sophisticated access control and 
encryption mechanisms. However these mechanisms 
have not been able to prevent data compromise. Van 
Dijk and Jules have shown that fully homomorphism 
encryption, often acclaimed as the solution to such 
threats, is not a sufficient data protection mechanism 
when used alone. 
We propose a completely different approach to 
securing the cloud using decoy information 
technology, that we have come to call Fog 
computing. We use this technology to launch 
disinformation attacks against malicious insiders, 
preventing them from distinguishing the real sensitive 
customer data from fake worthless data. In this paper, 
we propose two ways of using Fog computing to 
prevent attacks such as the Twitter attack, by 
deploying decoy information within the Cloud by the 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 2, Issue- 2, Nov.-2014 

Secured Cloud Computing With Decoy Documents 
 

44 

Cloud service customer and within personal online 
social networking profiles by individual users 
 
II. SECURING CLOUDS 
 
The basic idea is that we can limit the damage of 
stolen data if we decrease the value of that stolen 
information to the attacker. We can achieve this 
through a ‘preventive’ disinformation attack. We 
posit that secure Cloud services can be implemented 
given two additional security features: 
 
Confusing the attacker with bogus information. 
We posit that the combination of these two security 
features will provide unprecedented levels of security 
for the Cloud. No current Cloud security mechanism 
is available that provides this level of security. 
We have applied these concepts to detect illegitimate 
data access to data stored on a local file system by 
masqueraders, i.e. attackers who impersonate 
legitimate users after stealing their credentials. One 
may consider illegitimate access to Cloud data by a 
rogue insider as the malicious act of a masquerader. 
Our experimental results in a local file system setting 
show that combining both techniques can yield better 
detection results, and our results suggest that this 
approach may work in a Cloud environment, as the 
Cloud is intended to be as transparent to the user as a 
local file system. In the following we review briefly 
some of the experimental results achieved by using 
this approach to detect masquerade activity in a local 
file setting. 
Module Description: 
1. User Behavior Profiling 
2. Decoy documents 
3. Secure from vendor 
4. Block the malicious user 
5. Differentiate user 
 
1. User profiling behavior module: 
In this module, admin will going to record log record 
of all users so that he an easily set working baseline 
for legitimate user. Admin monitor data access in the 
cloud and detect abnormal data access patterns User 
profiling will a well known Technique that can be 
applied here to model how, when, and how much a 
user accesses their information in the Cloud. Such 
'normal user' behavior can be continuously checked to 
determine whether abnormal access to a user's 
information is occurring. This method of behavior-
based security will commonly used in fraud detection 
applications. Such profiles would naturally include 
volumetric information, how many documents are 
typically read and how often. We monitor for 
abnormal search behaviors that exhibit deviations 
from the user baseline the correlation of search 
behavior anomaly detection with trap-based decoy 
files should provide stronger evidence of 
malfeasance, and therefore improve a detector's 
accuracy. 

 
2. Decoy documents module: 
We propose a different approach for securing data in 
the cloud using offensive decoy technology. We 
monitor data access in the cloud and detect abnormal 
data access patterns. We launch a disinformation 
attack by returning large amounts of decoy 
information to the attacker. This protects against the 
misuse of the user's real data. We use this technology 
to launch disinformation attacks against malicious 
insiders, preventing them from distinguishing the real 
sensitive customer data from fake worthless. 
 
3. Secure from vendor: 
If legal user does not want to give access to the 
vendor so we can prevent that access form vendor. In 
earlier system, vendor can directly access the 
personal or corporate data which is stored on to the 
cloud. There is no any provision for security of data 
which is stored on to the cloud. So in our proposed 
system, all the data which is stored on the cloud is 
secured, it is totally depend on the user to assign 
access permission to its data. In case, if vendor want 
to access the data which is stored on the cloud, it has 
to gain the private key of that particular user to 
decrypt the information and this process is get done 
via secure key exchange algorithm. 
 
4. Block the Malicious user: 
If we will found any malicious user from his user 
profile behavior we can directly block that user or we 
can ask a security questions. For ex. User 
consecutively fails in login, Brute search attack, 
uploads files which contains .exe files with in it etc. 
so, All this log of the all user will maintained in the 
user profiling behavior, so as soon as system detects 
any malicious behavior, it directly block that user in 
case, if any authorized user try to search any other 
publicly stored files then according to our scenario 
our system blocks that client, but during blocking 
systemasks security questions to that user to avoid 
authorized user blocking. 
 
5. Differentiate user: 
We can differentiate user by using access privileges. 
We can assign privileges at the time of uploading. For 
example low user have only read permissions, high 
user has all permissions like modification. By 
categorizing different users on the cloud, we obtain 
fair and flexible control on managing resources on the 
cloud. 
Combining User Behavior Profiling and Decoy 
The correlation of search behavior anomaly detection 
with trap-based decoy files should provide stronger 
evidence of malfeasance, and therefore improve a 
detector’s accuracy. We hypothesize that detecting 
abnormal search operations performed prior to an 
unsuspecting user opening a decoy file will 
corroborate the suspicion that the user is indeed 
impersonating another victim user. This scenario 
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covers the threat model of illegitimate access to 
Cloud data. Furthermore, an accidental opening of a 
decoy file by a legitimate user might be recognized as 
an accident if the search behavior is not deemed 
abnormal. In other words, detecting abnormal search 
and traps together may make a very effective 
masquerade detection system. Combining the two 
techniques improves detection accuracy. 
 
III. CONCLUSION 
 
In this paper, we present a different approach to 
securing personal and business data in the Cloud. We 
propose a system to monitor data access patterns by 
profiling user behavior to determine if and when a 
malicious insider illegitimately accesses someone’s 
documents in a Cloud service. Decoy documents 
stored in the Cloud alongside the user’s real data also 
serve as sensors to detect illegitimate access. Once 
unauthorized data access or exposure is suspected, 
and later verified, with challenge questions for 
instance, we inundate the malicious insider with 
bogus information in order to dilute the user’s real 
data. Such preventive attacks that rely on 
disinformation technology could provide 
unprecedented levels of security in the Cloud and in 
social networks.  
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