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Abstract— the key approach to secure the data stored in cloud computing environment is to store the data in encrypted 
manner. Whenever an authorized user wishes to store data on the cloud, the data is first encrypted and then the decryption 
key is distributed to other authorized users. The other authorized users can decrypt the data with the decryption key. But to 
prevent the revoked authorized users from accessing the data, the owner of the data will command to re-encrypt the data and 
distribute new decryption key to the other authorized users. This will ensure that the data remain accessible to other 
authorized users. However, as the cloud computing environment is composed of many cloud servers, the unreliability of the 
network communication proves to be a bottleneck for execution of such commands by all of the cloud servers. The existing 
solution to this problem requires all the data on the cloud to be re-encrypted periodically, but this could prove to be resource 
costly as the cloud servers store huge amount of data. Here, we propose a solution to this problem by introducing the concept 
of time- changing secret key for each data along with the encryption and decryption keys, which allows fine grain access 
control and does not require the periodic re-encryption of the data. 
  
 
I. INTRODUCTION  
 
The core issue in the cloud computing environment is 
the secured storage of the data in the cloud. The most 
common solution to this problem is to store the data 
in encrypted manner in the cloud and then allow the 
authorized users to access the data by providing them 
the decryption key. The problem arises when any 
authorized user is revoked. As the revoked user still 
retains the decryption key, so the revoked user can 
still access the data. A common solution to this 
problem is that the owner of the data will 
immediately re-encrypt the data with new encryption 
key and distribute the new decryption key to the 
authorized users. This approach will help to protect 
the data from revoked users. But the problem with 
this approach is that it will degrade the performance 
especially if there are frequent revocations of the 
users.  
An alternate approach to solve this problem is to use 
the proxy re-encryption technique (PRE). This 
approach takes the benefit of large amount of the 
resources available in the cloud computing 
environment for re-encryption of the data. This is also 
called as command driven re-encryption scheme as 
the re-encryption is performed by the servers in the 
cloud computing environment while receiving 
commands from the owner of the data. However this 
scheme does not take into account the architecture of 
the cloud computing environment which underlies the 
system. A cloud is a large scale distributed system 
and for the sake of high availability it can replicate 
the data over multiple servers. Being a distributed 
system, the cloud environment also faces the 
problems which are commonly faced by the 
distributed systems. These problems consist of the 
problems caused by the server crashes and network 
outages. Thus, because of these problems, the re-
encryption command sent by the owner of the data 

may not be executed by all the servers in a timely 
fashion and so it can prove to be a security threat for 
the data stored in cloud.  
Here we propose a scheme called “secured data 
storage in cloud environment using time varying 
secret key” to overcome the problems faced by the 
earlier approaches. This scheme is complementary to 
the encryption scheme. When an authorized user 
stores the data in the cloud, the data is encrypted with 
the encryption key and the decryption key 
corresponding to this encryption key is known to all 
the authorized users. This scheme also generates and 
stores a secret key along with its generation time, for 
every data when it is uploaded in cloud. This secret 
key has an associated expiry period and is valid only 
for a specific period of time. In order to access the 
data, an authorized user has to provide both the 
decryption key and secret key for the data. Every time 
when an access to the data is made, the decryption 
key as well as the secret key provided by the user will 
be verified for its correctness. If the secret key’s 
validity period is expired then the system will 
generate new secret key for the data and store it. 
After expiry of the validity period of the secret key, 
the authorized users will have to request the cloud 
server administrator for the new secret key. Thus, if 
any authorized user is revoked then this revoked user 
will not be able to request for changed secret key for 
the data, and hence will not be able to access the data 
even if the user retains decryption key. The secret key 
for the data will be changed by the system 
automatically when the previous key is expired and 
access to data is made. Thus, the system saves the 
efforts of re-encrypting the data periodically when a 
user is revoked. Also the secret keys for the data will 
be checked for validity only when an access to data is 
made. Thus, the system also saves the efforts of 
changing the secret key for data which is not 
frequently accessed.  
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The objectives of this paper are: 
1. To show the limitations of the systems that 
incorporate periodic or command based re-encryption 
of the data.  
 
2. To propose a system that discards the need of 
periodic or command based re-encryption of the data 
to provide security by introducing the concept of 
secret key.  
 
3. To enhance the security as well as performance of 
the cloud computing environment.  
The rest of this paper is organized as follows. Section 
II, presents related work. Section III, explains the 
proposed system architecture. Section IV, present 
advantages of the system. Section V, present 
challenges. Section VI, concludes. 
  
II. RELATEDWORK  
 
A lot of research concerned about the security of data 
in cloud environment has proposed that the data 
should be stored in encrypted format to protect it 
against the CSP. In this approach whenever any 
authorized user who hold the decryption key is 
revoked or the decryption key is compromised by any 
other means, then the data is needed to be re-
encrypted so that the previous keys cannot be used to 
decrypt the data. The solution given by proposed the 
owner of the data to issue re-encryption key to re-
encrypt the data. The solution uses PRE, which lets 
the server to encrypt the existing cipher text to a 
different cipher text which can be decrypted using 
different decryption key.  
 
Our solution to secure the data in cloud environment 
utilizes encrypting the data and on top of that for 
every data system generates a secret key. This secret 
key has a validity period and is valid only for a 
specific period of time. In order to access the data, 
both decryption key and secret key need to be correct. 
After the expiry of the validity period, the secret key 
can no longer be used to decrypt the data. The system 
automatically generates a new secret key for the data 
when the existing secret key expires. Hence there is 
no need to re-encrypt the data to secure it.  
 
III. ARCHITECTURE  
 
Following modules represents the system 
architecture: 
  
1. Administrator:  
The administrator maintains the encryption and 
decryption key for the data stored in the cloud. 
Administrator reserves the right to change these keys. 
Whenever a client registers itself with the cloud 
system, the administrator will inspect the credentials 
provided and then mail the decryption key to the 
client on the email-ID provided.  

2. Register:  
Clients need to register themselves with the cloud 
environment. The clients provide login credentials as 
well as the email ID at the time of registration.  
 
3. Login:  
The clients have to log in with the login credentials 
each time, in order to communicate with the cloud 
environment foruploading or downloading data stored 
in cloud. 

 
Figure 1: Login and Registration Module 

 
4. Upload Data:  
This module allows the clients to upload and store the 
data on the cloud. Whenever clients upload the data, 
the data is encrypted with the encryption key by the 
system and then stored in the cloud. Also secret key 
for the data is generated by the system and stored in 
database along with the time of generation of the 
secret key and expiry period.  
 
5. Download data:  
This module allows the clients to access the data 
stored in the cloud. In order to access the data, the 
client has to provide the decryption key as well as the 
secret key for the data. The clients can access the data 
only when both these secret key and decryption key 
are correct. When the client asks for the data, at that 
time the secret key for the asked data is checked for 
its validity. If the secret key is found to be valid then 
only the data can be accessed else the secret key for 
the data will be regenerated and stored in database. 
Then the user will have to ask the administrator for 
the regenerated secret using download key module. 

 
Figure 2: Data Upload and Data Download Module 
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6. Unregister malicious client:  
 
The administrator module will be responsible for 
monitoring the activities performed by the authorized 
clients in the cloud. The administrator has privilege to 
unregister any authorized user, found involved in 
malicious activities. 
The administrator module will be responsible for 
monitoring the data uploaded and stored in the cloud. 
The administrator has privilege to delete malicious 
data stored in the cloud.  
 
7. Download key:  
 
If the secret key for the data is expired, the clients can 
ask for the secret key for the data they wish to access. 
The secret key will be mailed to the clients on their 
registered email ids. This will protect the secret keys 
from being exposed to unregistered users or revoked 
users. 

 
Figure 3: Secret Key Download Module 

 
IV. ADVANTAGES  
 
1. No Periodic Re-encryption of Data:  
There is no need to re-encrypt the data periodically or 
when any authorized user is revoked. Thus this helps 
to save the resources required for re-encryption of the 
huge amount of data in cloud. And these resources 
could be utilized for other computational tasks. Also 
this eliminates the command propagation related 
problems that occur due to unreliable networks. 
  
2. No Periodic Re-generation of Secret Keys:  
There is no need to generate the secret keys for the 
data periodically. The secret key for the data is first 
generated at the time of storing the data in the cloud. 
Henceforth, the secret key for the data is not re-
generated timely after the expiry of the validity 
period of the secret key. Instead, when the data is 
demanded by an authorized user, the elapsed time 
since the last time the secret key is regenerated is 
checked. And if this elapsed time is greater than the 
validity period of the secret key then only the secret 
key for that data is re-regenerated. As the eligibility 
of the data for the re-generation of the secret key is 

checked when the data is accessed, the efforts of re-
generating the secret keys for the data that is not 
frequently accessed is saved.  
 
3. Performance Enhancement:  
As there is no need to re-encrypt the data when a user 
is revoked or when the secret key for the data is 
expired. This helps in saving the computational 
resources required for the re-encryption of the huge 
data in the cloud. And these resources could be 
subjected to other computational tasks, which in turn 
enhance the performance of the system.  
 
V. CHANLLENGES  
 
1. Clock Synchronization:  
Cloud computational environment is an example of 
the distributed system. Thus, it may consist of many 
cloud servers which are geographically widely 
spread. Our system requires all these servers to work 
in synchronization with each other. The time when a 
secret key for the data is generated must be 
propagated to all servers. Thus, it is a challenge to 
synchronize the clocks of all the servers in the cloud 
environment. A solution to this problem could be to 
use a single central server that will keep record of the 
time when the secret keys for the data is generated 
and also the time when the associated data is 
accessed.  
 
CONCLUSION  
 
Thus, we showed the existing approaches to provide 
security to the cloud security environment and 
presented their limitations. We proposed a new 
system that incorporates the concept of time changing 
secret key for each data stored in the cloud. And 
presented how this new system discards the need of 
re-encryption of the stored data whenever authorized 
users are revoked or the decryption key for the data is 
compromised by any other way. We also presented 
how the proposed system enhances the performance 
of the cloud environment.  
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