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Abstract- Cloud computing is a web based technology that change our way of working and provide online collaboration. 
Cloud computing is user centric, task centric, powerful, accessible, intelligent and programmable. Cloud computing offers 
convenience, speed, provides users with on – demand services and can be accessed when required. Several benefits are 
offered by cloud computing but one of the barrier of cloud computing is security because data is stored on multiple third-
party servers, rather than on the traditional dedicated servers which are used in traditional data storage. Cloud computing can 
be broken down into three distinct layers offering different service types known as SPI model. This paper describes the 
threats found in the SPI model.  Countermeasures for various threats such as data leakage, customer-data manipulation VM 
escape, malicious VM creation, insecure VM migration, sniffing/spoofing virtual networks have been provided but 
countermeasures for denial of Service, VM hopping and data scavenging are not provided. Countermeasure for data 
scavenging is provided in this paper.  
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I. INTRODUCTION 
 
Cloud computing is a general term which is useful for 
describing a new class of network based computing 
which takes place over the Internet. In cloud 
computing, applications and files are hosted on a 
“cloud” which consists of thousands of computers 
and servers, which are all inked together and 
accessible via the Internet.With cloud computing, we 
can access all our applications and documents from 
anywhere in the world, freeing us from the confines 
of the desktop, everything is now web based instead 
of desktop based. Cloud computing is one of the 
fastest growing segments of the IT industry. In Cloud 
computing, security controls are, for the most part no 
different than security controls in any IT 
environment. But, because of the cloud services 
models, operational model and the technologies used 
to enable cloud services, different risks are presented 
by Cloud computing to an organization than 
traditional IT solution. Authentication, identity and 
authorization, the traditional security mechanisms are 
no longer enough for clouds. Cloud computing is a 
model for enabling ubiquitous, convenient, on 
demand network access to a shared pool of 
configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal 
management effort or service provider interaction.  
The cloud model is composed of three layers: SaaS, 
PaaS, and IaaS which is known as SPI model shown 
in fig.1. 

 
Fig 1: SPI Model 

One of the major issues which reduce the cloud 
computing growth is security. Cloud computing 
offers several benefits but one of the barrier of cloud 
computing is security which is followed by issues 
regarding legal matters, compliance and privacy.   
Risk areas of cloud relate to security including 
external data storage, lack of control, multi-tenancy. 
The cloud has many features such as its large scale 
and resources belonging to cloud providers are 
heterogeneous, virtualized and distributed. Cloud 
computing offers a risk because third party provider 
who owns the infrastructure delivers the Cloud 
computing services. 
 
Here Security issues for cloud computing are focused 
on SPI model identifying threats related to Cloud 
computing.  For all layers of cloud, identification and 
assessment of threats is an important pre- cursor in 
order to understand and identify the risk.   
 
Cloud computing services are broadly divided into 
three categories: Infrastructure-as-a-Service (IaaS), 
Platform-as-a-Service (PaaS) and Software-as-a-
Service (SaaS). 
 
1.1    Infrastructure-as-a-Service (IaaS) 
It provide capability to consumer to provision 
processing, networks, storage and other fundamental 
computing resources where the consumer is able to 
run and deploy arbitrary software . It is the delivery 
of computer infrastructure as a service. Customers 
buy fully outsourced service rather than purchasing 
software, servers, data center space or network 
equipment. 
 
1.2   Platform-as-a-Service (PaaS) 
Customer is able to deploy on the cloud his own 
applications without installing any tools or platform 
on their local system. It provides platform layer 
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resources including software development framework 
and operating system support. 
1.3   Software-as-a-Service (SaaS) 
Customer is provided with the capability to use 
provider’s applications which are running on the 
cloud infrastructure. Clients can access the 
applications through thin client interface such as web 
browser. 
 
The burden of security lies with the cloud provider in 
case of SaaS. The SaaS model is based on a high 
degree of integrated functionality with minimal 
consumer control. But PaaS offer greater consumer 
control and extensibility. IaaS offer greater tenant 
control because of lower degree of abstraction than 
PaaS or SaaS. 
 
We need to understand the relationships and 
dependencies between SPI models to analyze security 
challenges in Cloud Computing. On the top of IaaS, 
PaaS and SaaS are hosted which is shown in fig1. 
Thus any problem in IaaS will affect both SaaS and 
PaaS as well.   
 
II. ANALYSIS OF SECURITY ISSUES IN 

CLOUD COMPUTING 
 
A weakness in a system which can be exploited by a 
threat is the vulnerability. By reducing the 
vulnerability aspect of the system, we can reduce the 
risk and impact of the threats. Many existing 
technologies such as web browsers, virtualization and 
web services   contribute to the evolution of cloud 
environment. Thus, any vulnerability associated with 
this technology will also affect the cloud. 
 
Data storage and virtualization are most critical and 
an attack to them can perform the maximum harm. 
Table 1 shows the threats, their countermeasures and 
the layers to which they belong. This paper gives 
emphasis on the data scavenging threats associated 
with data being stored and processed remotely. The 
technique of piecing together information which is 
found from bits of data is data scavenging. Since data 
cannot be completely deleted, an attacker can recover 
the data. This is known as data scavenging. Data 
scavenging attacks are of two types: 
 
 Keyboard attack: These are the attacks through 
resource   which are available to the normal system 
users who are sitting at the keyboard. 
 Laboratory attack: This is through precise 
electronic equipment; these attacks are planned, 
orchestrated attacks. 
Countermeasures 
 
Countermeasures for various threats except data 
scavenging, VM hopping and denial of service are 
discussed below.  
 

2.1   Countermeasures for Data Leakage 
2.1.1  Digital signatures 
Digital signatures, a form of electronic signatures, are   
created and modified using public key cryptography 
that is based on the concept of a key pair generated 
by a mathematical algorithm, public and private. 
 
2.1.2 Fragmentation-redundancy-scattering (FRS) 
technique 
In this technique, sensitive data is broken into 
insignificant fragments so that any fragment does not 
have any significant information by itself. Fragments 
are then scattered across different sites. This 
technique provides intrusion tolerance and thus 
secure storage. 
 
2.1.3  Homomorphic encryption 
It allows performing arbitrary computation on cipher 
texts without being decrypted. Limited number of 
homomorphic operations such as addition and 
multiplication are supported by current homomorphic 
encryption. 
 
TABLE 1:   THREATS IN CLOUD COMPUTING 
S 
N Threat Countermeasures Layer 

1 Data Leakage 

Digital Signature 
FRS Technique 
Homomorphic  
encryption 
Encryption 

SPI 

2 
Service or 
Account 
Hijacking 

Identity  and 
Access 
Management 
guidance Dynamic 
Credential 

SPI 

3 
Customer 
Data 
Manipulation 

Web application 
scanners S 

4 VM escape 
TCCP 
TVDc 
HyperSafe 

I 

5 Malicious 
VM creation Mirage I 

6 Insecure VM 
migration 

PALM 
VNSS I 

7 

Sniffing / 
Spoofing 
virtual 
network 

Virtual network 
security I 

8 Data 
Scavenging 

Symmetric key 
Cryptography SPI 

9 Denial of 
Services 

Policies can be 
offer by cloud 
providers. 

SPI 

10 VM Hopping - I 
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 2.1.4  Encryption 
Sensitive data is secured with Encryption techniques. 
By sending or storing encrypted data in the cloud, it 
is ensure that data is secure. AES scheme is one of 
the well known encryption algorithm. To protect data 
while it is in transit, SSL technology can also be used. 
 
2.2 Countermeasures for Account or Service 
Hijacking  
2.2.1  Identity and access management guidance 
Identity management includes creation, management 
and removal of a digital identity. Access management 
includes authorization of access to only the data an 
entity needs to access to perform required duties 
efficiently and effectively. Identity and access 
management guidance provide best practices to 
assure secure access management and identity. 
 
2.2.2 2.2.2  Dynamic credentials  
In this, user sets the password and user name on a 
screen which is pointed to by the credential request 
starting point. The text field must have corresponding 
credential cache user name and password checkbox 
which is checked to indicate the value which is to be 
used to provide password and user name   on the 
client. 
 

2.3 Countermeasures for Customer Data 
Manipulation 
 
2.3.1   Web application scanners 
Web applications are easy target because of exposure 
to public including potential attackers. In order to 
identify security vulnerability web applications are 
scans through the web front–end. Other web 
applications security tools include web application 
firewall.  
 
2.4  Countermeasures for VM escape 
2.4.1  Trusted cloud computing platform  
Trusted cloud computing platform enables IaaS 
providers to provide a closed box execution 
environment which guarantees confidential execution 
of guest virtual machine. 
 
2.4.2 Trusted Virtual Datacenter 
Isolation and integrity in cloud environment is 
provided by Trusted Virtual Datacenter. Datacenter is 
a home to the computational power and storage is 
central to cloud computing and contains thousands of 
devices like servers, switches and router. 
 

2.4.3 HyperSafe 
HyperSafe is a light weight approach to provide 
lifetime hypervisor control-flow integrity. HyperSafe 
goal is to protect hypervisor using two techniques, 
non- by passable memory lockdown and restricted 
pointer indexing. Non- by passable memory 
lockdown protects the hypervisor’s code and static 
data from being compromised and restricted pointer 
indexing convert the control data into pointer indexes. 

 
2.5  Countermeasures for Malicious Virtual Machine 
Creation 
2.5.1   Mirage 
For constructing secure, high performance network 
applications, mirage is a unikernel across cloud 
computing mobile platforms. Unikernel is a new 
approach in order to deploy cloud services via 
applications which are written in high level source 
code.  
 
2.6 Countermeasures for Insecure Virtual Machine    
Migration 
2.6.1 Protection aegis for live migration of VMs 
(PALM) 
It preserves privacy protection and integrity during 
and after migration. The prototype was implemented 
based on GNU Linux and Xen. 
 
2.6.2  VNSS 
VNSS provides continuous protection through virtual 
machine live migration. A prototype based on Xen 
and GNU   Linux is implemented.  
 
2.7 Countermeasures for Sniffing/Spoofing Virtual 
Networks 
2.7.1 Virtual network security Communication 
among virtual machine is secure through   virtual 
network framework which is based on Xen offering 
two configuration modes for virtual networks, that is, 
bridged and routed. VMs can be protected from 
sniffing and spoofing by this virtual network model 
which consists of three layers: routing layers, shared 
network and firewall. 
 
III. PROPOSED SCHEME 
 
Data storage is one of the primary use of cloud 
computing. With cloud storage, data is stored on 
multiple third- party servers, rather than on the 
traditional dedicated servers which are used in 
traditional data storage. The user sees a virtual server, 
when storing data. It seems that data is stored on 
some particular place with a particular name but that 
place does not exist in reality. But, actually user data 
may be stored on any one or more computers which 
are used to create a cloud. As the cloud dynamically   
manages available storage space, therefore, actual 
storage location of user data may vary from day to 
day or even from minute to minute. The user sees 
static location of his data even though the location is 
virtual. 
 
We can secure the data on the cloud by encrypting the 
data before it is stored on the cloud. In the proposed 
scheme, we have use the secret key cryptography 
consisting of the technique known as password 
authentication. The flowchart for the proposed 
scheme is shown in fig 2.  
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Our proposed scheme consists of two algorithms, one 
for uploading the file and another one for restoring 
deleted file from cloud sever.  
The algorithm for uploading a file is as follows: 
Step 1  The file is created with the name ‘Default’. 
Step 2  Parameter = object sender, EventArgs e 
    /* Page is loaded along with above 
parameters. */ 
Step 3  Parameter = object sender, EventArgs. 
             Event=Click   
    /* ‘Save’ button is created with above 
parameters */ 
Step 4  Now we will check to see if file was 
uploaded.  
Step 5  Get a reference to Posted File object. 
Step 6  Get size of uploaded file. 
Step 7  if (nFileLen>0)  
    /* Make sure that the size of the file is 
greater than     zero. */ 

Step 8  Set Allo= Read File     
    /*Allocate a buffer for reading of the file.*/ 
Step 9  Read uploaded file from the Stream zero to 
n. 
Step 10Set the path for the file set in step 10. 
Step 11Write data into a file set in step 10. 
Step 12Use Path class to manipulate file and directory 
      paths. 
Step 13Through ‘input and output command’, we can 
copy the file to another location and overwrite the 
destination file if   it already exists. 
Step 14Parameter = SourceFile, DestFile 
       / *To perform encryption, file is created with the 
name ‘EncryptFile’  having   above parameters. */ 
Step 15String password=’*********’  
 /*After the file creation, we got the file in the form 
of bytes using the above password.*/ 
Step 16    Object= fscrypt   
             /* Filestream is call by the above object . */ 

 
Fig2: Flowchart for Proposed Scheme 
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Step 17Object = RMcrypto  
               /* Managing of cryptosystem is done using 
the above  object.  */ 
Step 18Modes = Write  
 /*After password authentication, we can create the 
file in different file modes. */ 
Step 19Object =cs  
 /* Cryptostream is call by the above object. */ 
Step 20Object  =fsIn  
 Parameters = inputFile, FileMode.open 
 /* Input file is call by the above object.*/ 
Step 21Object =cs   
 /* Using ‘FileStream’, we can write in 
cryptostream   
 using the above object. */ 
 Step 22 Object = fsIn, cs and fscrypt  
 /* Closing is done with the above objects   
respectively. */ 
Step23 Object= newFile    
 Parameters = StrPath, FileMode.Create 
 /* Now, we will create the file using the above 
object. */ 
Step 24Object= newFile   
 /* Now we will write data to the file using the   
above object. */ 
Step 25Close the file using object newFile. 
 
The algorithm for restoring deleted file from cloud 
sever file is as follows: 
Step 1 The file is created with the name 
‘CheckFiles’. 
Step 2 Parameter = object sender, EventArgs  e  
Step 3 Set the directory path after loading the page.  
Step 4 Object  = gvDetails 
 /* Details of the file are obtained using the above 
object . */  
Step 5 Object = gvDetails 
 /*  Now, we will bind the data using the above 
object . */      
Step 6 Object = object sender, EventArgs e  
 /* ‘lblRecover’ button is created using click event  
having the above parameters. */ 
Step7 Sender information is linked through 
‘LinkButton’ using the command argument. 
Step8 Source Path and Target Path are set through 
‘AppDomain’. 
Step 9 Use Path class to manipulate file and directory 
path. 
Step 10Through ‘input output command’, we can 
copy the file from source to destination and overwrite 
the destination file if it already exists. 
Step 11Parameter = string inputFile, string outputFile  
 /*To perform decryption, file is created with the 
name ‘DecryptFile’  having the above parameters. */  
Step 12File is decrypted using the authenticate 
password. 
Step13 Object=fscrypt 
                Parameter = inputFile, Filemode.Open  
 /*FileStream is created with the above object . */ 
Step 14Object  = cs, RMcrypto  

 /* Decryption is done using  the above object . */   
Step 15Object  =  RMcrypto   
 /* Managing of cryptosystem is done using the 
above  object.  */ 
Step 16Object = fsOut  
 Parameter =  outputFile, Filemode.Create 
 /*Decryption of file stream is done with the above  
object  having the above parameters. */ 
Step 17Object  = fsOut, cs, RMcrypto   
 /* Closing is done with the above objects 
respectively. */ 
Step 18Parameter = object sender, 
GridViewRowEventArgs event = RowDataBound  
 /*Data is recovered through 
‘gvDetails_RowDataBound’ using the above 
parameters. */ 
Step 19We can recover the deleted data through 
‘LinkButton’. 
  
IV. RESULT AND SIMULATION 
 
The evaluation of the proposed scheme describe in 
the previous section is being shown here. The 
experimental setup consists of static resources and 
dynamic resources. Static resources consist of local 
server where applications are hosted and for dynamic 
server we have assumed a cloud. Here we present a 
formal analysis of the security of our proposed 
scheme. Firstly, we will upload a document which 
will be stored   on cloud in encrypted form which is 
shown in fig 3 and fig 4. 
 

 
Fig 3: Snapshot for uploading a document 

 

 
Fig 4: Snapshot for browsing a document 

 
Since data can’t be deleted completed, therefore, it is 
stored on the cloud in encrypted form. In order to 
recover a data, encrypted data on the cloud will be 
decrypted and we will recover the desired data which 
is shown in fig 5. 
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Fig 5: Snapshot for recovering a document 

 
In the proposed scheme, dot net bench mark is 
created and the simulation parameters are shown in 
the table 2 which is shown below. 
 

TABLE 2:  PARAMETER TABLE 
S. No. Parameter Name Value 
1 Website Server 1 
2 Cloud Server 1 
3 User Multiple 

 
CONCLUSION AND FUTURE WORK 
 
Cloud computing  brings many advantages to us and 
cloud providers enables companies  to have access to 
very powerful resources and solution without any 
capital expenditure .Here we have discussed about 
threats found in Cloud computing. Countermeasures 
for various threats are provided, but, new security 
techniques are also required.   Here, we have focused 
on the security of SaaS, in the near future, we want 
security measures for IaaS model including threats 
such as VM hoping and denial of service. 
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