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Abstract- Cloud computing provides a new distributed computing and business paradigm. It provides numerous benefits, 
however, there are also many issues related to this new technology. It provides computing power, storage and a number of 
services on demand and is based on pay-as-you-go approach. This paper explores the various cloud models and also outlines 
the issues related to the security of the data stored on the cloud. Location and security of data are inherent issues, which are 
covered in this paper. The aim of this paper is to provide useful information for various organizations that can take 
advantage of this latest computing paradigm. 
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I. INTRODUCTION 
 
Cloud computing is the next generation computing 
model. It has numerous advantages, which includes 
cloud based web storage, cloud based web 
applications and cloud networks. There are a number 
of cloud providers such as Amazon, Google, 
Salesforce, IBM, Microsoft, and Sun Microsystems. 
Cloud has become very important as it provides 
features and computing ability like no other model. 
Key principles of cloud computing are pooled 
resources, self service, elastic and Usage-Based. It 
provides efficient access to the network, location 
independent resource pooling and transference of 
risk. 
 
We have been using cloud computing in the form of 
various services, which include Hotmail, YouTube, 
Facebook and Gmail. 
 
Cloud computing is most advanced model after 
distributed computing, parallel processing and grid 
computing. There are a number of characteristics that 
help distinguish between cluster, grid and cloud 
computing. A cluster consists of a set of Stand-Alone 
computers that are integrated to form a single 
computing unit, Grid enables sharing of 
geographically dispersed resources dynamically at 
runtime depending on various factors like cost, 
quality of service and more, whereas, cloud contains 
virtualized systems that are provided to the users 
dynamically as per their requirements. 
 
Cluster computing, grid computing and cloud 
computing are a type of parallel and distributed 
system, they can be distinguished as follows: 1) 
Cluster consists of commodity computers, whereas, 
grid consists of High-End computers and cloud 
consists of commodity computers, High-End servers 
and Network attached storage. 2) Cloud computing 
has On-Demand self service, whereas, grid and 
cluster do not. 3) In cluster computing security is 
provided by traditional login and password, in grid 

computing the user is mapped to an account and 
public/private key pair based authentication, whereas, 
in cloud computing, each user is provided with a 
virtual machine, which is highly secure. 4) In cluster 
computing resource management is centralized, in 
grid computing it is distributed, whereas, in cloud 
computing it is both centralized and distributed. 5) 
Cluster computing has medium level privacy which 
depends on user privileges, grid computing has 
limited support for privacy, whereas, cloud 
computing guarantees high privacy. 6) In cloud 
computing capabilities are provided to the customer 
rapidly, automatically and elastically contrary to 
cluster and grid computing. 7) In cluster and grid 
computing resources need to be Pre-Reserved, 
however, in cloud computing, resources are allocated 
dynamically when there is a demand. 
 
The NIST (National Institute of Standards and 
Technology) definition of cloud computing states 
that: “Cloud computing is a model for enabling 
ubiquitous, convenient, On-Demand access to a 
shared pool of configurable computing resources (e.g. 
network, servers, storage, applications and service)”. 
This cloud model is composed of 5-essential 
characteristics, 3-service models and 4-deployment 
models, as shown in Fig 1. [3] 
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II. THE CLOUD MODELS 
 
2.1 Essential characteristics of cloud model  
On-Demand Self Service. Computing capabilities 
such as server time, network storage and many more 
are provided efficiently and automatically. The cloud 
provides services only when there is a demand by the 
user.  There is no human interaction with any 
provider. 

 
Broad Network Access. Cloud can be accessed by the 
Internet. It is possible to access all the cloud services 
from anywhere just with the help of Internet. 
Capabilities are available over the network and can be 
accessed through mobile phones, laptops and PDA’s 
(Personal digital assistant) 
 
Resource Pooling. There are various resources like 
Storage, network, bandwidth, processing, memory 
and virtual machines that are required by the 
customer. These resources are pooled together and 
serve multiple customers at the same time. These 
resources are assigned to customers according to their 
demand. 
 
Rapid elasticity and Scaling. Capabilities are 
provided to the customer rapidly, automatically and 
elastically. Capabilities are unlimited for the 
customer and can be purchased at any time and any 
quantity. The customer can rapidly scale up and down 
according to his requirement. Scaling can occur 
vertically as well as horizontally. In vertical scaling 
the size of the server is increased, whereas, in 
horizontal scaling the number of servers is increased.  
 
Measured Services. All the services are automatically 
controlled and optimized; this ensures proper 
management of all the services that are provided by 
the cloud. This provides transparency for both the 
cloud provider and the consumer. 
 
2.2 Cloud Deployment Models 
There are four types of deployment models that exist 
for a Cloud computing platform, they are:  
  
Private cloud. It is operated and managed solely by an 
organization. It is comparatively more expensive than 
other deployment models. It has limited access i.e. 
the authenticated members of the organization that 
own the cloud access it. This makes private cloud 
more secure than public cloud.  
 
Community cloud. It is operated and managed by a 
few organizations. The cloud infrastructure is shared 
by several organizations that have similar cloud 
requirements. The access is limited to a community 
that share specific requirements. However, there are 
few concerns regarding security that is related to it. 
Public cloud. In Public cloud, services are hosted and 
managed by the service provider. Cloud can be 

accessed by any subscriber i.e. the cloud 
infrastructure is made available to the general public 
who can access the cloud through the Internet. 
Security is a major issue related to user data stored on 
public cloud. The services are offered free or 
customers are charged for the services used by them 
following a pay-as-you-go model. 
 
Hybrid cloud. It is essentially a combination of two or 
more clouds, which includes a mixture of public, 
private or community clouds. They remain unique 
entities but are bounded together.  
 
2.3 Cloud Service Models 
Cloud provides network, storage, services, 
virtualization, operating system, middleware, 
runtime, data and applications. Every aspect is 
mandatory.  
 
IaaS: The advantage of IaaS is that the customer does 
not need to worry about the network, storage, service 
and virtualization, these capabilities are provided by 
the provider. The companies providing IaaS are 
Amazon, Azure, Google and more. 
 
PaaS: It is useful and makes sense if new applications 
that are being built are aimed for cloud. The provider 
provides the network, storage, services, virtualization, 
operating system, middleware, and runtime. 
However, the customer has to take care of 
applications and data. 
 
SaaS: The customer does not manage or control 
anything. Everything is provided to the customer. The 
applications are accessible by the customer through a 
web interface (web browser). E.g. Gmail, office 365, 
Facebook and more. 
 
III. SECURITY ISSUES IN CLOUD 

COMPUTING 
 
The various applications on the cloud are critical, it is 
extremely important that cloud be secure. The major 
security challenge is that the owner of the data has no 
control and knowledge about where the data is 
exactly placed. There are a number of servers that are 
located at different locations around the world and the 
user is unaware of the location of the server on which 
his data is stored. 
 
Secure cloud system support efficient storage of 
encrypted data, support fine-grained access control 
and support strong authentication. There are 
numerous security issues related to cloud computing 
that encompasses many technologies including 
databases, operating system, networks, resource 
scheduling, load balancing, memory management and 
transaction management. Data security involves 
encryption of data, authenticated access to data and 
enforcing security policies for data sharing. 
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3.1 Types of Security Issues 
There are a number of security issues that are 
associated with cloud computing. The user data is 
present in a vulnerable state in the cloud and must be 
protected. The service provider must ensure that the 
customer data is securely stored and not lost or 
accessed by unauthorized/malicious users, who 
extract and use the private and confidential data of 
the cloud users for their own motive. 
 
There are basically 4 types of issues: Data issues, 
Privacy issues, Infected applications, Security issues. 
3.1.1 Data Issues: Cloud contains sensitive user data, 

like the e-mails stored in Gmail, Hotmail and 
more, this data must be stored in a secured 
manner and be protected from malicious users, 
this is one of the major issues with regard to 
security. The various data issues are: 
Maintaining the Integrity of the Data: Anyone 
can access the cloud from anywhere and at any 
time. So, at a particular time, various cloud 
computing service consumers and provider 
can access and modify the data at the same 
time. This creates a problem and thus, there is 
a need for some method to ensure integrity of 
data. Integrity of the data must be maintained 
throughout; the cloud provider must ensure 
that no simultaneous updates occur and the 
data is present as a single coherent unit.  
Data Theft: Many providers do not provide 
their own service to the customers, instead 
they acquire server from other providers like 
Amazon, as it is cost effective. This makes the 
customer data vulnerable and it can be stolen 
from external server. The user is unaware of 
this and unable to protect the data. Data theft 
mainly occurs when user data is located and 
relocated to a server where it becomes 
vulnerable and accessible to malicious users. 
Loss of Data: This is a common problem that 
can occur due to various reasons. If the cloud 
computing service provider shut down due to 
financial or legal problem then all the customer 
data will be lost. Data will also be lost in case 
of natural disasters, fire or any other miss 
happening. A solution to this is replication of 
data that must be stored on different servers at 
different locations. 
Location of the Data: The vendors do not 
reveal the actual location of where exactly the 
customer’s data is stored. Mostly, servers are 
located at remote locations like in The United 
States, revealing this information to the user 
may be important but might create a problem. 
The user might be apprehensive about the data 
being stored at remote locations and concerned 
about the security policy in that area. Thus the 
customer does not have knowledge about the 
data location, which is very important and 
crucial. 

3.1.2 Privacy of the Data: The customer’s private 
and personal information must be secured by 
the provider from other providers, customers, 
and users. As most of the servers are external, 
the provider must ensure that customer’s 
information is protected and no malicious user 
is able to access the information. The provider 
must have knowledge about who is accessing 
the data and who is maintaining the server. 
Providers have their privacy policies and the 
user must be aware of these policies and know 
exactly how his data will be treated. There are 
a number of providers that have strong privacy 
policies like Microsoft. [6] 

3.1.3 Infected Applications: The cloud provider 
must have control and complete access to the 
server. It must monitor and maintain the server 
and also prevent malicious user from 
uploading any infected application onto the 
cloud which may severely affect the customer 
data and other cloud computing services. The 
provider must monitor the server on regular 
basis, filter all the infected applications and 
protect the sensitive user data on the cloud. 

3.1.4 Security of the Data: Security must be 
provided by the provider as well as by the user. 
There are a set of internal and external policies 
that ensure the security of the user data. 
Internal policies are specified by the cloud 
provider whereas; external policies are 
specified by the user, it may include 
encryption standards, password protection and 
more that are adopted by the user to secure his 
data. The cloud provider must ensure that the 
server is secured. He must regularly monitor 
the server and protect the user data from 
malicious users. The user must also ensure that 
no data is lost or tampered for other users 
using same cloud due to its action. [10] 

 
3.2 Data security issues 
Cloud computing provides a number of services with 
respect to enterprise applications, computing 
platforms and infrastructures. Huge amount of user 
data is stored and accessed on the cloud. This data is 
sensitive and must be protected from unauthorized 
and malicious users.  
There are a number of security issues related to the 
data storage on cloud.It includes: Data privacy, Data 
protection, Data availability, Data location and Data 
transmission.  
3.2.1 Data Privacy: Data related to individual i.e. 

personal information of a customer must be 
kept confidential. It must be protected and 
controlled by an individual who ensures that 
the data must be kept private, public or 
professional. Data in the cloud is easy to 
manipulate and lose control of. Thus, this 
must be communicated in a controlled 
manner to prevent its abuse. Privacy issues 
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are increasingly important in the On-Line 
world. 

3.2.2 Data Protection: Data in the cloud is mobile 
thus; the risks and issues related to this data 
increase many folds especially when this 
data is transferred from one country to 
another. Security issues and risks are a big 
concern. Data in the cloud must be secured 
by authenticated access, encrypted storage 
and data transfer using public/private key. 
Malicious users must not be able to access 
confidential data, extract it and misuse it. 

3.3.3 Data Availability: The customer data is 
normally stored in chunks on different 
servers and in different locations i.e. the data 
is stored in a distributed manner at diverse 
locations. This data must be available in an 
uninterrupted and seamless manner, 
however due to it being dispersed at 
different location on different servers, 
availability is a crucial issue as the data 
might not be available in time for the user. 

3.2.4 Data Location: The location of the data on 
the cloud is dynamic. The consumers do not 
always know about the location of their data. 
Data may be moved from one location to 
another due to various reasons. Cloud 
providers have contracts with each other and 
often use each other’s resources. The reason 
for this is lack of resources due to high 
demand, requirement to scale vertically or 
horizontally, efficiency of retrieval and 
availability of data, resource optimization, 
better pricing policy and efficient linking of 
different data resident on different locations. 
Presently, a majority of data centers are 
located in the United States. As a result, the 
US laws influence data protection and 
privacy concerns. 

3.2.5 Data Transmission: When data is transmitted 
within the boundaries of an enterprise, there 
is no need for encryption. However, when it 
is transmitted across the enterprise 
boundaries, we must ensure that both 
confidentiality and integrity of the data is 
maintained.  
 
The data must be transmitted in an encrypted 
form and must remain hidden from 
malicious users.  
 

The integrity of the data must be maintained 
not only between enterprise storage and 
cloud storage but also between different 
cloud storage services. 

 
CONCLUSION 
 
Cloud computing is based on Pay-as-you-go 
approach, It is on-demand access to shared pool of 
computing resources including network, storage, 

bandwidth, memory and many more. Capabilities are 
available over the network and can be accessed 
through various devices like mobile phones, laptops 
and PDA’s. It is, therefore, becoming a popular 
paradigm and more companies are migrating towards 
cloud solutions. It has a number of advantages but 
there are also challenges and inherent issues like 
location, cost and security related to the data at rest. 
This paper focuses on and discusses the various 
security issues related to the data stored in the cloud. 
Data is present in a vulnerable state and must be 
protected from unauthorized users. Integrity of data 
must be maintained throughout, only authenticated 
users must be allowed to access the data, the provider 
must filter all the infected applications and protect the 
user data from being lost or stolen.  
 
The data must be stored in an encrypted form and 
protected with a password, the user must ensure that 
the password remains confidential. Providers may 
also add multi-level password protection to 
authenticate the user. In spite of these limitations, 
cloud computing is becoming a very attractive 
paradigm. There are a number of small and medium 
size companies that cannot afford hardware and 
storage space that are moving to cloud. It removes the 
additional cost of purchasing hardware and other 
storage memory devices. Also, companies can buy 
the resources as and when required or reduce their 
subscription. 
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