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Abstract: Wireless networks are more advantageous than wired networks due to its special capabilities like mobility, 
scalability, cut in hardware costs etc..,. Hence this is the reason why most of the industries at present are relying on wireless 
networks instead of wired networks ie.., there has been a migration from wired networks to wireless networks. There are 
various wireless networks and one among such networks is Mobile Ad hoc Network (MANET) .MANET usually consists of 
several wireless nodes where each and every node acts as a transceiver and it does not require any fixed infrastructure. 
MANETs can be used in many applications such as emergency recovery, military use, Rescue operations etc.,. This is due to 
its self-configuring ability ie.., there is no centralized authority in MANETs. But due to its open medium and wide 
distribution of nodes MANETs are susceptible to malicious attackers. So it is very important to develop an efficient Intrusion 
Detection Systems (IDS) that restricts the usually occurring attacks in MANETs. Here we proposed a new Intrusion 
Detection System named Superior Adaptive ACK that adopts a Digital Signature scheme which is designed especially for 
MANETs. In this scheme we illustrate higher malicious behavior detection in MANETs without highly degrading the 
network performances.  
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I. INTRODUCTION 
            
Since more than a decade, wireless networks has 
gained more importance because of its advantages 
over wired networks as they are mostly useful and 
available at the cost of mobile devices such as 
PDAs, laptops, cellular phones, etc. The 
emerging arena in wireless networks is regarding  
pervasive and ubiquitous computing – serving  both 
nomadic and fixed users where ever they go.In 
recent days  many standards for wireless networks 
are developed  in order to satisfy the needs 
of both industrial &  individual users. One of 
the most important forms of wireless networks 
used recently is the Mobile Adhoc Network 
(MANET).Before discussing about MANETs we 
need to concentrate on Wireless Local Area 
Networks (WLANs). In WLANs , a set of mobile 
nodes were connected to a fixed wired backbone. 
Since WLANs have a short range and are 
usually established in places such as universities, 
companies, cafeterias, etc. Eventhough, there is 
still a need for communication in several 
scenarios of deployment where it may not be 
feasible to deploy fixed wireless access points 
because of physical constraints of the medium. As 
an example consider the Rescue operations in case 
of floods, earthquakes etc.., In such cases, it is not 
feasible to deploy a fixed wireless down the whole 
network. This problem led to a growing interest 
among the researchers in mobile ad hoc networks, 
in  wh ich wireless networks are comprised with 
mobile computing devices which communicates 
without having any fixed infrastructure. 

1.1Mobile Ad hoc Network (MANET) 
 

With the improved technology and reduced 
costs wireless networks have gained more 
preferences than wired networks. One of the most 
important wireless networks is MANET.  

 
The definition of Mobile Ad hoc Network 

is as follows – MANET is a collection of mobile 
nodes which are usually equipped with both a 
wireless transmitter and receiver where each and 
every node communicates with each other in a 
bidirectional manner through their links either 
directly or indirectly. MANET has a decentralized 
network infrastructutre ie.., it doesnot have a fixed 
infrastructure and nodes can freely move in the 
network.  

 
Without making use of a centralized 

infrastructure MANET has the capability of 
creating a self- maintaining and self-configuring 
network. MANETs allow data communication 
between different parties by maintaining mobility, 
which is one of the major advantage of MANETs. 
But in MANETs the communication between the 
nodes is limited to its radio range ie.., no two nodes 
can communicate when the distance between them 
is more than the communication range of their own. 
This problem can be solved in MANETs using 
relay or intermediate nodes. The following Figure 
describes a MANET. 
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                       Fig 1. Mobile Ad hoc Network 
 
Fig 1 describes a MANET where it consists of 
several Subnets. Also each and every Subnet 
consists of a collection of mobile nodes. Here a 
mobile node itself is a wireless node where each 
and every node acts as a transmitter and receiver. 
MANETs are divided into two types . They are 

1. Single –hop 
2. Multiple-hop 

In a single-hop network the communication will be 
done between the nodes directly that have the same 
communication or radio range. Where as in 
multiple-hop network the communication will be 
done by using the relay nodes if the destination 
node in not within their radio range. 
The most important advantage of MANET is its quick 
deployment and minimal configuration in situations 
such as natural or human - induced disasters, medical 
emergency ,military conflicts etc..,where a fixed 
infrastructure is unfeasible or unavailable to set up. 

  Hence with respect to these unique 
characteristics, the usage of MANETs is becoming 
more widely implemented in industries.Since 
MANETs are being used in most of the industries its 
network security is of vital importance. This is due to 
the open medium and remote distribution of 
MANETs that makes it vulnerable to several types of 
attacks.As an example consider the situation in which 
the nodes lack the physical protection in MANETs. In 
such situations malicious attackers can easily attack 
the MANET by just easily capturing and 
compromising nodes to achieve attacks. This is due to 
the assumption that in MANETs every node in the 
network behaves co-operatively with other nodes 
assuming that the nodes are not malicious. Using this 
the attackers can easily attack MANETs by inserting 
non-co-operative or malicious nodes into the network. 
In addition to MANETs dynamic topology and its 
distributed architecture a traditional centralized 
monitoring technique is not feasible in MANETs.In 
such situations it is important  to develop a specially 
designed intrusion detection system (IDS) for 
MANETs. 
In the next section we will briefly look at the existing 
IDS in MANETs. 

II. EXISTING IDS IN MANETs 
 

The routing protocols in MANET has certain 
limitations due to this the nodes in MANETs assume 
that the other nodes in the network always co-operate 
with each other to transmit the data. This assumption 
helps the attackers to attack the MANET with just one 
or two compromised nodes. So in order to overcome 
this problem the security level of MANETs should be 
enhanced. This can be done by developing IDS for 
MANETs. In MANETs IDS will be at the second 
layer of the protocol. If we are able to detect the 
attackers after immediately entering the network we 
can be able to eliminate completely the potential 
damages caused by the attacker nodes. Anantvalee 
and Wu proposed a very brief survey on 
contemporary IDS in MANETs. Now in this section 
we briefly describe the three existing approaches 
namely 
1.Watchdog 
2.TWOACK 
3.Adaptive ACKnowledgement(AACK) 
1) Watchdog :This scheme was proposed by Marti et 
al, that aims to improve the throughput of network 
even with the presence of malicious nodes.This 
Watchdog system consists of two parts : 
a)Watchdog 
b)Pathrater 
The work of Watchdog is to serve as an IDS for 
MANETs and is responsible for detecting the 
malicious misbehaviours by continuously listening to 
its next hop tansmission. If the next node fails to 
forward the packet within a certain period of time the 
Watchdog increases its failure counter and whenever 
a node’s failure counter exceeds a predefined 
threshold ,the node will be reported as misbehaving 
by the Watchdog node.In this situation the Pathrater 
works with  the routing protocols to avoid the 
reported nodes in further transmission.The advantage 
of Watchdog scheme is that it is capable of detecting 
malicious nodes rather than links,and it is an efficient 
scheme.But the Watchdog scheme fails in detecting 
malicious misbehaviours with certain weaknesses 
which are as follows. 

1. Ambiguous collisions 
2. Receiver collisions 
3. Limited transmission power  
4. False misbehavior report 
5. Collusion 
6. Partial dropping 

2).TWOACK : This scheme was proposed by Liu et 
al,which is one of the most important approach to 
overcome two of the six weaknesses with respect to 
Watchdog scheme. They are Reciever collision and 
Limited transmission power.But the TWOACK is 
neither  Watchdog based  nor an enhancement to 
it.TWOACK solves the two problems by detecting 
the misbehaving links.This can  be done by 
acknowledging every data packet that has been 
transmitted over every three consecutive nodes in the 
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path from the source to destination. Each node in the 
route is required to send back an acknowledgement 
packet to the node which is two hops away from it 
down the route after retrieving the packet. The routing 
protocol used by TWOACK is Dynamic Source 
Routing. The following figure i.e Fig 2 illustrates the 
working process of TWOACK  

  
Fig 2 : Working of TWOACK 

 
But the disadvantage of TWOACK scheme is that it 
adds a significant amount of network overhead due to 
the acknowledgement process required in every 
packet transmission. 
3).AACK : This scheme was proposed by Sheltami et 
al.based on TWOACK. This AACK scheme is similar 
to TWOACK which is based on acknowledgement 
and also it is a combination of scheme called 
TACK(similar to TWOACK) and  an end-to-end 
acknowledgement scheme called 
ACKnowlede(ACK).The network overhead with 
AACK is significantly reduced compared to 
TWOACK. The following figure i.e. Fig 3 illustrates 
the end-to-end acknowledgement scheme in ACK 

 
Figure 3:ACK scheme 

 
In the ACK scheme the destination node is required to 
send acknowledgement packets to the source node in 
the reverse order in the same route as the packet 
received. If the source node S receives the 
acknowledgement within a predefined time period 
then the packet  transmission is successful from  node 
S to node D. If not the source node S by sending out a 
TACK packet switches to TACK scheme. In the 
AACK scheme the network overhead is greatly 
reduced by adopting a hybrid scheme. But still both 
TWOACK and AACK fails to detect malicious nodes 
with the occurrence of false misbehavior report and 
forged acknowledgement packets. The false 
misbehavior report is one of the six weaknesses of 
Watchdog as said earlier and it is as shown in the 
following figure i.e Fig 4 : 

 
Fig 4: False Misbehaviour report 

 
In the above figure even though the node B 
successfully delivered Packet 1 to node C. node A 
gives a misbehavior report to node S that the node B 
is misbehavior .This false misbehavior report attack 
can be easily achieved by the attackers by easily 
capturing and compromising one or two nodes in 
MANETs due to its open medium and remote 
distribution. As discussed earlier both TWOACK and 
AACK are vulnerable to the false misbehavior report. 
Hence our goal is to develop a new IDS that is to be 
specially designed for MANETs and solves not only 
the receiver collision and limited transmission power 
but also the false misbehavior report problem. 
 
The technique we adopted in this paper is using a 
digital signature and ElGamal algorithm during the 
packet transmission process, because it is important to 
ensure the authenticity and integrity of all 
acknowledgement packets in an acknowledgement 
based IDS. 
 
III. DIGITAL SIGNATURE 
 
The security in MANETs is achieved by ensuring 
confidentiality, availability, non-repudiation, 
authentication and integrity. For this purpose we 
adopt the most widely used digital signature approach 
to ensure the integrity, authentication and non –
repudiation of MANETs. A digital signature follows 
Asymmetric key cryptography and it can be 
generalized as a data stream which appends a message 
with some originating entity or an electronic analogue 
of a written signature.  
 
IV. SCHEME DESCRIPTION 
 
In this section our proposed scheme called Superior 
Adaptive ACK will be explained briefly. In this 
paper, we provide an extension to work by 
introducing digital signature and ElGamal algorithm  
to prevent forging acknowledgement packets by the 
attackers. 
 The Superior Adaptive ACK technique consists of 
three major parts, they are  

A. ACK 
B. Secure ACK 
C. Misbehavior Report authentication 

(MRA) 
In this scheme we distinguish different packet types 
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applied to different schemes by including a 2-b packet 
header .Generally in DSR 6 b will be reserved in its 
header. In this 6 b we make use of 2-b in order to flag 
various types of packets. The following table i.e 
Table I  describes the packet type indicators. 

 
The figure 5 shows how the Superior Adaptive ACK 
scheme works. 

 
Figure 5 : System flow of Superior Adaptive ACK 

 
We assume in our proposed scheme that in the 
network the link between each node is bi-directional 
and for each communication process both the source 
and destination nodes are not malicious. Another 
important   point to note is that all the 
acknowledgement packets we consider in this paper 
are required to be digitally signed by its sender and 
should be verified by its receiver unless specified. 
 

A. ACK : 
This ACK is an end-to-end acknowledgement 

scheme and also it acts as a part of Superior Adaptive 

ACK Hybrid scheme .Its aim is to reduce the nework 
overhead when  no misbehavior is detected in the 
network.The ACK scheme is shown below 

 
Figure 6: ACK scheme 

 
In the above figure in ACK mode, the source 

node S initially sends out an ACK data packet Pad1 to 
the node D which is the destination node. Now if all 
the relay nodes in between the route from S to D are 
co-operative and if node D successfully receives Pad1 
,then node D is required to send Pak1 which  is an 
ACK acknowledgement packet in  reverse order  
down the same route. If the source node S receives 
Pak1within a predefined time period then the packet 
transmission is successful from node S to D.  
Otherwise the source node S will switch to the next 
part of the hybrid scheme i.e. S-ACK mode. This can 
be done by sending an S-ACK data packet for 
detecting the misbehaving nodes in the route. 
 

B. S-ACK      
This scheme is a generalized version of the 

TWOACK scheme that was proposed by Liu et al. 
This scheme detects the misbehaving nodes by 
allowing every three consecutive nodes as a  group to 
work and it is required that the third node in every 
three consecutive nodes in the route is required to 
send an S-ACK acknowledgement packet to the first 
node.The main aim of introducing this S-ACK mode 
is to detect the misbehaving  
Nodes in the presence of certain weaknesses like 
receiver collision or limited transmission power. The 
following figure gives the working of S-ACK mode 

 
Figure 7: S-ACK scheme 

 
        Here A, B and C are three consecutive nodes that 
works in S-ACK mode as a group for detecting 
misbehaving nodes in the network. At first node A 
sends out an S-ACK data packet Psad1 to node B. Then 
this packet is forwarded from node B to node C. 
When node C receives Psad1 it is required to send back 
to node B an S-ACK acknowledgement packet since 
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it is the third node in the three consecutive node 
group. Then node A receives Psak1 from node B. But 
within a predefined time if node A does not receive 
this acknowledgement packet, then both A and B 
nodes will be reported as malicious. Also node A 
generates a misbehavior report and sends it to the 
source node S. 
 
        Usually in TWOACK scheme the source node 
trusts the misbehaviour report immediately. But, this 
is not the case in the Superior Adaptive ACK scheme 
which requires the source node to change to MRA 
mode and confirms the misbehavior report. This is an 
important step in our proposed scheme to detect the 
false misbehavior report. 
 

C. MRA 
The MRA scheme is developed for detecting 

misbehaving nodes with the existence of false 
misbehavior report, which is one of the weakness of 
Watchdog. Malicious attackers usually generate the 
false misbehavior report in order to report falsely the 
innocent nodes as malicious. The primary goal of 
MRA scheme is to authenticate the destination node 
whether it has received the reported missing packet 
through another route. 
          In order to initiate the MRA mode, it is 
necessary for the source node to initially investigate 
its local knowledge base and verifies for an 
alternative route to the destination node.If no other 
route exists the source node starts a DSR routing 
request in order to find another route.The Dynamic 
Source Routing protocol (DSR) is an efficient and 
simple and routing protocol which is designed in 
particular for use in multi-hop wireless ad hoc 
networks of mobile nodes. It allows the network to be 
entirely self-configuring and self-organising, not 
including the need for any infrastructure of existing 
network or administration. The DSR protocol 
comprises of two main mechanisms ie.., "Route 
Discovery" and "Route Maintenance" which work 
together to permit nodes to discover and maintain 
routes to subjective destinations in the ad hoc 
network. Also the DSR protocol is  mainly designed 
for mobile ad hoc networks for about two hundred 
nodes, and also it is designed to work fine with even 
very high rates of mobility. The Dynamic Source 
Routing will be as in the following figure 

 
Figure 8: Source node having various routes to destination 

In the above figure the source node N1 has 3 different 
routes ie.., N1-N3-N4-N8, N1-N5-N6-N7-N8, N1-
N2-N6-N7-N8 in order to reach the destination. Using 
this it is supposed to find out many routes between 
two nodes in MANETs due to its nature. By using an 
alternative route to the destination node we can find 
out the misbehavior reporter node ie.., whenever an 
MRA packet is received by the destination node it 
searches its local knowledge base and verifies 
whether the packet that was reported was received .If 
it is  received already then it is preferable to conclude 
that it is a false misbehavior report and the node is 
reported as malicious which has generated that report. 
If not the misbehavior report is trusted and 
accepted.Hence by using the MRA scheme the 
Superior Adaptive ACK technique is capable of 
detecting malicious nodes with the existence of false 
misbehavior report. 
 

D. Digital Signature  
  As mentioned before, SUPERIOR 
ADAPTIVE ACK is an IDS which is based on 
acknowledgment. All three schemes of SUPERIOR 
ADAPTIVE ACK, namely, ACK, S-ACK, and MRA, 
are also acknowledgment-based detection schemes. 
They all completely rely on acknowledgment packets 
for detecting  misbehaviors in the network. Thus, it is 
very important to make sure that all acknowledgment 
packets in SUPERIOR ADAPTIVE ACK are reliable 
and pure. Otherwise, if the attackers are clever to 
forge acknowledgment packets, then all of the three 
proposed schemes will be of no use. Hence with 
regard to this, we proposed digital signature in our 
scheme. In order to ensure the integrity of the IDS, 
SUPERIOR ADAPTIVE ACK requires all 
acknowledgment packets to be send out by digitally 
signing them and verified until they are accepted. In 
this paper we have selected the DSA algorithm as the 
useful digital signature algorithm to work along with 
our proposed hybrid scheme ie.., Superior Adaptive 
ACK technique.This is because the signature size of 
DSA is small when compared to other algorithms ie.., 
the usual sizes of public- and private-key files for a 
1024b DSA key are 654 and 509.Usually in 
MANETs the data transmission consumes the most 
battery power.Though the DSA scheme in order to 
verify requires more computational power than RSA, 
after considering the tradeoff between battery 
power and performance, the preferable algorithm is 
DSA. 
 
CONCLUSION 
 
Packet dropping is the major threat in MANETs for 
its security. In this paper, a new IDS called Superior 
Adaptive Acknowledgement protocol which is 
specially de-signed for MANETs is proposed and 
have made comparisons against other popular 
mechanisms in different scenarios through 
simulations. Finally the results illustrated positive 
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performances against the schemes of AACK, 
TWOACK and Watchdog, primarily in the cases of 
limited transmission power, receiver collision and 
false misbehavior report. 
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