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Abstract: we address this open issue by proposing a fully dispersed cooperative solution that is robust against independent 
and colluding adversaries, and can be impair only by an overwhelming presence of adversaries. Results show that our 
protocol can thwart more than 99 percent of the attacks under the best possible conditions for the adversaries, with smallest 
false positive rates. These “Vampire” attacks are not specific to any specific protocol, but rather rely on the properties of 
many accepted classes of steering protocols. We find that all examined protocols are weak to Vampire attacks, which are 
devastating, hard to notice, and are easy to carry out using as few as one hateful insider sharing only protocol-compliant 
messages. In the worst case, a single Vampire can increase network-wide energy custom by a factor of O(N), where N in the 
number of network nodes. We discuss methods to alleviate these types of attacks, including a new proof-of-concept protocol 
that provably bounds the break caused by Vampires during the packet forwarding phase. 
 
 
I. INTRODUCTION  
 
We focus on the last aspect, here in after referred to 
as neighbor position confirmation (NPV for short). 
Specifically, we deal with a mobile ad hoc network, 
where a enveloping communications is not present, 
and the location data must be obtain through node-to-
node communication. Such a scenario is of particular 
interest since it leaves the door open for adversarial 
nodes to misuse or disrupt the location-based 
services. For example, by marketing forged positions, 
adversaries could bias geographic routing or data 
meeting processes, attracting network traffic and then 
eavesdropping or removal it. Similarly, counterfeit 
position could grant adversaries unauthorized access 
to location-dependent services, let vehicles forfeit 
road tolls, disrupt vehicular traffic or endanger 
passengers and drivers. In this context, the challenge 
is to achieve, in absence of trusted nodes, a fully 
distributed, lightweight NPV procedure that enables 
each node to acquire the locations advertised by its 
neighbors, and assess their truthfulness. We therefore 
propose an NPV protocol that has the following 
features: It is designed for spontaneous ad hoc 
environments, and, as such, it does not rely on the 
presence of a trusted infrastructure or of a priori 
trustworthy nodes; It leverages cooperation but 
allows a node to perform all verification procedures 
autonomously. This approach has no need for long 
interactions, e.g., to reach a consensus among 
multiple nodes, making our scheme suitable for both 
low and high mobility environments; It is reactive, 
meaning that it can be execute by any node, at any 
point in time, without prior knowledge of the 
neighborhood; It is robust against independent and 
colluding adversaries; It is lightweight, as it generates 
low overhead traffic. Additionally, our NPV scheme 

is compatible with state-of- the-art safety 
architectures, including the ones that have been 
proposed for vehicular networks which represent a 
likely deployment environment for NPV. While these 
schemes can stop attacks on the short-term 
accessibility of a network, they do not address attacks 
hat affect long-term availability the most permanent 
rejection of service attack is to totally deplete nodes’ 
batteries. This is an instance of a resource exhaustion 
attack, with battery power as the resource of 
interest.In this paper, we consider how routing 
protocols, even those designed to be secure, lack 
protection from these attacks, which we call Vampire 
attacks, since they use up the life from networks 
nodes. These attacks are distinct from previously 
studied DoS, reduction of quality (RoQ), and routing 
communications attacks as they do not disrupt 
immediate ease of use, but rather work over time to 
totally disable a network. While some of the person 
attacks are simple, and power draining and resource 
exhaustion attacks have been discussed before prior 
work has been mostly confined to other levels of the 
protocol stack, e.g., medium access control (MAC) or 
application layers, and to our knowledge there is little 
discussion, and no thorough analysis or lessening, of 
routing-layer resource collapse attacks. Vampire 
attacks are not protocol-specific, in that they do not 
rely on design properties or completion faults of 
particular routing protocols, but rather develop 
general properties of protocol classes such as link-
state, reserve vector, source routing, and geographic 
and fire routing. Neither do these attacks rely on 
flood the network with large amounts of data, but 
rather try to transmit as little data as possible to 
achieve the largest energy drain, preventing a rate 
warning solution. Since Vampires use protocol-
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compliant messages, these attacks are very difficult to 
detect and prevent. 
 
II. COOPERATIVE NPV: AN OVERVIEW 
 
We propose a fully distributed cooperative scheme 
for NPV, which enables a node, hereinafter called the 
verifier,to discover and verify the position of its 
communication neighbors. For clarity, here we 
summarize the principles of the protocol as well as 
the gist of its resilience analysis. Detailed discussions 
of message format, verification tests, and protocol 
resilience are provided in A verifier, S, can initiate 
the protocol at any time instant, by triggering the 4-
step message exchange depicted in its 1-hop 
neighborhood. The aim of the message exchange is to 
let S collect information it can use to compute 
distances between any pair of its communication 
neighbors. To that end, POLL and REPLY messages 
are first broadcasted by S and its neighbors, 
respectively. These messages are anonymous and 
take advantage of the broadcast nature of the wireless 
medium, allowing nodes to record reciprocal timing 
information without disclosing their identities. Then, 
after a REVEAL broadcast by the verifier, nodes 
disclose to S, through secure and authenticated 
REPORT messages, their identities as well as the 
anonymous timing in order they collected. The 
verifier S uses such data to match timings and 
identities; then, it uses the timings to perform ToF-
based ranging and compute distances between all 
pairs of communicating nodes in its neighborhood. 
Once S has derived such distances, it runs several 
position verification tests in order to classify each 
candidate neighbor as either: 
1. Verified, i.e., a node the verifier deems to be at the 
claimed position; 
2. Faulty, i.e., a node the verifier deems to have 
announced an incorrect position; 
3. Unverifiable, i.e., a node the verifier cannot prove 
to be either correct or faulty, due to insufficient 
information. 
Clearly, the verification tests aim at avoiding false 
negatives (i.e., adversaries announcing fake positions 
that are deemed 
verified) and false positives (i.e., correct nodes whose 
positions are deemed faulty), as well as at minimizing 
the number of unverifiable nodes. We remark that our 
NPV 
scheme does not target the creation of a consistent 
“map” of neighborhood relations throughout an 
ephemeral network: rather, it allows the verifier to 
independently classify its neighbors. 
 
III. NPV PROTOCOL 
 
We detail the message exchange between the verifier 
and its communication neighbors, followed by a 
description of the 
tests run by the verifier.  

3.1 Protocol Message Exchange 
POLL message. The verifier starts the protocol by 

broadcasting a POLL whose transmission time it 
stores locally .The POLL is anonymous, it does not 
carry the identity of the verifier, 2) it is transmitted 
employing a fresh, software-generated MACaddress, 

and 3) it contains a public key taken from S’s 
pool of anonymous one-time use keys that do not 
allow neighbors to map the key onto a specific node. 
We stress that indict the identity of the verifier hidden 
is important in order to make our NPV healthy to 
attacks. Since a source address has to be 
included in the MAC-layer header of the message, a 
fresh, software-generated MAC address is needed; 
note that this is considered a part of emerging 
cooperative systems. counting a one-time key in the 
POLL also ensures that the message is fresh (i.e., the 
key acts as a nonce). 
REPLY message. 
A communication neighbor that receives the POLL 
stores its response time t and extracts a random wait 
interval has elapsed, X broadcasts an anonymous 
REPLY message using a fresh MAC address, and 
locally records its broadcast time t For 
implementation feasibility, the physical layer 
transmission time cannot be embossed on the 
REPLY, but it is stored by X for later use. The 
REPLY contains some information encrypted with S 
public key, specifically The POLL reaction time and 
a nonce  REPLY to the next message sent by X: we 
refer to these data as X’s commitment,  The hash h 
derived from the public key of the verifier, K, is also 
included to bind POLL and REPLY belonging to the 
same message exchange. 
REVEAL message. After a time the verifier 
broadcasts a REVEAL message using its real MAC 
address (Algorithm accounts for the propagation and 
contention lag of REPLY messages scheduled at time 
T max 
, and T is a casual time added to thwart jamming 
efforts on this message. The REVEAL contains: 1) a 
map, that associates each commitment C received by 
the verifier to a temporary identifier  a proof that S is 
the author of the original POLL through the 
encrypted has the verifier identity, i.e., its 
certified public key and signature Note that using 
certified keys curtails continuous attempts at running 
the protocol by an adversary who aims at learning 
neighbor positions (i.e., at becoming knowledgeable) 
or at launching a jam attack . 
REPORT message. 
 Once the REPORT message is broadcast and the 
identity of the verifier is known, each neighbor X that 
previously received S’s POLL unicasts to S an 
encrypted, signed REPORT message. The REPORT 
carries X’s position, the transmission time of X’s 
REPLY, and the list of pairs of reception times and 
provisional identifiers referring to the REPLY 
broadcasts X received The identifiers are obtained 
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from the map included in the REVEAL message. 
Also, X discloses its own identity by including in the 
message its digital name and certified public key; 
through the nonce, it correlates The REPORT to its 
previously issued REPLY. We remark that all 
sensitive data are encrypted using S s public key, so 
that eavesdropping on the wireless channel is not 
possible. At the end of the message exchange, only 
the verifier knows all positions and timing 
information. If needed, certified keys in REPORT 
messages allow the matching of such data and node 
identities. 
 
3.2  Position Verification 
Once the message exchange is concluded, S can 
decrypt the usual data and acquire the position of all 
neighbors that participate in the protocol, 
The Direct Symmetry Test (DST) 
DST is the first verification performed by S and is 
detailed in There, denotes the absolute value operator  
the euclidean distance between locations .In the DST, 
S verifies the direct links with its communication 
neighbors. To this end, it checks whether reciprocal 
ToF-derived distances are consistent1) with each 
other, 2) with the position advertised by the neighbor, 
and 3) with a proximity range R. The latter 
corresponds to the maximum nominal transmission 
range, and upper bounds the distance at which two 
nodes can communicate. More specifically, the first 
check verifies that the distances, obtained from 
ranging, do not differ by more than twice the ranging 
error plus a tolerance value accounting for node 
spatial movements during the protocol execution. The 
second check verifies that the position advertised by 
the neighbor is consistent with such distances, within 
an error margin of Although trivial, this check is 
fundamental since it correlates positions to computed 
distances: without it, an attacker could fool the 
verifier by simply advertising an arbitrary position 
along with correct broadcast transmission and 
reception timings.  
The Cross-Symmetry Test (CST) 
In implements cross verifications, i.e., it checks on 
the information mutually gathered by each pair of 
communication neighbors. The CST ignores nodes 
already declared as faulty by the DST and only 
considers nodes that proved to be communication 
neighbors between each other, i.e., for which derived 
mutual distances are available However, pairs of 
neighbors declaring collinear positions with respect to 
S are not taken into account is the line passing by 
points As shown in the next section, this choice 
makes our NPV robust to attacks in particular 
situations. For all other pairs the CST verifies the 
symmetry of the reciprocal distances their 
consistency with the positions declared by the nodes 
and with the proximity range For each neighbor X, S 
maintains a link counter l and a mismatch counter  
 
The Multilateration Test (MLT) 

MLT, in Algorithm 5, ignores nodes already tagged 
as faulty or unverifiable and looks for suspect 
neighbors in. For each neighbor X that did not notify 
about a link reported by another node is computed 
and added to the  
Such a curve is the locus of points that can 
generate a transmission whose Time Difference of 
Arrival (TDoA) at S and Y matches that measured by 
the two nodes, i.e  It is easy to verify that such a 
curve is a hyperbola temporary through the actual 
position of X. 
 
IV. CLEAN-SLATE SENSOR NETWORK 

ROUTING 
 
In this section, we show that a clean-slate secure 
sensor network routing protocol by Parno et al. 
(“PLGP” from here on) [53] can be modified to 
provably resist Vampire attacks during the packet 
forwarding phase. The original version of the 
protocol, although planned for security, is vulnerable 
to Vampire attacks. PLGP consists of a topology 
discovery phase, followed by a packet forwarding 
phase, with the former optionally frequent on a fixed 
schedule to ensure that topology in order stays 
current. (There is no on demand discovery.) 

 
Fig. The final address tree for a fully converged six-
node network. Leaves represent physical nodes, 
connected with solid lines if within radio range. The 
dashed line is the progress of a message through the 
network. Note that non leaf nodes are not physical 
nodes but rather logical group identifiers. 
 
At the end of detection, each node should compute 
the same talk to tree as other nodes. All leaf nodes in 
the tree are physical nodes in the network, and their 
virtual addresses replace letters to their location in the 
tree (see Fig.). All nodes learn each others’ virtual 
addresses and cryptographic keys. The final address 
tree is provable after network convergence, and all 
forwarding decisions can be independently verified. 
Furthermore, proud each legitimate network node has 
a unique certificate of membership (assigned before 
network deployment), nodes who attempt to join 
multiple groups, create clones of themselves in 
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multiple locations, or otherwise cheat during 
discovery can be identified and expelled. Topology 
discovery. Discovery begins with a time limited 
period during which every node must announce its 
presence by broadcasting a certificate of identity, 
including its public key (from now on referred to as 
node ID), signed by a trusted offline authority. Each 
node starts as its own group of size one, with a virtual 
address 0. Nodes who overhear presence  broadcasts 
form group with their neighbors. When two 
individual nodes (each with an initial address 0) form 
a group of size two, one of them takes the address 0, 
and the other becomes 1. Groups merge preferentially 
with the smallest neighboring group, which may be a 
single node. We may think of groups acting as 
individual nodes, with decisions made using secure 
multiparty computation. Like individual nodes, each 
group will initially choose a group address 0, and will 
choose 0 or 1 when integration with another group. 
Each group member prepends the group address to 
their own address, e.g., node 0 in group 0 becomes 
0.0, node 0 in group 1 becomes 1.0, and so on. Each 
time two groups merge, the address of each node is 
lengthened by 1 bit. Implicitly, this forms a binary 
tree of all addresses in the network, with node 
addresses as leaved. Note that this tree is not a near 
coordinate system, as he only information coded by 
the tree are neighbor relationships among nodes. 
Nodes will request to join with the smallest group in 
their locality, with ties broken by group IDs, which 
are computed cooperatively by the entire group as a 
deterministic function of individual member IDs. 
When larger groups merge, they both broadcast their 
group IDs (and the IDs of all group members) to each 
other, and proceed with a merge protocol identical to 
the two-node case. Groups that have grown large 
enough that some members are not within radio range 
of other groups will converse through “gateway 
nodes,” which are within range of both groups. Each 
node stores the identity of one or more nodes through 
which it heard an message that another group exists. 
That node may have itself heard the information 
second hand, so every node within a group will end 
up with a next-hop path to every other group, as in 
distance vector. Topology discovery proceeds in this 
manner until all network nodes are members of a 
single group. By the end of topology discovery, each 
node learns every other node’s virtual address, public 
key, and certificate, since every group members 
knows the identities of all other group members and 
the network converges to a single group. Packet 
forward During the forwarding phase, all decisions 
are made independently by each node. When 
receiving a packet, a node determines the next hop by 
finding the most significant bit of its address that 
differs from the message originator’s address (see 
Fig). Thus, every forwarding event (except when a 
packet is touching within a group in order to reach a 
gateway node to proceed to the next group) shorten 
the logical distance to the destination, since node 

addresses should be strictly closer to the destination 
(see Function forward packet). 
 
4.1 PLGP in the Presence of Vampires 
In PLGP, forwarding nodes do not know what path a 
packet took, allowing adversaries to divert packets to 
any part of the network, even if that area is logically 
further away from the purpose than the malicious 
node. This makes PLGP vulnerable to Vampire 
attacks. Consider for 
instance the now-familiar directional antenna attack: 
a receiving honest node may be farther away from the 
packet destination than the mean forwarding node, 
but the 
honest node has no way to tell that the packet it just 
received is moving away from the destination; the 
only information available to the honest node is its 
own address and the packet destination address, but 
not the address of the previous hop (who can lie). 
Thus, the Vampire can move a packet away from its 
destination without being detected. This packet will 
traverse at most log N logical hops, with Þ 
physical hops at the ith logical hop, giving us a 
theoretical maximum energy increase of  

, where d is the network diameter and N the 
number of network nodes. The situation is worse if 
the packet returns to the Vampire in the process of 
being forwarded—it can now be rerouted again, 
causing something similar to the carousel attack. 
Recall that the damage from the carousel attack is 
bounded by the maximum length of the source route, 
but in PLGP the adversary faces no such limitation, 
so the packet can cycle indefinitely. Nodes may 
sacrifice some local storage to retain a record of 
recent packets to prevent this attack from being 
carried out repeatedly with the same packet. Random 
direction vectors, as optional in PLGP, would 
likewise assuage the problem of indefinite cycles by 
avoiding the same spiteful node during the 
subsequent forwarding round. 

 
 
V. PROVABLE SECURITY AGAINST 

VAMPIRE ATTACKS 
 
Here, we modify the forward phase of PLGP to 
provably avoid the above-mentioned attacks. First we 
introduce the no-backtracking property, satisfied for a 
given packet if and only if it consistently makes 
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progress toward its destination in the logical network 
address space. More formally: Definition 1. No-
backtracking is satisfied if every packet p traverses 
the same number of hops whether or not an adversary 
is present in the network. (Maliciously induced route 
stretch is bounded to a factor of 1.) This does not 
imply that every packet in the network must travel the 
same number of hops despite of source or destination, 
but rather that a packet sent to node D by a malicious 
node at location L will cross the same number of hops 
as a packet sent to D by a node at location L that is 
honest. If we think of this in terms of protocol 
execution traces, no-backtracking imply that for each 
packet in the trace, the number of intermediate honest 
nodes traversed by the packet between source and 
destination is independent of the actions of malicious 
nodes. Equivalently, traces that include malicious 
nodes should show the same network wide energy 
utilization by honest nodes as traces of a network 
with no malicious actors. The only notable exceptions 
are when adversaries drop or mangle packets enroute, 
but since we are only concerned with packets initiated 
by adversaries, we can safely ignore this situation: 
“premangled” packets achieve the same result—they 
will be dropped by an honest mediator or destination. 
 

 
No-backtracking implies Vampire resistance. It is not 
immediately obvious why no-backtracking prevents 
Vampire attacks in the forwarding phase. Recall the 
Reason for the success of the stretch attack: middle 
nodes in a source route cannot check whether the 
source-defined route is optimal, or even that it makes 
progress toward the destination. When nodes make 
independent routing decisions such as in link-state, 
distance-vector, coordinate based, or beacon-based 
protocols, packets cannot contain maliciously 
collected routes. This already means the adversary 
cannot perform carousel or stretch attacks no node 
may unilaterally specify a suboptimal path through 
the network. However, a sufficiently clever adversary 

may still influence packet progress. We can stop this 
interference by independently checking on packet 
progress: if nodes keep track of route “cost” or metric 
and, when forwarding a packet, converse the local 
cost to the next hop, that next hop can verify that the 
enduring route cost is lower than before, and 
therefore the packet is making progress toward its 
destination. (Otherwise we suspect malicious 
interference and drop the packet.) If we can guarantee 
that a packet is closer to its destination with every 
hop, we can bound the potential damage from an 
attacker as a function of network size. (A more 
desirable property is to guarantee good progress, such 
as logarithmic path length, but both allow us to obtain 
an upper bound on attack success.) PLGP does not 
satisfy no-backtracking. In non source routing 
protocols, routes are vigorously composed of 
forwarding decisions made independently by each 
node. PLGP differs from other protocols in that 
packets paths are further surrounded by a tree, 
forwarding packets along the shortest route through 
the tree that is allowed by the physical topology. In 
other words, packet paths are constrained both by 
physical neighbor relationships and the routing tree. 
Since the tree implicitly mirrors the topology (two 
nodes have the same parent if and only if they are 
physical neighbors, and two nodes sharing an 
ancestor have a network path to each other), and since 
every node holds an identical copy of the address 
tree, every node can verify the optimal next logical 
hop. However, this is not sufficient for no-
backtracking to hold, since nodes cannot be certain of 
the path previously traverse by a packet. 
Communicating a local view of route cost is not as 
easy as it seems, since adversary can always lie about 
their local metric, and so PLGP is still vulnerable to 
directional antenna/wormhole attacks, which allow 
adversaries to divert packets to any part of the 
network. To preserve no-backtracking, we add a 
verifiable path history to every PLGP packet, similar 
to route authentications in Ariadne and path-vector 
signatures in the resulting protocol, PLGP with 
attestations (PLGPa) uses this packet history together 
with PLGP’s tree routing structure so every node can 
securely verify progress, preventing any significant 
adversarial influence on the path taken by any packet 
which traverses at least one honest node. Whenever 
node n forwards packet p, it this by attaching a non 
replayable attestation (signature). These signatures 
form a chain attached to every packet, allowing any 
node receiving it to validate its path. Every 
forwarding node verifies the attestation chain to 
ensure that the packet has never traveled away from 
its destination in the logical deal with space. See 
Function secure forward packet for the modified 
protocol. 
PLGPa satisfies no-backtracking.  
To show that our modified protocol conserve the no-
backtracking property, we define a network as a 
collection of nodes, a topology, connectivity 
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properties, and node identities, borrowing the model 
used by Poturalski et al. in [57]. Honest nodes can 
broadcast and receive messages, while malicious 
nodes can also use directional antennas to broadcast 
to (or receive from) any node in the network without 
being overheard by any other node. Honest nodes can 
compose, forward, accept, or drop messages, and 
hateful nodes can also arbitrarily transform them. Our 
adversary is assumed to control m nodes in an N-
node network (with their corresponding identity 
certificates and other secret cryptographic material) 
and has perfect knowledge of the network topology. 
Finally, the contestant cannot affect connectivity 
between any two honest nodes. Since all messages 
are signed by their originator, messages from truthful 
nodes cannot be randomly modified by malicious 
nodes wishing to remain undetected. Rather, the 
adversary can only alter packet fields that are 
changed en route (and so are not authenticated), so 
only the route attestation field can be altered, 
shortened, or unconcerned entirely. To prevent 
truncation, which would allow Vampires to hide the 
fact that they are moving a packet away from its 
destination, we use Saxena and Soh’s one-way 
signature chain building [64], which allow nodes to 
add links to an existing signature chain, but not 
remove links, making attestations append only. For 
the purposes of Vampire attacks, we are unconcerned 
about packets with arbitrary hop counts that are never 
received by honest nodes but rather are routed 
between adversary only, so we define the hop count 
of a packet as follows: 
Definition 2. The hop count of packet p, received or 
forwarded by an honest node, is no greater than the 
number of entries in p’s route attestation field, plus 1. 
When any node receives a message, it checks that 
every node in the path attestation 1) has a 
corresponding entry in the signature chain, and 2) is 
logically closer to the  destination than the previous 
op in the chain(see Function secure forward _packet). 
This way, forwarding nodes can enforce the forward 
progress of a message, preserving no-backtracking. If 
no attestation is present, The node checks to see if the 
originator of the message is a physical fellow 
national. Since messages are signed with the 
originator’s key, malicious nodes cannot falsely 
maintain to be the origin of a message, and therefore 
do not benefit by removing attestations. 
Theorem 1. A PLGPa packet p satisfies no-
backtracking in the presence of an adversary 
controlling m<N_ 3 nodes if p passes through at least 
one honest node. 
Proof. Consider two arbitrary PLGPa protocol traces 
H and M of the same N-node network, in which node 
S sends packet p to node D. Constrain H such that all 
nodes are honest, and constrain M such that m<N_ 3 
are malicious. Let p reach an arbitrary honest node I 
along the protocol-defined packet path in h hops in H, 
but in h  hops for  in M (no-backtracking is not 
satisfied in the latter). Since PLGPa is deterministic, 

the difference must be attributable to a malicious 
node. Further, since the hop count of p when it arrives 
at I is greater in M than in H, s route sign chain 
must be longer in M. Recall that every node has a 
unique virtual address, and no packet may be 
forwarded between any two nodes without moving 
either backward or forward through the virtual 
address space, so p must have moved backward in the 
coordinate space by at least one hop.9 Consider the 
following three scenarios: 1) I is a neighbor of S and 
the next hop of p;2)I is a neighbor of D and the last 
hop of p before the destination; and 3) I is a 
forwarding node of the packet, but is neither a 
neighbor of S nor D. If forwards a packet with h,
hops in its route attestation, the adversary must have 
succeed in at least one of the following: Consider the 
following three scenarios: 1) I is a neighbor of S and 
the next hop of p;2)I is a neighbor of D and the last 
hop of p before the destination; and 3) I is a forward 
node of  the packet, but is neither a neighbor of S nor 
D. If forwards a packet with h  hops in its route 
attestation, the adversary must have succeeded in at 
least one of the following:  causing honest node to 
forward p with non null attestation, over a route that 
backtracked, violating the assumption that honest 
nodes correctly follow PLGPa;10 . causing honest 
node I to forward p with a non null attestation, from 
source S who is I’s direct neighbor, violate the 
assumption that honest nodes correctly follow PLGPa 
truncating the route attestation, violating the security 
of chain signatures. Finally, if  forwards p with a null 
attestation, it is either a neighbor of S or the 
adversary has broken the signature method used by 
the sender to attest to the packet’s invariant fields an 
honest would not forward a packet with no attestation 
if the packet source is not a neighbor. Since each 
possible adversarial act which results in backtracking 
violates an supposition, the proof is complete.  Since 
no-backtracking guarantees packet progress, and 
PLGPa preserves no-backtracking, it is the only 
protocol discussed so far that provably bounds the 
ratio of energy used in the adversarial state to that 
used with only honest nodes to 1, and by the 
definition of no-backtracking PLGPa resists Vampire 
attacks. This is achieved because packet progress is 
securely verifiable. Note that we cannot guarantee 
that a packet will reach its destination, since it can 
always be dropped. Guaranteed delivery is beyond 
the scope of this paper. In strictly enforced no-
backtracking, topology changes that may eliminate all 
protocol-level paths to a node that do not require 
backtracking, even though network-level paths still 
exist (e.g., the GPSR “dead end” scenario). To deal 
with such situations we can allow for limited 
backtracking (backtracking, as opposed to our 
original 0-backtracking scheme), which provides 
some leeway in the way no-backtracking is verified, 
allowing a certain amount of total backtracking per 
packet within the security parameter. The 
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comprehensive security proof by induction onis 
trivial. 
 
CONCLUSION 
 
In this paper, we defined Vampire attacks, a new 
class of resource use attacks that use routing 
protocols to lastingly disable ad hoc wireless sensor 
networks by deplete nodes’ battery power. These 
attacks do not depend on particular protocols or 
implementations, but rather expose vulnerabilities in 
a number of popular protocol classes. We showed a 
number of proof-of-concept attacks against 
commissioner examples of existing routing protocols 
using a small number of weak adversaries, and 
measured their attack success on a randomly 
generated topology of 30 nodes. limitation results 
show that depending on the location of the adversary, 
network energy expenditure during the forward phase 
increases from between 50 to 1,000 percent. 
hypothetical worst case energy usage can increase by 
as much as a factor of per adversary per 
packet, where N is the network size. We proposed 
defenses against some of the forwarding-phase 
attacks and described PLGPa, the first sensor network 
routing protocol that provably bounds damage from 
Vampire attacks by verifying that packets 
consistently make progress toward their destinations. 
We have not presented a fully acceptable solution for 
Vampire attacks during the topology discovery phase, 
but suggested some intuition about harm limitations 
possible with further modifications to PLGPa. root of 
damage bounds and defenses for topology discovery, 
as well as handling mobile networks, is left for future 
work. 
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