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Abstract— Users can store their data and enjoy the on-demand high-quality applications and services from a shared pool 
of configurable computing resources by using cloud storage, without the burden of local data storage and maintenance. The 
users can no longer have physical possession of the outsourced data makes the data integrity protection in cloud computing 
a formidable task, especially for users with constrained computing resources. Moreover, users should be able to use the 
cloud storage as if it is local, without worrying about the need to verify its integrity. Thus, enabling public auditability for 
cloud storage is critical so the users resort to a third-party auditor (TPA) to check the integrity of outsourced data. To 
securely introduce an effective TPA, the auditing process should bring in no new vulnerabilities toward user data privacy. 
We also implement Secure Multi Owner Authentication technique by which we can secure the data stored in the Cloud 
Server’s Database. We analyze the security of our scheme with rigorous proofs, and demonstrate the efficiency of our 
scheme in experiments. 
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I. INTRODUCTION 
 
   Cloud computing is recognized as an alternative to 
traditional information technology due to its intrinsic 
resource-sharing and low-maintenance 
characteristics. In cloud computing, the cloud service 
providers (CSPs), such as Amazon, are able to 
deliver various services to cloud users with the help 
of powerful data centers. By migrating help of 
powerful data centers. By migrating the local data 
management systems into cloud servers, the users 
can enjoy high-quality services and sever significant 
investments on their local infrastructures. One of the 
most fundamental services offered by cloud providers 
is data storage. Let us consider a practical data 
application. A company allows its staffs in the same 
group or department to store and share files in the 
cloud. By utilizing the cloud, the staffs can be 
completely released from the troublesome local data 
storage and maintenance. However, it also poses a 
significant risk to the confidentiality of those stored 
files. Specifically, the cloud servers managed by 
cloud providers are not fully trusted by users while 
the data files stored in the cloud may be sensitive and 
confidential, such as business plans. Unfortunately, 
designing an efficient and secure data sharing 
scheme for groups in the cloud is not an easy task 
due to the following challenging issues. 
   First of all, although the infrastructures under the 
cloud are much more powerful and reliable than 
personal computing devices, they are still facing the 
broad range of both internal and external threats for 
data integrity. Second, there do exist various 
motivations for CSP to behave unfaithfully toward 
the cloud users regarding their outsourced data  

 
status. In short, although outsourcing data to the 
cloud is economically attractive for long-term large-
scale storage, it does not immediately offer any 
guarantee on data integrity and availability. This 
problem, if not properly addressed, may impede the 
success of cloud architecture. To fully ensure the data 
integrity and save the cloud users’ computation 
resources as well as online burden, it is of critical 
importance to enable public auditing service for 
cloud data storage, so that users may resort to an 
independent third-party auditor (TPA) to audit the 
outsourced data when needed. The TPA, who has 
expertise and capabilities that users do not, can 
periodically check the integrity of all the data stored 
in the cloud on behalf of the users, which provides a 
much more easier and affordable way for the users to 
ensure their storage correctness in the cloud. 
Moreover, in addition to help users to evaluate the 
risk of their subscribed cloud data services, the audit 
result from TPA would also be beneficial for the 
cloud service providers to improve their cloud-based 
service platform, and even serve for independent 
arbitration purposes. In a word, enabling public 
auditing services will play an important role for this 
nascent cloud economy to become fully established, 
where users will need ways to assess risk and gain 
trust in the cloud. Our contribution can be 
summarized as the following aspects: 
1) We motivate the public auditing system of data 

storage security in cloud computing and provide 
a privacy-preserving auditing protocol. Our 
scheme enables an external auditor to audit 
user’s cloud data without learning the data 
content. 
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2) Our scheme supports scalable and efficient 
privacy-preserving public storage auditing in 
cloud.  

3) We also propose a secure multi-owner data 
sharing scheme. It implies that any user in the 
group can securely share data with others by the 
untrusted cloud. 

4) We provide secure and privacy-preserving access 
control to users, which guarantees any member 
in a group to anonymously utilize the cloud 
resource. Moreover, the real identities of data 
owners can be revealed by the group manager 
when disputes occur. 

5) We provide rigorous security analysis, and 
 perform extensive simulations to demonstrate 
 the efficiency of our scheme in terms of 
 storage and computation overhead. 

 
II. RELATED WORK 
 
 Ateniese et al. are the first to consider public 
auditability in their “provable data possession” 
(PDP) model for ensuring possession of data files on 
untrusted storages. They utilize the RSA-based 
homomorphic linear authenticators for auditing 
outsourced data and suggest randomly sampling a 
few blocks of the file. However, among their two 
proposed schemes, the one with public auditability 
exposes the linear combination of sampled blocks to 
external auditor. When used directly, their protocol 
is not provably privacy preserving, and thus may leak 
user data information to the external auditor. Juels et 
al. describe a “proof of retrievability” (PoR) model, 
where spot-checking and error-correcting codes are 
used to ensure both “possession” and “retrievability” 
of data files on remote archive service systems. 
However, the number of audit challenges a user can 
perform is fixed a priori, and public auditability is 
not supported in their main scheme. Although they 
describe a straightforward Merkle-tree construction 
for public PoRs, this approach only works with 
encrypted data. Later, Bowers et al. propose an 
improved framework for POR protocols that 
generalizes Juels’ work. Dodis et al. also give a study 
on different variants of PoR with private auditability.  
Based on the elegant BLS construction, a compact 
and public verifiable scheme is obtained. Dynamic 
data have also attracted attentions in the recent 
literature on efficiently providing the integrity 
guarantee of remotely stored data. Ateniese et al. is 
the first to propose a partially dynamic version of the 
prior PDP scheme, using only symmetric key 
cryptography but with a bounded number of audits. 
In , Wang et al. consider a similar support for 
partially dynamic data storage in a distributed 
scenario with additional feature of data error 
localization. In a subsequent work, Wang et al. [8] 
propose to combine BLS-based HLA with MHT to 

support fully data dynamics. Concurently, Erway et 
al. [23] develop a skip list based scheme to also 
enable provable data possession with full dynamics 
support. However, the verification in both protocols 
requires the linear combination of sampled blocks as 
an input, like the designs in and thus does not 
support privacy-preserving auditing. 
 In, Kallahalla et al. proposed a cryptographic 
storage system that enables secure file sharing on 
untrusted servers, named Plutus. By dividing files 
into filegroups and encrypting each filegroup with a 
unique file-block key, the data owner can share the 
filegroups with others through delivering 
corresponding lockbox key, where the lockbox key is 
used to encrypt the file-block keys. However, it 
brings about a heavy key distribution overhead for 
large-scale file sharing.  
Additionally, the file-block key needs to be updated 
and distributed again for a user revocation. In , files 
stored on the untrusted server include two parts: file 
metadata and file data. The file metadata implies the 
access control information including a series of 
encrypted key blocks, each of which is encrypted 
under the public key of authorized users. Thus, the 
size of the file metadata is proportional to the 
number of authorized users. The user revocation in 
the scheme is an intractable issue especially for 
large-scale sharing, since the file metadata needs to 
be updated.  
 Ateniese et al. [6] leveraged proxy reencryptions 
to secure distributed storage. Specifically, the data 
owner encrypts blocks of content with unique and 
symmetric content keys, which are further encrypted 
under a master public key. For access control, the 
server uses proxy cryptography to directly reencrypt 
the appropriate content key(s) from the master public 
key to a granted user’s public key. Unfortunately, a 
collusion attack between the untrusted server and any 
revoked malicious user can be launched, which 
enables them to learn the decryption keys of all the 
encrypted blocks. 
 
III. PROPOSED SCHEME 
 
 This section presents our public auditing scheme 
which provides a complete outsourcing solution of 
data—not only the data itself, but also its integrity 
checking. After introducing notations and brief 
preliminaries, we present our main scheme for 
privacy-preserving public auditing and multi-owner 
authentication. 
 
3.1 Notation and Preliminaries 
 

 F- the data file to be outsourced, denoted as 
a sequence of n blocks m1,.....,mn   for some 
large prime p. 
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 MAC(.)(.) - message authentication code 
(MAC) function, defined as: K x {0,1}* → 
{0,1}l  where K denotes the key space. 

 H(.), h(.) - cryptographic hash functions.We 
now introduce some necessary 
cryptographic background for our proposed 
scheme. 

Bilinear Map: Let G1, G2, and GT be multiplicative 
cyclic groups of prime order p. Let g1 and g2 be 
generators of G1 
and G2, respectively. A bilinear map is a map e : G1 
× 
G2 -> GT such that for all  € G1,  2 G2 and a, b 
€ Zp, E(ua, vb)=  e(u, v)ab. This bilinearity implies 
that for any u1, u2 € G1, v € G2, e(u1 ∙u2, v) =e(u1, 
v) ∙ e(u2, v). Of course, there exists an efficiently 
computable algorithm for computing e and the map 
should be nontrivial, i.e., e is nondegenerate: e(g1, 
g2) ≠1. 
 
3.2 Privacy-Preserving Public Auditing Scheme 
 Overview. To achieve privacy-preserving public 
auditing, we propose to uniquely integrate the 
homomorphic linear authenticator with random 
masking technique. In our protocol, the linear 
combination of sampled blocks in the server’s 
response is masked with randomness generated by 
the server. With random masking, the TPA no 
longer has all the necessary information to build up a 
correct group of linear equations and therefore 
cannot derive the user’s data content, no matter how 
many linear combinations of the same set of file 
blocks can be collected. On the other hand, the 
correctness validation of the block-authenticator 
pairs can still be carried out in a new way which will 
be shown shortly, even with the presence of the 
randomness. Our design makes use of a public key-
based HLA, to equip the auditing protocol with 
public auditability.  

 
 
Specifically, we use the HLA proposed in [13], 
which is based on the short signature scheme 
proposed by Boneh, Lynn, and Shacham (hereinafter 
referred as BLS signature) . 

Scheme details. Let G1, G2, and GT be 
multiplicative cyclic groups of prime order p, and e : 
G1 × G2 -> GT be a bilinear map as introduced in 
preliminaries. Let g be a generator of G2. H(∙) is a 
secure map-to-point hash function:(0, 1)*-> G1, 
which maps strings uniformly to G1. Another hash 
function h(∙): GT -> Zp maps group element of GT 
uniformly to Zp. Our scheme is as follows: 
Setup Phase: The cloud user runs KeyGen to 
generate the public and secret parameters. 
Specifically, the user chooses a random signing key 
pair (spk, ssk), a random x -> Zp, a random element 
u <-G1, and computes v<- gx. The secret parameter 
is sk=(x, ssk) and the public parameters are pk 
=(spk, v, g, u, e(u, v)).Given a data file F ={mi}, the 
user runs SigGen to compute authenticator σi<-
(H(Wi)∙umi)x € G1 for each i. Here, Wi = name||i 
and name is chosen by the user uniformly at random 
from Zp as the identifier of file F. Denote the set of 
authenticators by Ф={σi}1<i<n. The last part of 
SigGen is for ensuring the integrity of the unique file 
identifier name. One simple way to do this is to 
compute t=name||SSigssk(name) as the file tag for F, 
where SSigssk(name) is the signature on name under 
the private key ssk. For simplicity, we assume the 
TPA knows the number of blocks n. The user then 
sends F along with the verification metadata (Ф, t) to 
the server and deletes them from local storage. 
Audit Phase: The TPA first retrieves the file tag t. 
With respect to the mechanism we describe in the 
Setup phase, the TPA verifies the signature 
SSigssk(name) via spk, and quits by emitting FALSE 
if the verification fails. Otherwise, the TPA recovers 
name. Now it comes to the “core” part of the 
auditing process. To generate the challenge message 
for the audit “chal,” the TPA  
picks a random c-element subset I ={ s1, . . . , sc} of 
set [1, n]. For each element i € I, the TPA also 
chooses a random value vi (of bit length that can be 
shorter than [p], as explained in [13]). The message 
“chal” specifies the positions of the blocks required 
to be checked. The TPA sends chal ={(i,vi)}i€I to the 
server. Upon receiving challenge chal ={( i, vi)}i€I , 
the server runs GenProof to generate a response 
proof of data storage correctness. Specifically, the 
server chooses a random element r Zp, and calculates 
R e(u, v)r € GT . Let _0 denote the linear 
combination of sampled blocks specified in chal: 
ú=∑ i€I σivi € G. To blind ú with r, the server 
computes:  µ=∑ i€I σivi mod p, where =h(R)€ Zp. 
Meanwhile, the server also calculates an aggregated 
authenticator σ=πi€Iσivi € G1. It then sends {µ,σ,R} 
as the response proof of storage correctness to the 
TPA. With the response, the TPA runs VerifyProof 
to validate it by first computing =h(R) and then 
checking the verification equation  
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Properties of our protocol. It is easy to see that our 
protocol achieves public auditability. There is no 
secret keying material or states for the TPA to keep 
or maintain between audits, and the auditing 
protocol does not pose any potential online burden on 
users. This approach ensures the privacy of user data 
content during the auditing process by employing a 
random masking r to hide _, a linear combination of 
the data blocks. Note that the value R in our 
protocol, which enables the privacy-preserving 
guarantee, will not affect the validity of the equation, 
due to the circular relationship between R and _ in _ 
¼ hðRÞ and the verification equation. Storage 
correctness thus follows from that of the underlying 
protocol [13].  Besides, the HLA helps achieve the 
constant communication overhead for server’s 
response during the audit: the size of f_; _;Rg is 
independent of the number of sampled blocks c.  
Previous work [9], [8] showed that if the server is 
missing a fraction of the data, then the number of 
blocks that needs to be checked in order to detect 
server misbehavior with high probability is in the 
order of O(1). In particular, if t fraction of data is 
corrupted, then random sampling c blocks would 
reach the detection probability P = 1 _ (1 _ t)c. Here, 
every block is chosen uniformly at random. When t = 
1% of the data F, the TPA only needs to audit for c = 
300 or 460 randomly chosen blocks of F to detect 
this misbehavior with probability larger than 95 and 
99 percent, respectively. Given the huge volume of 
data outsourced in the cloud, checking a portion of 
the data file is more affordable and practical for both 
the TPA and the cloud server than checking the data, 
as long as the sampling strategies provides high 
probability assurance. 
Storage and communication  tradeoff. As described 
above, each block is accompanied by an 
authenticator of equal size of [p] bits. This gives 
about 2_ storage overhead on server. However, as 
noted in [13], we can introduce a parameter s in the 
authenticator construction to adjust this storage 
overhead, in the cost of communication overhead in 
the auditing protocol between TPA and cloud server. 

In particular, we assume each block mi consists of s 
sectors. The public parameter pk is now (spk, v, g, 
fujg, fe(uj, v)g), 1≤j≤ s, where u1, u2, . . . , us are 
randomly chosen from GG1. The authenticator σi of 
mi is constructed as: σi<- (H(Wi) ∙ πjj=1 umij j )x є 
G1. Because we now have one authenticator per 
block (or per s sectors), we reduce the storage 
overhead to (1+1/s) x. To respond to the auditing 
challenge chal = f(i, vi)giєI , for 1≤ j≤ s, the cloud 
server chooses a random elements rj Zp, and 
calculates Rj = e(u, v)rj є GT . Then, the server 
blinds each 
 
µ’j = ∑ iєI vimij with rj, and derives the blinded µj = 
rj + µ j mod p,  

 
where  = h(R1||R2||... Rs) є Zp. The aggregated 
authenticator is still computed as before. It then 
sends {σ, {µj,Rj}1≤j≤s} as the proof response to 
TPA. With the proof TPA first computes and then 
verifies: 
The correctness elaboration is similar to (1) and thus 
omitted. The overall storage overhead is reduced to 
(1 + 1/s) x, but the proof size now increases roughly 
sx due to the additional s element pairs {µj,Rj}1≤j≤s 
that the cloud server has to return. For presentation 
simplicity, we continue to choose s = 1 in our 
following scheme description. 
3.3 MONA Scheme 
 3.3.1 Overview 
To achieve secure data sharing for dynamic groups 
in the cloud, we expect to combine the group 
signature and dynamic broadcast encryption 
techniques. Specially, the group signature scheme 
enables users to anonymously use the cloud 
resources, and the dynamic broadcast encryption 
technique allows data owners to securely share their 
data files with others including new joining users. 
Unfortunately, each user has to compute revocation 
parameters to protect the confidentiality from the 
revoked users in the dynamic broadcast encryption 
scheme, which results in that both the computation 
overhead of the encryption and the size of the 
ciphertext increase with the number of revoked users. 
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Thus, the heavy overhead and large ciphertext size 
may hinder the adoption of the broadcast encryption 
scheme to capacity-limited users. To tackle this 
challenging issue, we let the group manager compute 
the revocation parameters and make the result public 
available by migrating them into the cloud.  
 

3.3.2 Scheme Description 
 
This section describes the details of Mona including 
system initialization, user registration, user 
revocation and file generation. 
 
3.3.2.1 System Initialization 
The group manager takes charge of system 
initialization as follows: 
. Generating a bilinear map group system 
S=(q,G1,G2, e(∙, ∙)). 
. Selecting two random elements H, H0 € G1 along 
with two random numbers 1ع ع,  2є Z*q, and 
computing U =1-1عH and V = 1-2عHєG1 such that 
 V = H. In addition, the group manager ∙ 2ع = U ∙ 1ع
computes H1 = 1عH0 and H2 = 2عH0 G1. 
. Randomly choosing two elements P;G 2 G1 and a 
number є Z*q , and computing W = ∙ P, Y = . G 
and Z = e(G, P), respectively. 
. Publishing the system parameters including (S,P, 
H,H0,H1,H2, U, V ,W, Y,Z, f, f1, Enc()), where f is a 
one-way hash function: {0, 1}*->  Zq*; f1 is hash 
function: {0, 1}*-> G1; and Enck() is a secure 
symmetric encryption algorithm with secret key k. In 
the end, the parameter ( 1ع, ع, 2,G) will be kept 
secret as the master key of the group manager. 
3.3.2.2 User Registration 
For the registration of user i with identity IDi, the 
group manager randomly selects a number xi є Z_ q 
and computes Ai,Bi as the following equation: 

 
Then, the group manager adds ðAi; xi; IDiÞ into the 
group user list, which will be used in the traceability 
phase. After the registration, user i obtains a private 
key which will be used for group signature 
generation and file decryption. 
 
3.3.2.3 User Revocation 
User revocation is performed by the group manager 
via a public available revocation list (RL), based on 
which group members can encrypt their data files 
and ensure the confidentiality against the revoked 
users. As illustrated in Table 1, the revocation list is 
characterized by a series of time stamps (t1 < t2 <; 
:::; tr). Let IDgroup denote the group identity. The 
tuple (Ai, xi, ti) represents that user i with the partial 
private key (Ai; xi) is revoked at time ti. P1; P2; :::; 

Pr and Zr are calculated by the group manager with 
the private secret _ as follows: 
 

 
 
Motivated by the verifiable reply mechanism to 
guarantee that users obtain the latest version of the 
revocation list, we let the group manger update the 
revocation list each day even no user has being 
revoked in the day. In other words, the others can 
verify the freshness of the revocation list from the 
contained current date tRL. In addition, the 
revocation list is bounded by a signature sig(RL) to 
declare its validity. The signature is generated by the 
group manager with the BLS signature algorithm, 
i.e., sig(RL)=  1(RL). Finally, the group manager 
migrates the revocation list into the cloud for public 
usage. 
 
3.3.2.4 File Generation 
To store and share a data file in the cloud, a group 
member performs the following operations: 

1. Getting the revocation list from the 
cloud. In this step, the member sends 
the group identity IDgroup as a request 
to the cloud. Then, the cloud responds 
the revocation list RL to the member. 

2. Verifying the validity of the received 
revocation list. First, checking whether 
the marked date is fresh.Second, 
verifying the contained signature 
sig(RL) by the equation e(W,f1(RL))=  
e(),sig(RL)). If the revocation list is 
invalid, the data owner stops this 
scheme. 

3. Encrypting the data file M. This 
encryption process can be divided into 
two cases according to the revocation 
list. 

 
 a. Case 1. There is no revoked user in the 
 revocation list: 

i.  Selecting a unique data file identity   
IDdata; 

ii.  Choosing a random number k 2 Z_ q;  
iii.  Computing the parameters C1,C2,K,C as 

the following equation: 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 2, Issue- 1, May-2014 

 Secure Multi-Owner Data Storage With Enhanced TPA Auditing Scheme In Cloud Computing 
 

49 

 
b. Case 2. There are r revoked users in  the 
revocation list. 
1. Selecting a unique data file identity IDdata; 
2. Choosing a random number k є Zq * 
3. Computing the parameters C1, C2, K, C as the 

following equation: 

 
In (4), Zr and Pr are directly obtained 
from the revocation list.  
4. Selecting a random number and computing 

f(∙).The hash value will be used for data file 
deletion operation. In addition, the data owner 
adds (IDdata, ∙) into his local storage. 

5. Constructing the uploaded data file as shown  in 
Table 2, where tdata denotes the current time 
 on the member, and _ is a group signature on 
(IDdata; C1, C2, C, f(∙), tdata) computed by the 
data owner through Algorithm 1 with the private 
key (A, x). 

6. On receiving the data, the cloud first invokes 
Algorithm 2 to check its validity. If the 
 algorithm returns true, the group signature is 
valid;otherwise, the cloud abandons the data. In 
addition, if several users have been revoked by 
the group manager, the cloud also performs 
revocation verification by using Algorithm 3.  

 

 
 

 

 
IV. PERFORMANCE ANALYSIS 
 
 We now report some performance results of our 
experiments. We consider our auditing mechanism 
happens between a dedicated TPA and some cloud 
storage node, where user’s data are outsourced to. In 
our experiment, the TPA/user side process is 
implemented on a workstation with an Intel Core 2 
processor running at 1.86 Ghz, 2,048 MB of RAM, 
and a 7,200 RPM Western Digital 250 GB Serial 
ATA drive. The cloud server side process is 
implemented on Amazon Elastic Computing Cloud 
(EC2) with a large instance type [27], which has 4 
EC2 Compute Units, 7.5 GB memory, and 850 GB 
instance storage. The randomly generated test data is 
of 1 GB size. All algorithms are implemented using 
C language. Our code uses the Pairing-Based 
Cryptography (PBC) library version 0.4.21. The 
elliptic curve utilized in the experiment is an MNT 
curve, with base field size of 159 bits and the 
embedding degree 6. The security level is chosen to 
be 80 bit, which means jµij =80 and jpj = 160. All 
experimental results represent the mean of 20 trials. 
Because the cloud is a pay-per-use model, users have 
to pay both the storage cost and the bandwidth cost 
(for data transfer) when using the cloud storage 
auditing. Thus, when implementing our mechanism, 
we have to take into consideration both factors. In 
particular, we conducts the experiment with two 
different sets of storage/communication tradeoff 
parameter s as introduced in Section 3.4. When 
s = 1, the mechanism incurs extra storage cost as 
large as the data itself, but only takes very small 
auditing bandwidth cost. Such a mechanism can be 
adopted when the auditing has to happen very 
frequently (e.g., checking the storage correctness 
every few minutes [21]), because the resulting data 
transfer charge could be dominant in the payper- 
use-model. On the other hand, we also choose a 
properly larger s = 10, which reduces the extra 
storage cost to only 10 percent of the original data 
but increases the auditing bandwidth cost roughly 10 
times larger than the choice of s=1. Such a case is 
relatively more desirable if the auditing does not 
need to happen frequently. In short, users can 
flexibly choose the storage/communication tradeoff 
parameter s for their different system application 
scenarios. On our not-so-powerful workstation, the 
measurement shows that the user setup phase (i.e., 
generating authenticators) achieves a throughput of 
around 9.0 KB/s and 17.2 KB/s when s = 1 and s = 
10, respectively. These results are not very fast due to 
the expensive modular exponentiation operations for 
each 20 byte block sector in the authenticator 
computation. Note that for each data file to be 
outsourced, such setup phase happens once only. 
Further, since the authenticator generation on each 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 2, Issue- 1, May-2014 

 Secure Multi-Owner Data Storage With Enhanced TPA Auditing Scheme In Cloud Computing 
 

50 

block is independent, these one-time operations can 
be easily parallelized by using multithreading 
technique on the modern multicore systems. 
Therefore, various optimization techniques can be 
applied to speedup the user side setup phase. As our 
paper focuses on privacy-preserving storage auditing 
performance, in the following, we will primarily 
assess the performance of the proposed auditing 
schemes on both TPA side and cloud server side, and 
show they are indeed lightweight. We will focus on 
the cost of the privacy-preserving protocol and our 
proposed batch auditing technique. 
 
4.1 Cost of Privacy-Preserving Protocol 
We begin by estimating the cost in terms of basic 
cryptographic operations.Suppose there are c random 
blocks specified in the challenge message chal 
during the Audit phase. Under this setting, we 
quantify the cost introduced by the privacypreserving 
auditing in terms of server computation, auditor 
computation as well as communication overhead. 
Since the difference for choices on s has been 
discussed previously, in the following privacy-
preserving cost analysis we only give the atomic 
operation analysis for the case s = 1 for simplicity. 
The analysis for the case of s = 10 follows similarly 
and is thus omitted. On the server side, the generated 
response includes an aggregated authenticator 
σ=πiєIσivi є G1, a random factor R= e(u, v)r є GT , 
and a blinded linear combination of sampled blocks 
µ=ᵞ ∑iєIvimi+  ᵞ є Zp, where  = h(R) ᵞ є Zp. The 
corresponding computation cost is 
c-MultExp1G1(|vi|), Exp1GT(|p|), and Hash1Zp 
+ AddcZp +Multc+1Zp , respectively. Compared to 
the existing HLA-based solution for ensuring remote 
data integrity [13], the extra cost resulted from the 
random mask R is only a constant: 
Exp1GT (|p|)) + Mult1zp+Hash1Zp+ Add1Zp, which 
has nothing to do with the number of sampled blocks 
c. When c is set to be 300 to 460 for high assurance 
of auditing, as discussed in Section 3.4, the extra cost 
on the server side for privacy preserving guarantee 
would be negligible against the total server 
computation for response generation. Similarly, on 
the auditor side, upon receiving the response {σ, 
R,µ}, the corresponding computation cost for 
response validation is Hash1Zp+ c_MultExp1G1(|i|) 
+ HashcG1+Mult1G1+Mult1GT + Exp3G1(|p|) + 
Pair2G1,G2 , among which only Hash1Zp+ 
Exp2G1(|p|)+ Mult1GT account for the additional 
constant computation cost. For c = 460 or 300, and 
considering the relatively expensive pairing 
operations, this extra cost imposes little overhead on 
the overall cost of response validation, and thus can 
be ignored. For the sake of completeness, Table 4 
gives the experiment result on performance 
comparison between our scheme and the state of the 
art. It can be shown that the performance of our 

scheme is almost the same as that of, even if our 
scheme supports privacy-preserving guarantee while 
does not. 
 4.2 MONA PERFORMANCE ANALYSIS 
 To study the performance, we have simulated 
Mona by using C programming language with GMP 
Library, Miracl Library, and PBC Library. The 
simulation consists of three components: client side, 
manager side as well as cloud side. Both client-side 
and manager-side processes are conducted on a 
laptop with Core 2 T7250 2.0 GHz, DDR2 800 2G, 
Ubuntu 10.04 X86. The cloud-side process is 
implemented on a machine that equipped with Core 
2 i3-2350 2.3 GHz, DDR3 1066 2G,Ubuntu 12.04 
X64. In the simulation, we choose an elliptic curve 
with 160-bit group order, which provides a 
competitive security level with 1,024-bit RSA.  
 
4.2.1 Client Computation Cost 
In Fig. 2, we list the comparison on computation cost 
of clients for data generation operations between 
Mona and the way that directly using the original 
dynamic broadcast encryption (ODBE). It is easily 
observed that the computation cost in Mona is 
irrelevant to the number of revoked users. On the 
contrary, the computation cost increases with the 
number of revoked users in ODBE. The reason is 
that the parameters (Pr, Zr) can be obtained from the 
revocation list without sacrificing the security in 
Mona, while several time-consuming operations 
including point multiplications in G1 and 
exponentiations in G2 have to be performed by 
clients to compute the parameters in ODBE. From 
Figs. 2a and 2b, we can find out that sharing a 10-
Mbyte file and a 100-Mbyte one, cost a client about 
0.2 and 1.4 seconds in our scheme, respectively, 
which implies that the symmetrical encryption 
operation domains the computation cost when the 
file is large. The computation cost of clients for file 
access operation with the size of 10 and 100 Mbytes 
are illustrated in Fig. 3. The computation cost in 
Mona increases with the number of revoked users, as 
clients require to perform Algorithms 3 and 4 to 
compute the parameter Ar;r and check whether the 
data owner is a revoked user. Besides the above 
operations, P1; P2; :::; Pr need to be computed by 
clients in ODBE.Therefore, Mona is still superior 
than  ODBE in terms of computation cost. Similar to 
the data generation operation, the total computation 
cost is mainly determined by the symmetrical 
decryption operation if the accessed file is large, 
which can be verified from Figs. 3a and 3b. In 
addition, the file deletion for clients is about 0.075 
seconds, because it only costs a group signature on a 
message (IDdata, t), where t is a 160-bit number in 
Z*q . 
 
4.2.2 Cloud Computation Cost 
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To evaluate the performance of the cloud in Mona, 
we test its computation cost to respond various client 
operation requests including file generation. It can be 
seen that the computation cost of the cloud is deemed 
acceptable, even when the number of revoked users 
is large. This is because the cloud only involves 
group signature and revocation verifications to 
ensure the validity of the requestor for all operations. 
In addition, it is worth noting that the computation 
cost is independent with the size of the requested file 
for access and deletion operations, since the size of 
signed message is constant, e.g., (IDgroup, IDdata, t) 
in file access. 
 
CONCLUSION 
 
 In this paper, we propose a privacy-preserving 
public auditing system for data storage security in 
cloud computing. We utilize the homomorphic linear 
authenticator and random masking to guarantee that 
the TPA would not learn any knowledge about the 
data content stored on the cloud server during the 
efficient auditing process, which not only eliminates 
the burden of cloud user from the tedious and 
possibly expensive auditing task, but also alleviates 
the users’ fear of their outsourced data leakage. We 
design a secure data sharing scheme, Mona, for 
dynamic groups in an untrusted cloud. In Mona, a 
user is able to share data with others in the group 
without revealing identity privacy to the cloud.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Additionally, Mona supports efficient user revocation 
and new user joining. Extensive analysis shows that 
our schemes are provably secure and highly efficient.  
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