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Abstract: Security has remained a constant issue for Open Systems and internet, when we are talking about security cloud 
really suffers. Lack of security is the only hurdle in wide adoption of cloud computing. Cloud computing is surrounded by 
many security issues like securing data, and examining the utilization of cloud by the cloud computing vendorsThe wide 
acceptance WORLD WIDEWEB has raised security risks along with the uncountable benefits, so is the case with cloud 
computing. The boom in cloud computing has brought lots of security challenges for the there is a bulk request or sudden 
request from the client, security verification of client SLA consumers and service provider 
 
 
I. INTRODUCTION 
 
In the modern world cloud at its begning was 
normally treated as a VPN style network,that is the 
security is provided based on the trust relationship 
between cloud server and the client ,cloud server 
check the SLA of the client based on that service 
provided.,there is no central mechanism for the 
provision of security , also it is important to notice 
that incase of on demand services there is no special 
security feature implemented in it .From the 
perspective of data security, which always been an 
important aspect of quality of service,. Cloud 
Computing inevitably poses new challenging security 
threats for number of reasons. Traditional 
cryptographic primitives for the purpose of data 
security protection cannot be directly adopted due to 
the fact that user s lose the control of data under 
Cloud Computing. Therefore, verification of correct 
data storage in the cloud must be conducted without 
explicit knowledge of the whole data. Considering 
various kinds of data for each user stored in the cloud 
and the demand of long term continuous assurance of 
their data safety, the problem of verifying correctness 
of data storage in the cloud becomes even more 
challenging. Cloud Computing is not just a third party 
data warehouse. The data stored in the cloud may be 
frequently updated by the users, including insertion, 
deletion, modification, appending, reordering, etc. To 
ensure storage correctness dynamic data update is 
done. In case of on demand services, when for each 
request is practically impossible and data migration is 
also difficult. .SLA management is pretty insecure in 
the existing system; there is no provision for dynamic 
access control.  
 
Proposed System  
Security API for on demand services of IAAS, 
proposes an effective and flexible scheme for 
providing security to on demand services of IAAS. It 
is done in the fashion of a microkernel which acts as 
centralized controller for the security issues. It 
handles the access of resource as well as controls the  

 
resource for request, here DACI is implemented and 
SLA management is properly done and also WS-
agreements are being verified. The API is a mediation 
point for all resources, so total control is done by 
API. On demand service request are specially handled 
there is a separate module for it other than from data 
security which is done in a distributed scheme with 
explicit dynamic data support to ensure the 
correctness of users  data in the cloud. We rely on 
erasure correcting code in the file distribution 
preparation to provide redundancies and guarantee 
the data dependability. This construction drastically 
reduces the communication and storage overhead as 
compared to the traditional replication-based file 
distribution techniques. By utilizing the 
homomorphic token with distributed verification of 
erasure-coded data, our scheme achieves the storage 
correctness insurance as well as data error 
localization: whenever data corruption has been 
detected during the storage correctness verification, 
our scheme can almost guarantee the simultaneous 
localization of data errors, i.e., the identification of 
the misbehaving server(s). Compared to many of its 
predecessors, which only provide binary results about 
the storage state across the distributed servers, the 
challenge-response protocol in our worth further 
provides the localization of data error.  

 New scheme supports secure and efficient dynamic 
operations on data blocks, including: update, delete 
and append and differ from application ensuring data 
integrity.  
 
 Extensive security and performance analysis 

shows that the proposed scheme is highly 
efficient and resilient against Byzantine failure, 
malicious data modification attack, and even 
server colluding attacks.  

 SLA life cycle is being taken in to consideration 
and separate priority table is maintained for the 
client for easy resource request, so the dynamic 
service request is made possible and it is easy as 
well.  
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  Dynamic access control infrastructure is 
implemented, for controlling of resource access 
in a uniformed fashion.  

Common Security Services Interface (CSSI) and 
additional mechanisms for binding sessions and 
security context between provisioned services and it 
support virtualized platform. 
 
II. SYSTEM DESIGN 
 
Module Specification describes the different 
functional components and modules that are present 
in the Security API. Functional specification first 
gives the details of the overall architecture which 
specify what all things the Security API will contain 
and their functional details. It will have overall 
architecture diagram. It specifies the module details 
and their description in detail. 3.1 OVERALL 
ARCHITECTURE Representative network 
architecture for Cloud Data Storage contains, three 
different network entities can be identified as follows: 
  User  
Users, who have data to be stored in the cloud and 
rely on the cloud for data computation, consist of 
both individual consumers and organizations.  
 Cloud Service Provider (CSP)  
CSP has significant resources and expertise in 
building and managing distributed cloud storage 
servers, owns and operates live Cloud Computing 
systems.  
 
 Security API  
API which controls the security attribute as well as 
look after the resource management .API will do the 
security organization as well as manage data security.  
Cloud data storage Module Cloud data storage 
Module, a user stores his data through a CSP into a 
set of cloud servers, which are running 
simultaneously, the user interacts with the cloud 
servers via CSP to access or retrieve his data. \in 
some cases, the user may need to perform block level 
operations on his data and should be equipped with 
security means so that they can make continuous 
correctness assurance of their stored data even 
without the existence of local copies [4]. Users do not 
necessarily have the time, feasibility or resources to 
monitor their data. They can delegate the tasks to 
optional trustesecurity API of their respective choices 
[4]. In our model, we assume that the point-to-point 
communication channels between each cloud server 
and the user is authenticated and reliable, which can 
be achieved in practice with little overhead.  
 
 Cloud Authentication Server     
The Authentication Server (AS) functions as any AS 
would with a few additional behaviors added to the 
typical client-authentication protocol. The first 
addition is the sending of the client authentication 
information to the masquerading router. The AS in 
this Fig 3.1 also functions as a ticketing authority, 

controlling permissions on the application network. - 
Fig 3.1Overall Architecture 12 3.2 MODULES 
Security API for on demand IAAS services contain 
mainly four modules which together make the project 
as a whole ,each one has designated function which 
really important for the project existence ,the detailed 
explanation of the modules are as follows.  
  Setting up a IAAS cloud  
  Accessing virtual resources and Creating the 

API  
  Implementing security  
  Deploying the application  
 
Setting up a IAAS Cloud For running the project, an 
IAAS cloud environment is needed, which will 
provide infrastructure services such as storage 
service, virtual machine, and load balancer. It can be 
done either by taking a service from any one of the 
cloud provider available such as Amazon, after 
getting the service we will start accessing the virtual 
machine. It is also an easy technique as the cloud 
provider is in good number and they are providing 
service at reasonable rates. But it is always better to 
setup a private cloud of our own as it will help to 
configure the project easily, because our server and 
custom made settings match well with the API and 
we could include built in features while establishing 
the cloud itself, now about setting up that IAAS 
cloud. Choosing of the proper OS for the cloud 
environment is done based on that cloud component 
tools are installed and Opennebula platform 
supporting that OS is installed [7]. Thus the private 
cloud for running IAAS on demand service is ready.  
      
Accessing virtual resources and Creating the API - 
Virtualized resource are an important part of the 
cloud , so accessing of those resource like storage , 
virtual machine ,load balancer should be done in a 
uniform manner so that there is no chance of error in 
access. Especially as the project is concentrating on 
the on demand services focus for this module is high 
module also concentrated on the creation of the API 
which controls the security all together. 13 IAAS on 
demand resources must be accessed in synchronized 
manner; also there should be a limit in the access of 
resource judged by the priority in the client table. 
Another thing is that all resources must be accessed 
from a single Access point that is centralized control 
in a distributed cloud. The approach followed in the 
project is a two level API, containing a user API as 
well as Cloud richer API as shown in Fig 3.2, but 
only the implementation of the richer cloud API is 
done. Here the key thing with API is that it will 
manage the resource request and transfer it to cloud 
service provider. Every single request even on 
demand will directly come and go through API. So 
we call it as the mediation point of all resources. As 
only there is single entity controlling there is no 
chance of error. Fig 3.2 IAAS MODEL 
Implementation resource mapped object (RMO) is 
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being done. The lifetimes of RMOs directly 
correspond to those of resources. While accessing or 
before accessing the SLA of the client is to be passed 
on to the server and as well as security API and the 
authentication center .As the amount resource it 
dynamically access based on some scheduling 
strategy we must create a table of priority . 14 Fig 3.3 
API Architecture. 
 
Creating the security API  
Designing of the API is the foremost part of the IAAS 
security system. Security infrastructure gives the idea 
that it will have security in various levels. API should 
be designed on the basis of the architecture in Fig.3.3 
such a way that every resource in cloud can be 
controlled by it. Also every client can access the API 
from any part, It should have dedicated connection to 
the service provider and also cloud storage, it should 
receive the request from client separate its SLA and 
pass SLA to the authentication center to process it, it 
should be able to create a table to manage the client 
SLA detail and service request entry. Now look at 
how can it be created actually, our microkernel was 
implemented using Java RMI and Scala Actors. 
Because the resources in our architecture were 
abstracted as objects, Java RMI was used to access 
remote objects. Scala Actors, on the other hand, were 
used for asynchronous communications such as event 
notifications similar to those by UNIX signals..One 
of the advantages of this architecture was that our 
Microkernel could be a single mediation point for all 
access to resources because their access must get 
through this layer.     
 
III. IMPLEMENTING SECURITY  
 
Security infrastructure of the project should address 
two aspects of the IAAS operation and dynamic 
security services provisioning: (1) provide security 
infrastructure for secure Cloud IAAS operation; (2) 
provisioning dynamic security services, including 
creation and management of the dynamic security 
associations, as a part of the provisioned composite 
services or virtual infrastructures. For this an scheme 
of SLA management solution is based on the WS-
Agreement and allows dynamic SLA management 
during the whole provisioned services lifecycle. 
Dynamically provisioned access control infrastructure 
(DACI) is being implemented, security tokens used 
for access control, policy enforcement and 
authorisation session context exchange between 
provisioned infrastructure services and Cloud 
provider services.API uses the Digital signature and 
Hyper Elliptical cryptography to implement data 
security.  
 
Security structure  

 Cloud IAAS environment analysis for 
security services/infrastructure design:  

 Data protection both stored and “on-wire” that 
include beside necessary confidentiality, 
integrity, access control services, also data 
lifecycle management and Synchronization.  

 Access control infrastructure virtualisation and 
dynamic provisioning, including 
dynamic/automated policy composition or 
generation.  

 Security services lifecycle management, in 
particular related services metadata and 
properties, binding to main services.  

 Security sessions and related security context 
management during the whole security services 
lifecycle, including binding security context to 
the provisioning session and virtualisation 
platform.  

 Dynamic security associations (DSA) and 
trust/key management, including virtual 
infrastructure trust anchors bootstrapping during 
deployment stage, what should provide fully 
verifiable chain of trust from the user 
client/platform to the service/data runtime 
environment. 

 SLA management, including initial SLA 
negotiation and further SLA enforcement at the 
planning and operation stages  
 

3.3.2 Security features  
Security solutions for data handling in Clouds should 
cover the following compatibility scenarios in order 
to eliminate user concerns on cloud security that arise 
from perceived loss of control over data while using 
Cloud services: Separation: to enable separation 
between processing and storage services (with 
assumption that they will not collude).  
 Availability: to ensure data availability to user if 

provisioned service goes off .  
 Migration: to provide independence of storage 

service provider.  
 Tunnelling: to provide guarantee against 

colluding in separation scenario.  
 Cryptography: to guarantee confidentiality and 

integrity in tunnelling service.  
 
3.3.3 Security algorithm and design  
 
 Security is implemented with the help of Digital 

signature and Hyper elliptical cryptography.  
 SLAM management.SLA maintain a life cycle 

established and high level security established  
  SSLM describes security services operation in 

generically distributed multi domain 
environment and extends the existing SLM 
frameworks with the additional stages 
“Reservation Session Binding and “Registration 
and Synchronisation, upgrade or migration  

  Remote data protection is done by binding the 
provisioning session context and remote run-time 
environment  
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  Digital signature is made for each client that 
associates to CSP  

  SLA is embedded with Digital Signature using 
secure encryption technique  

  Encryption technique like RSA cryptography is 
used.  

 DS algorithm will have high provision of key 
strength as well as when it is encrypted and 
decrypted in the elliptical fashion the security is 
quite high. Cloud security model and their 
various level of Architecture are shown in 
Fig:below 

 
IV. DEPLOYING AND TESTING THE 

APPLICATION  
 
Security API is created is on java, so API has to be 
made an executable war file then API is to be moved 
the cloud storage part.Eclipse IDE can be used 
develop as well as publish the java application. 
Server should be informed about application location 
and details. Application should be deployed properly 
in the correct version and matching environment. We 
should take care of the parameters that input to the 
API, war file should be proper extension to be 
compatible. Client shouldn t have access to these 
API files .then choose the proper java server in the 
machine on which cloud server is deployed to run the 
API. Then proper testing whether the API is working 
correctly, whether the resource are controlled, 
whether the SLA management is done are being 
tested. Security implementation is cross verified.  
 
Implementation details 
OpenNebula is an open-source cloud computing 
toolkit for managing heterogeneous distributed data 
center infrastructures. The OpenNebula toolkit 
manages a data center's virtual infrastructure to build 
private, public and hybrid IAAS (Infrastructure as a 
Service) clouds. OpenNebula orchestrates storage, 
network, virtualization, monitoring, and security 
technologies to deploy multi-tier services as virtual  

 
machines on distributed infrastructures, combining 
both data center resources and remote cloud 
resources, according to allocation policies 
Opennebula is a private cloud it usually works with 
help of a server on which the opennebula server is 
being installed and a node on which kvm Hypervisor 
is being installed . First a virtual machine is being 
setup and a template is designed and it made a gold 
image which will be replicated again, Image is stored 
inside the node on which hypervisor with Libvirt is 
installed and then we use the Opennebula to replicate 
the images as needed so any number of similar 
images can be developed without much effort, it can 
be either Linux, Windows according to the gold 
image Here a single machine installation is being 
explained  
 

 Start installation of Ubuntu 12.04 64 bit server 
from a CDROM or bootable USB drive.  
 Make use of following table for installation 

specific values.  
  Once you set the host name and select eth0 as 

Primary n/w, while DHCP process runs, press 
cancel button, which will enable you to enter 
IP address ,netmask, gateway manually.  

  Set the user name (e.g: localadmin) and 
password localadmin  

  In case of no Proxy server, just press enter.  
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  While asked select “no automatic updates” to 
save time  

  Choose only Open SHH Server from the 
“Software Selection” page.  

 Have GRUB installed 
 Do the needful network interfacing 
 Install the bridge utilities. 
 Create a user One Admin with super user 

power. 
 Make a password less ssh login to the One host 

ready. 
 Download and install Opennebula using tar 

file. 
 Create a suitable database mysql for 

opennebula 
 Make an image of the os which u want 
 Make a template of os ready 
 Use that template as base image and then start 

virsh 
 
Application Implimentaion 
Application for controlling the cloud is build with 
two technologies, Interfaces is build with the help of 
ASP.NET which gives the user a cloud portal which 
is running and in the background the JAVA code 
which is connected with the cloud will work, In java 
code we will be creating a Opennebula client which 
will act within the apache server which will be 
virtualized version of original cloud and we provide 
the IP and the template name of the which type of 
virtual machine to be created .Then we have many 
Opennebula library files which help us properly sink 
with the cloud. API has following services  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Starting the cloud server  
  Measuring performance of the cloud server  
  Starting the additional nodes if any  
  Choosing template range for creating instance  
  Choosing the PEM file which is RSA 

encrypted  
  Choosing SLA for the virtual machine  
  Verifying SLA of the node  
  Choosing IP range for the virtual machine  
  Instance management  
  Volume management  
  On demand service management  
  Load management of node  
  Tactical overview of the cloud  
  Status of the cloud  
  VM status view  
  VM running processes view  
  Putty a VM  

  
CONCLUSION  
 
This paper deals about an API capable of handling 
the IAAS Private Cloud. The API is controlling an 
OPENNEBULA private cloud, it manages all the 
services such as creating instance, managing instance, 
data security, SLA management, Encryption, Load 
Management, SLA creation verification, Volume 
management etc .It has the power to manage On 
demand services of IAAS . Whenever a request 
comes it is being checked with the load and if Load is 
low multiple instances can be created. Similarly it 
manages the SLA life cycle. If SLA expires the 
instance will be removed. It protects the data transfer 
between instances. It also has security based on 
digital signature made by RSA and ADES. The API 
thus controls every aspect of IAAS cloud. 
 
 
 
 
 
 
 
 
 
 
 

 


