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Abstract—in this paper we have presented the extended approach for cloud computing data security and integrity 
verification with dynamics data under the multiple users. Cloud computing provides more advantages for the users to create 
and data storing in the remote servers thereby utilizing fewer assets in client scheme. Before the efficient approach is 
presented with single client which is gets attached with TPA and CSS (Cloud Storage Server) for data dynamics and 
integrity verification. Although under the cloud environment there may be multiple clients connected with CSS; hence we 
are aspiring to utilize the approach effectively for such situations by utilizing the concept of synchronization of multiple 
clients with TPA and CSS. This paper is focusing over security and integrity of facts and figures retained at untrusted or 
semi-trusted cloud storage server under multiple purchasers. We first identify the difficulties and potential security problems 
of direct extensions with fully dynamic data updates from prior works. Here significantly it desires to monitor the jobs 
related to data auditing effectively as per the clients demands. The introduction of TPA eliminates the involvement of the 
client through the auditing of whether his data stored in the cloud are indeed intact, which can be important in achieving 
economies of scale for Cloud Computing. The suggested scheme is capable of carrying both public audit ability as well as 
facts and figures dynamics. Merkle Hash Tree is furthermore utilized for advancing the grade of authentication. The new 
security model for data blocks security is presented.  
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I. INTRODUCTION 

 
Several trends are opening up the era of Cloud 
Computing, which is an Internet-based development 
and use of computer technology. The ever cheaper 
and more powerful processors, together with the 
software as a service (SaaS) computing architecture, 
are transforming data centers into pools of computing 
service on a huge scale. Meanwhile, the increasing 
network bandwidth and reliable yet flexible network 
connections make it even possible that clients can 
now subscribe high-quality services from data and 
software that reside solely on remote data centers. 
Although envisioned as a promising service platform 
for the Internet, this new data storage paradigm in 
“Cloud” brings about many challenging design issues 
which have profound influence on the security and 
performance of the overall system. In order to solve 
the problem of data integrity checking, many schemes 
are proposed under different systems and security 
models [2],[3],[4], [5], [6], [7]. In all these works, 
great efforts are made to design solutions that meet 
various requirements: high scheme efficiency, 
stateless verification, unbounded use of queries and 
retrievability of data, etc. Considering the role of the 
verifier in the model, all the schemes presented 
before fall into two categories: private auditability 
and public auditability. Although schemes with 
private auditability can achieve higher scheme 
efficiency, public auditability allows anyone, not just 
the client (data owner), to challenge the cloud server 
for correctness of data storage while keeping no 
private information. Then, clients are able to delegate  

 
the evaluation of the service performance to an 
independent third party auditor (TPA), without 
devotion of their computation resources. In the cloud, 
the clients themselves are unreliable or may not be 
able to afford the overhead of performing frequent 
integrity check with public auditability, which is 
expected to play a more important role in achieving 
economies of scale for Cloud Computing. Moreover, 
for efficiency consideration, the outsourced data 
themselves should not be required by the verifier for 
the verification purpose. Another major concern 
among previous designs is that of supporting dynamic 
data operation for cloud data storage applications. In 
Cloud Computing, the remotely stored electronic data 
might not only be accessed but also updated by the 
clients, e.g., through block modification, deletion, 
insertion, etc. Our contribution can be summarized as 
follows: 
 
1) We motivate the public auditing system of data 
storage security in Cloud Computing, and propose a 
protocol supporting for fully dynamic data 
operations, especially to support block insertion, 
which is missing in most existing schemes. 
2) We extend our scheme to support scalable and 
efficient public auditing in Cloud Computing. In 
particular, our scheme achieves batch auditing where 
Multiple delegated auditing tasks from different users 
can be performed simultaneously by the TPA. 
3) We prove the security of our proposed construction 
and justify the performance of our scheme through 
concrete implementation and comparisons with the 
state of the art. 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 2, Issue- 1, May-2014 

 Efficient Method For Cloud Data Storage And Security Based On Third Party Auditor 
 

15 

II. LITERATURE REVIEW 
 

Recently, much of growing interest has been pursued 
in the context of remotely stored data verification [2], 
[3], [4], [5], [6], [7]. Atenieses et al. [2] are the first to 
consider public auditability in their defined “provable 
data possession” model for ensuring possession of 
files on untrusted storages. In their scheme, they 
utilize RSAbased hemimorphic tags for auditing 
outsourced data, thus public auditability is achieved. 
However, Ateniese’s et al. does not consider the case 
of dynamic data storage, and the direct extension of 
their scheme from static data storage to dynamic case 
may suffer design and security problems. In their 
subsequent work, Ateniese et al. propose a dynamic 
version of the prior PDP scheme. However, the 
system imposes a priori bound on the number of 
queries and does not support fully dynamic data 
operations,i.e., it only allows very basic block 
operations with limited functionality, and block 
insertions cannot be supported. In Wang et al. 
consider dynamic data storage in a distributed 
scenario, and the proposed challenge-response 
protocol can both determine the data correctness and 
locate possible errors. Similar to the only consider 
partial support for dynamic data operation. Juels and 
Kaliski [3] describe a “proof of retrievability” model, 
where spotchecking and error-correcting codes are 
used to ensure both “possession” and “retrievability” 
of data files on archive service systems. Specifically, 
some special blocks called “sentinels” are randomly 
embedded into the data file F for detection purpose, 
and F is further encrypted to protect the positions of 
these special blocks. However, like the number of 
queries a client can perform is also a fixed priori, and 
the introduction of precomputed “sentinels” prevents 
the development of realizing dynamic data updates. 
In addition, public auditability is not supported in 
their scheme. Shacham and Waters [4] design an 
improved PoR scheme with full proofs of security in 
the security model defined in [3]. They use publicly 
verifiable homomorphic authenticators built from 
BLS signatures, based on which the proofs can be 
aggregated into a small authenticator value, and 
public retrievability is achieved. How to achieve a 
secure and efficient design to seamlessly integrate 
these two important components for data storage 
service remains an open challenging task in Cloud 
Computing. First before the introduction of our 
proposed construction, we present two basic solutions 
(i.e., the MAC-based and signature-based schemes) 
for realizing data auditability and discuss their 
demerits in supporting public auditability and data 
dynamics. Second, we generalize the support of data 
dynamics to both PoR and PDP models and discuss 
the impact of dynamic data operations on the overall 
system efficiency both. Third, we extend our data 
auditing scheme for the single client and explicitly 
include a concrete description of the multiclient data 
auditing scheme. Finally,for the proposed theorems in 

this paper, we provide Formal security proofs under 
the random oracle model, which are lacking in [1].                  
 
III. PROBLEM STATEMENT 
 
Client: an entity, which has large data files to be 
Stored in the cloud and relies on the cloud for data 
Maintenance and computation can be either 
individual consumers or organizations; 
Cloud Storage Server (CSS): an entity, which is 
managed by Cloud Service Provider (CSP), has 
significant storage space and computation resource to 
maintain the client’s data; 
Third Party Auditor: an entity, which has expertise 
and capabilities that clients do not have, is trusted to 
assess and expose risk of cloud storage services on 
behalf of the clients upon request. 
 

 
Fig. 1 Cloud data Storage Architecture 

 
In the cloud paradigm, by putting the large data files 
on the remote servers, the clients can be relieved of 
the burden of storage and computation. As clients no 
longer possess their data locally, it is of critical 
importance for the Clients to ensure that their data are 
being correctly stored and maintained. That is, clients 
should be equipped with certain security means so 
that they can periodically verify the correctness of the 
remote data even without the existence of local 
copies. In case that client does not necessarily have 
the time, feasibility or resources to monitor their data, 
they can Delegate the monitoring task to a trusted 
TPA.In this paper, we only consider verification 
schemes with public auditability: any TPA in 
possession of the public key can act as a verifier. For 
application purposes, the clients may interact with the 
cloud servers via CSP to access or retrieve their 
prestored data. 
 
IV. DESIGN GOALS 
 
Our design goals can be summarized as the 
following: 

1) Public auditability for storage correctness 
assurance: to allow anyone, not just the clients 
who originally stored the file on cloud servers, 
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to have the capability to verify the correctness 
of the stored data on demand. 

2) Dynamic data operation support: to allow the 
clients to perform block-level operations on 
the data files while maintaining the same level 
of data correctness assurance.The design 
should be as efficient as possible so as to 
ensure the seamless integration of public 
auditability and dynamic data operation 
support. 

3) Block less verification: no challenged file 
blocks should be retrieved by the verifier (e.g., 
TPA) during verification process for efficiency 
concern. 

 
Data Security Model  
In the security model defined in [4], we say that the 
checking scheme is secure if 1) there exists no 
polynomial time algorithm that can cheat the verifier 
with non-negligible probability, and 2) there exists a 
polynomial time extractor that can recover the 
original data files by carrying out multiple challenges 
responses. The client or TPA can periodically 
challenge the storage server to ensure the correctness 
of the cloud data, and the original files can be 
recovered by interacting with the server. The authors 
in [4] also define the correctness and soundness of 
their scheme: the scheme is correct if the verification 
algorithm accepts when interacting with the valid 
prover (e.g., the server returns a valid response) and it 
is sound if any cheating server that convinces the 
client it is storing the data file is actually storing that 
file. Note that in the game between the adversary and 
the client, the adversary has full access to the 
information stored in the server, i.e., the adversary 
can play the part of the prover (server). The goal of 
the adversary is to cheat the verifier successfully, i.e., 
trying to generate valid responses and pass the data 
verification without being detected. 

Our security model has subtle but crucial 
difference from that of the existing PDP or PoR 
models [2], [3], [4] in theverification process. As 
mentioned above, these schemes do not consider 
dynamic data operations, and the block insertion 
cannot be supported at all. This is because the 
construction of the signatures is involved with the file 
index information i. Therefore, once a file block is 
inserted, the computation overhead is unacceptable 
since the signatures of all the following file blocks 
should be recomputed with the new indexes. 

 

Proposed Work 
In this section, we present our security protocols for 
cloud data storage service with the forementioned 
research goals in mind. We start with some basic 
solutions aiming to provide integrity assurance of the 
cloud data and discuss their demerits. Then, we 
present our protocol which supports public 
auditability and data dynamics. We also show how to 
extent our main scheme to support batch auditing for 
TPA upon delegations from multiuser. 
 
Notation and Preliminaries Merkle hash tree: 
A Merkle Hash Tree (MHT) is a well-studied 
authentication structure, which is intended to 
efficiently and securely prove that a set of elements 
are undamaged and unaltered. It is constructed as a 
binary tree where the leaves in the MHT are the 
hashes of authentic data values. Figure. 2 depicts an 
example of authentication. The verifier with the 
authentic hr requests for x2, x7 and requires the 
authentication of the received blocks.MHT is 
commonly used to authenticate the values of data 
blocks. However, in this paper, we further employ 
MHT to authenticate both the values and the positions 
of data blocks.We treat the leaf nodes as the left-to-
right sequence, so any leaf node can be uniquely 
determined by following this sequence and the way of 
computing the root in MHT. 
 
Basic Solutions 
Assume the outsourced data file F consists of a 
finiteOrdered set of blocks m1, m2,,mn. One 
straightforward way to ensure the data integrity is to 
precomputes MACs for the entire data file. 
Specifically, before data outsourcing, the data owner 
precomputes MACs of F with a set of secret keys and 
stores them locally. During the auditing process, the 
data owner each time reveals a secret key to the cloud 
server and asks for a fresh keyed MAC for 
verification. This approach provides deterministic 
data integrity assurance straightforwardly as the 
verification covers all the data blocks. However, the 
number of verifications allowed to be performed in 
this solution is limited by the number of secret keys. 
Once the keys are exhausted, the data owner has to 
retrieve the entire file of F from the server in order to 
compute new MACs, which is usually impractical 
due to the huge communication overhead. Moreover, 
public audit ability is not supported as the private 
keys are required for verification. 
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Another basic solution is to use signatures instead 
ofMACs to obtain public auditability. The data owner 
Precomputes the signature of each block mi sends 
both F and the signatures to the cloud server for 
storage. To verify the correctness of F, the data owner 
can adopt a spot-checking approach, i.e., requesting a 
number of randomly selected blocks and their 
corresponding signatures to be returned. This basic 
solution can provide probabilistic assurance of the 
data correctness and support public auditability. 
However, it also severely suffers from the fact that a 
considerable number of original data blocks should 
be retrieved to ensure a reasonable detection 
probability, which again could result in a large 
communication overhead and greatly introduce 
efficient Our Construction To effectively support 
public auditability without having to retrieve the data 
blocks themselves; we resort to the homomorphic 
authenticator technique [2], [4]. Homomorphic 
authenticators are unforgeable metadata generated 
from individual data blocks, which can be securely 
aggregated in such a way to assure a verifier that a 
linear combination of data blocks is correctly 
computed by verifying only the aggregated 
authenticator. In our design, we propose to use PKC-
based homomorphic authenticator (e.g., BLS 
signature [4] or RSA signature-based authenticator 
[2]) to equip the verification protocol with public 
auditability. 
 
Dynamic Data Operation with Integrity Assurance 
Now we show how our scheme can explicitly and 
efficiently handle fully dynamic data operations 
including data modification (M), data insertion (I), 
and data deletion (D) for cloud data storage. Note that 
in the following descriptions, we assume that the file 
F and the signature have already been generated and 
properly stored at server. The root metadata R has 
been signed by the client and stored at the cloud 
server, so that anyone who has the client’s public key 
can challenge the correctness of data storage. 
 
Data Modification: 
We start from data modification, which is one of the 
most frequently used operations in cloud data storage. 
A basic data modification operation refers to the 
replacement of specified 
blocks with new ones. 
 
Data Insertion: 
Compared to data modification, which does not 
change the logic structure of clients data file, another 
general form of data operation, data insertion, refers 
to inserting new blocks after some specified positions 
in the data file F. 

 
Fig 4: Data Insertion 

 
Data Deletion: 
Data deletion is just the opposite operation of data 
insertion. For single block deletion, I refer to deleting 
the specified block and moving all the latter blocks 
one block forward. Suppose the server receives the 
update request for deleting block mi, it will delete mi 
from its storage space, delete the leaf node in the 
MHT and generate the new root metadata R0 (see the 
example in Fig. 4). the details of the protocol 
procedures are similar to that of data modification 
and insertion, which are thus omitted here. 
 
Batch Auditing for Multiclient Data 
As cloud servers may concurrently handle multiple 
verification sessions from different clients, given K 
signatures on K distinct data files from K clients, it is 
more advantageous to aggregate all these signatures 
into a single short one and verify it at one time. To 
achieve this goal, we extend our scheme to allow for 
provable data updates and verification in a multiclient 
system. The key idea is to use the Bilinear aggregate 
signature scheme, as in the BLS based construction, 
the aggregate signature scheme allows the creation of 
signatures on arbitrary distinct messages. Moreover, 
it supports the aggregation of multiple signatures by 
distinct signers on distinct messages into a single 
short signature, and thus greatly reduces the 
communication cost while providing efficient 
verification for the authenticity of all messages. 

 

 
Fig 5: System Flow Diagram 

 
V. RESULT 
 
We have implemented the above algorithms using 
above algorithms for data dynamics and security over 
cloud. We have done implantation using the Java 
technologies. During the implementation we have 
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made three parts which are major components of 
proposed approach such as clients, third party auditor 
and cloud servers in order to store clients data. As can 
be seen in fig. 6, it is evident that the proposed RSA 
based scheme communication cost of DPRP scheme 
is more when compared with the proposed RSA 
based scheme. RSA based approach is yielding more 
performance.As can be seen in fig.7, number of 
clients in the system and average auditing time per 
client are plotted in x and y axes respectively. 

 
Fig. 6 shows communication cost over block size 

 
Fig.7 shows average auditing time per client 

 
CONCLUSION 
 
As in this paper we offered the expanded approach 
for dynamics data and security of cloud base by 
proposing the form based on multiple clients. We 
recognized the difficulty of existing scheme as it was 
employed best in case of single client, although 
further it has to be expanded in case of multiple 
clients. In alignment to get data dynamics that are 
productive, the current verification of storage models 
is increased through manipulation of the development 
of classic Merkle Hash Tree for authentication of 
impedes tag.  
 
 
 
 
 
 
 
 
 
 
 

For carrying intelligent handling of multiple auditing 
tasks, the method of additive combination signature is 
more discovered for expanding the most result into a 
multiuser setting, while TPA throughout a place to 
perform multiple auditing tasks in a concurrent kind. 
This system is applicable to large public databases 
such as digital libraries, astronomy, medical archives 
etc. 
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