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Abstract-- In today’s era Cloud computing become such an advance technique which is used to store data from various 
resources by the user. It implies a service oriented architecture through offering software’s and platforms as services, 
reduced information technology overhead for the end-user, great flexibility, reduced total cost of ownership, on demand 
services and many other things. A cloud is a pool of virtualized computer resources. It is difficult for the user to store entire 
data within the system; therefore clouds are formed to store the user data. User can store as much large amount of the data as 
user wants. This data stored in the cloud must be integrated, the integrity of the data is thus has to be checked and maintain 
with the help of Trusted third party. Only trusted third party has the authority to check and to maintain the integrity f the 
data. The main approach of this paper is to check the integrity of the data stored and to maintain the security by using 
cryptography method. 
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I. INTRODUCTION 
 
In upcoming Era as the technology growing faster the 
mode of storing the data or the files are also 
simultaneously growing faster. One of the recent 
technologies regarding storing of the data or files is 
Cloud Computing technique. Since, it is based on the 
environment of open architecture. It has capability to 
incorporate multiple external cloud services together 
to provide high interoperability such distributed 
environment is called as multi-cloud. This multi-
cloud allows users or clients to easily access their 
resources remotely through interfaces and also deploy 
a proxy between users and multiple clouds it also 
stripe data across multiple clouds. 
Due to its low price, scalability and platform 
independency cloud storage service has become a 
faster profit growth. Due to its platform independency 
client can use various tools and technologies that help 
the cloud service providers to construct distributed 
storage platform for cloud. However, if such an 
important platform is susceptible to security attacks, 
it would bring irrevocable losses to the clients. 
 
The tools or technologies exist for cloud computing 
are VMware, vsphere, and windows azure. As user 
store their data in multi-cloud the integrity of the data 
must be maintained along with the security, due to 
illegal access though the remote interface the user 
data must not get tampered or  lost the care must be 
taken, to provide user from such issues the security 
techniques along with integrity must be established . 
There are various techniques for maintaining integrity 
such as PDP, POR, CPDP, and DPDP. Regarding 
security techniques various encryption protocols are 
been studied but the issue of encryption for security 
in the organization still arises regarding identity 
attributes, content attributes. 

 
II. PROPOSED WORK 
 

A. Problem definition 
The issue regarding the storage in multi-cloud and the 
security in the clouds are highlighting as the 
technology is getting advanced and on demand. As 
user accessing the data stored in multi-cloud the risk 
of integrity is increasing for the owner who owns its 
data stored in cloud. So to reduce the issue of 
integrity ECC encryption concept is been used. As 
there are various cryptographic algorithms that are 
been used but ECC plays it role best in maintaining 
security. The problem formulated above will be 
addressed by this paper in the context of a specific 
case. That will help reduce the complexity of the 
addressed question and allow us to focus on the exact 
issue with a minimum number of complementary 
aspects. 
 

B. Goal 
The main goal or objective of the paper is to provide 
user/client to easily access their outsourced data 
stored in multi-cloud by maintaining integrity. User 
must easily access data whenever required without 
getting the data tempered or deleted, the owner of the 
data must get the right and accurate data even if it is 
updated by any client. 

C. Proposed system 
To check the availability and integrity of outsourced 
data in multi-cloud storages, researchers have 
proposed two basic approaches called Provable Data 
Possession and Proofs of Retrievability .Ateniese et 
al. first proposed the PDP model for ensuring 
possession of files on un-trusted storages and 
provided an RSA-based scheme for a static case that 
achieves the communication cost. They also proposed 
a publicly verifiable version, which allows anyone, 
not just the owner, to challenge the server for data 
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possession..They proposed a lightweight PDP scheme 
based on cryptographic hash function and symmetric 
key encryption, but the servers can deceive the 
owners by using previous metadata or responses due 
to the lack of randomness in the challenges. The 
numbers of updates and challenges are limited and 
fixed in advance and users cannot perform block 
insertions anywhere. 
 
III. MODULE DESCRIPTION 
 
A. Formation of cloud using windows azure 
In this module according to the user the clouds will 
be created. Here I have u used window azure as a 
platform along with VMware. Likewise user can use 
various other tools and platform for cloud creation. 
 
B. Cloud database formation 
In this module the database for each field created or 
inserted within the cloud will be formed and will be 
maintained with the help of SQL services. 
 
C. Cloud functionality formation 
Here the cloud functionality or task are been assigned 
so that each cloud could perform the task and cloud 
execute eventually. 
 
D. Trusted third party formation 
TTP must be formed so that the data exchanged from 
one cloud to the other must be secure and should not 
leak the information while traveling. A trusted third 
party (TTP) is an entity which facilitates interactions 
between two parties where both trust the third party. 
The Third Party reviews all critical transaction 
communications between the parties, based on the 
ease of creating fraudulent digital content. In TTP 
models, the relying parties use this trust to secure 
their own interactions. TTPs are common in any 
number of commercial transactions. 
 
E. Linking the third party to the other 2 clouds 
Finally, the last module, where the third party module 
would be linked up with the other clouds that have 
been created and thus could perform the activity of 
maintaining security and prevent it from unauthorised 
user to access. 

At the end all the modules would be link up 
with one another and access the user data by 
maintaining security. 
 
IV. IMPLEMENTATION 
 

D. Experimental setup 
The main objective of the project is to develop or 
implement such a cloud storage where the user/client 
can store there data and can fetch the data whenever 
is been required. At the same time these data or files 
are also been made available for various other client. 
The only thing user is worried about the integrity and 
security of the data. These issue is also been covered 

in the project by using ECC algorithm to maintain 
integrity and security. For the proper execution of the 
project the environment regarding the project must be 
properly set. The software and hardware used or the 
project must be properly implemented. The main 
environment is of windows azure which must be 
properly implemented on the system where the 
project is to be run. After that VM ware must be 
installed as or creation of cloud and for supporting 
windows azure VM ware is used. Once, these setups 
are completed than SQL2008 and visual studio 
ultimate must be installed within VMware. After 
completion of all the set up and environment related 
to the project in the proper way then we are ready 
with our clouds to get created. After the clouds are 
been created the user can login securely to store their 
data. In the following will see how testing and results 
are been displayed and then analysis of the result are 
made. 
 
V. TESTING AND RESULTS 
 
A. Creation of clouds 
As the user requires clouds to store data, the first step 
is to create clouds. As we are dealing to store data in 
more than one cloud hence multi-clouds are to be 
created.  In these project three clouds are been 
created. First cloud is named as Malaysia cloud, 
Second cloud is named as Nagpur cloud and Third 
cloud is named as trusted third party. Here, the user 
will login to any one cloud then after signing in into 
the cloud can upload the data as required. 
Firstly user will login into the Malaysia cloud; fig 1 
shows the login made in Malaysia cloud. 
 

 
 

Fig.1 Login to Malaysia cloud 
 
After signing in into the Malaysia cloud the content 
within Malaysia cloud will be displayed where user 
can upload his/her own data. 
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Fig.2 Logged in to Malaysia cloud 

 

 
Fig.3 Continue framework of Malaysia cloud 

 
The fig 2 and fig 3 display the content available on 
cloud Malaysia. Here, user can sign up into the cloud 
and can upload his/her data. Any user can login into 
the cloud by using password and user name. The 
updates of the user will be available on the database. 
As in the above fig the Malaysia cloud consist of the 
following, 

E. User Id  
In user Id the user who logged in into cloud will be 
allocated with an Id. This Id can be used when other 
user wants to chat with the user or other user wants to 
use the content of the previous user. 

F. Subject 
As in this cloud I m dealing with the marks updates 
of the user, therefore in the subject field the subject 
according to the user will be uploaded. 

G. Marks 
This field will be uploaded by the marks of the user 

H. Out of  
This field will give the out of marks that is been 
required for the field marks. 
 
Then finally the marks of the user will be uploaded in 
the table as shown in fig 2. Likewise user can upload 
n numbers of data into the table. 
Also along with uploading the data if user wants to 
update, delete or insert any fields into the table is also 
possible. 

 
Fig 4 Table updated and inserted 

 
Fig.4 shows how the table is been inserted with new 
field, along with this user Id and user chat is also 
possible. In user hobbies field the user will be 
uploaded with his/her own hobbies. User can upload 
more than one hobby. If user wants to make any 
updates within these field than can do, here insertion 
and deletion of the fields are also been used. 
Also user can chat with several different users in the 
cloud by selecting the user from the list and sending 
the message to the selected user in the table. When 
the selected user gets logged i into the cloud he/she 
will get the message. This message will also display 
time and date when it was send fig.5 displays this 
concept. 
 

 
Fig.5 user hobbies and user chat 

 
From fig.1 User is Priyanka and sending message to 
sarita after send message option user Priyana wil log 
out and when user sarita gets logged in she will 
receive the message along with the time message 
send and date as shown in fig 6. 
 

 
Fig.6 user Sarita logged in to the cloud 
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After logging out from the Malaysia cloud user will 
login into the Nagpur cloud. 
 

B. Creation of Nagpur Cloud 
User will login into the Nagpur cloud after logging 
out from Malaysia cloud the content present on the 
Nagpur cloud is as same as that of Malaysia cloud but 
here again the user need to get login Nagpur cloud 
and upload the data. The data present by the same 
user in the two clouds can be same or can be 
different. If suppose the data present on the two 
clouds by the same user are different and if the user 
wants’ the data present on Malaysia cloud to be 
displayed on the Nagpur cloud then via trusted third 
party it is possible. 

 
Fig.7 Login into Nagpur cloud 

 
Fig above shows the login of user name priyanka into 
the Nagpur cloud. Once the user get login into the 
cloud the content are displayed. 

 
Fig.8 Nagpur cloud 

 
As in the above fig 8 user priyanka has uploaded the 
marks of subject Eco into the table. Now the user 
wants to upload the marks of subject English which 
was uploaded on the cloud Malaysia then using login 
via trusted third party present on Malaysia cloud as 
shown in fig 9 below. 
 

 
Fig.9 Logged in to Nagpur cloud via trusted third party 

 
After logging into the Nagpur cloud via trusted third 
party from Malaysia cloud the data of subject English 

with marks 86 out of 100 is been updated on Nagpur 
cloud as shown in fig 10. 

 
Fig.10 Nagpur cloud updated through Malaysia cloud 

 
Now as shown in the fig 7 the English marks 
uploaded by user priyanka in Malaysia cloud as 
shown in fig 4 is now uploaded to the Nagpur cloud 
through the same user priyanka. 
But now here the concept of security of the data 
arises, as the data from one cloud is been accessed 
into the other cloud the integrity and security of the 
cloud data must be maintained with the help of ECC 
cryptography algorithm. 
This is done in two processes. In first process 
encryption of the data is done and in second process 
decryption of the data in made to make it available on 
the required cloud. TTP is used to maintain security 
of the data. 
 

 
Fig.11 encrypting the data from Malaysia cloud 

 
As fig 11 shows that data from the Malaysia cloud is 
encrypted. Firstly the plain text data is shown, on 
which encryption is done. Then the pubic key is made 
which is also available with the Nagpur cloud along 
with the private cloud which is available with the 
Malaysia cloud and finally the plain text is been 
encrypted which will be only visible to the user of 
Nagpur cloud having the private key with itself along 
with the public key. The data is been encrypted at 
Malaysia cloud by the user and need to be decrypted 
at the Nagpur cloud by the same user is shown in the 
below fig 12. 
 

 
Fig.12 Decrypt data and transfer data to Nagpur cloud 
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The pain text which is been encrypted in the fig 11 is 
been decrypted as shown in the above figure and then 
decrypted using user private, pubic key and then the 
data is transferred to the Nagpur cloud. 
 

 
Fig.13 Data from Malaysia to Nagpur cloud 

 
As shown in the fig 13 the subject English which is 
available at the Malaysia cloud by the user priyanka 
with marks 86 out of 100 is now available on Nagpur 
cloud by the same user. Hence the security of the data 
is been maintained along with integrity. 
 
VI. ANALYSIS 
 
In this paper, various test cases and results were 
discussed it has been observed that the accuracy of 
the storing data in multiple clouds and maintaining 
integrity of the data. It is been analyzed from various 
literatures and research papers that the security of the 
data stored in multiple clouds is always affected. But 
in this project that has been overcome to a certain 
amount. The leakage of the data by an unauthorized 
person is also prevented by using ECC algorithm and 
creating a cloud as trusted third party (TTP).  
Later, the project can be tested to get the result more 
refined as compared to previous time. This 
refinement is been observed to get increased with the 
training of various cryptographic algorithm, more 
training more refine output. 
 
CONCLUSION 
 
This paper clearly facilities storing user data in multi-
cloud storage and maintaining, preventing 
information from unauthorized user/clients. There is 
an enhancement on the previous work on Multi-cloud 
storage and maintaining integrity using different data 
mining techniques by enhancing the process of 
elliptical curve cryptography which was not 
implemented in previous work. We also modified the 
process of storing the database retrieval of the data 
from the database depending upon the past behavior.  
 
 
 
 
 

So, hereby we can conclude that the objective of 
storing the data in multiple clouds and maintaining 
integrity of the data to refine the results is 
implemented. 
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