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Abstract- Cloud computing is the new era to providing various services to the customer at low cost. Many companies start 
to provide various cloud computing services for users at the same time these services also go with some security problems. 
Now most of cloud computing systems provide digital identity for users to access their services; this will bring some 
difficulty for a hybrid cloud that includes multiple private clouds or inter clouds system. Today most cloud computing 
system use asymmetric and conventional public key cryptography techniques to provide more data security and 
authentication. Identity-based cryptography has provided the new characteristics that seem to fit well the requirements of 
cloud computing. In this paper we try to implement high security measures to the inter cloud system using the AES 
encryption techniques. 
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I. INTRODUCTION 
 
Cloud Computing is a new computing and systematic 
model that provides the cloud computing services and 
a large amount of computing resources to the users. 
Users are able to acquire computing resource, storage 
space and other kinds of software services according 
to their needs [2]. In cloud computing, with a large 
amount of various computing resources, users can 
easily solve their issues with the resources provided 
by a cloud. This brings great flexibility for the users.  
Cloud computing has gone with new challenges and 
opportunities for authentication to the cloud. There is 
increasing demand that able to authentication for 
access services in cloud and data for both 
organization and consumers. Identity management is 
one of the most adverse factors that effect the success 
of Internet business applications [3]. Private clouds, 
also called internal clouds, are the private networks 
that provide cloud computing services to the set of 
users within internal network. Identity management 
offers the high security in a hybrid cloud that 
consisting multiple service providers has difficult 
especially for key delivery and mutual authentication. 
users to access the services in a cloud, a user digital 
identity is needed to manage the access control in 
cloud. Identity-based cryptography is a public key 
technology that allows the use of a public identifier of 
a user as the user’s public key [2]. In this paper we 
are propose the cryptography based algorithm to 
provide the high security and solve the problem of 
identity to inter cloud system. 
 
II. LITERATURE SURVEY 
 
SafiriyuEludioraet. al. propose user identity 
management protocol for cloud computing customers 
and cloud service providers. This protocol will 
authenticate and authorize customers/providers in 
other to achieve global security networks. The 

protocol will be developed to achieve the set global 
security objectives in cloud computing environments. 
Confidentiality, integrity and availability are the key 
challenges of web services’ or utility providers. A 
layered protocol design is proposed for cloud 
computing systems, the physical, networks and 
application layer [1].  
 
Liang Yan et. al. proposed the federated identity 
management in the cloud such that each user and 
each server will have its own unique identity, and the 
identity is allocated by the system hierarchically. 
With this unique identity and hierarchical identity 
based cryptography (HIBC), the key distribution and 
mutual authentication can be greatly simplified [2].  
 
Pankaja A. Hadoleet. al. proposes a system which is 
designed to improve the communication protocol in 
mobile computing. By improving means just to 
overcome the limitations of existing protocols. The 
Improved identity management protocol will 
minimize the network overhead for network 
companies which ultimately maintain the balance 
between profit and investment for network 
companies. In proposed scheme, authors has 
successfully improve upon IDM3G to design a fair 
and secure digital rights management of multimedia 
over 3G networks, which makes our proposed scheme 
more practical and easy to implement in the future [3] 
 
Bharat Bhargavaet. al. proposed and to extend the 
Microsoft’s CardSpace identity management tool, to 
include more robust security tokens using the zero 
knowledge proof concept. These security tokens are 
in the form of SAML token supported by Windows 
Communication Foundation (WCF) and authors can 
prove interoperable with the existing security 
platforms [5]. 
 
 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume-4, Issue- 2, Nov.-2016 

Implementation of High Security System For Inter Cloud 
 
2 

III. IDENTITY MANAGEMENT [4] 
 
Identity management is a large administrative level 
area that dealswith identifying individuals in a user in 
organization and make control over their access to the 
resources under that system by associating user rights 
and restrictions with the established identity. Identity 
management have many challenges such as 
provisioning, authentication and the use of strong 
authentication and to assure the accountability of 
third parties retrieving sensitive information and 
digital signatures to offers non-repudiation of online 
transactions. Authentication will require an 
organization to have the means to provide 
credentialsand to manage them in easy mannerfor 
their use in standard web environments. If an 
organization wants to ensure that the user is the right 
user before providing any credentials, then it must 
either use an true data source, such as a government 
data sourceor individual in person, getting ID 
information. For Strong authentication, it must be 
require that digital identification certificate and 
multiple authentication factors to protect the 
information and data of any organization. some 
specific organization environmenttake the 
fingerprints for authentication.  
 

1. NEED OF IDENTITY MANAGEMENT 
What is arisks? In terms of security, identity 
management in cloud computing is one area that will 
require increased attention if those benefits are to be 
fully realized. In order to access the sensitive data or 
information and resources, all the organizations 
monitors which person are accessing the resources or 
data in cloud and to ensure that they are accessing the 
data or resources in an appropriate manner. 
 

2. METHODOLOGY USED 
In the existing systems, the cloud designers 

have tried a lot of variations in security approaches to 
secure the cloud from any unwanted usage. But due 
to intercloud systems, identity management has been 
a major issue, which needs to be solved for providing 
security to the system. In the current systems, this is 
not done because of which the current cloud systems 
pose a higher security threat. 

 
To avoid the problem of identity management, we 
propose a 3 layered security system, which is based 
on, 
a. Sending request for an operation. 
b. SMS based security to prove request is legitimate 
c. User permission based model to accept/reject the 
request and perform an action. 
 

3. SYSTEM ARCHITECTURE 
 

 
Figure 1: Overview of System Architecture 

 
First the user will send a request to the cloud to 
perform an action, this action can be 
modification/addition or removal of data from the 
system. The request code will be sent to the registered 
user's cell phone via SMS, if the user is legitimate 
then the code will be entered on the system, after 
which the request can be accepted or rejected by the 
creator of the particular data. This 3 layered model 
will allow the cloud to be extremely secure and will 
reduce attacks happening on the cloud.For the 
security issue we implement a standard AES 
algorithm. 
 

4. PROPOSED ALGORITHM 
We are implement the more popular and widely used 
symmetric encryption algorithm likely to be 
encountered nowadays is the Advanced Encryption 
Standard (AES). Following are step of implemented 
AES algorithms for authentication after 
authentication user able to securely transmit/access 
the data or information from/in cloud. 
 
Step of AES algorithms 
Byte Substitution (SubBytes) 
The 16 input bytes are substituted by looking up a 
fixed table (S-box) given in design. The result is in a 
matrix of four rows and four columns. 
Shiftrows 

Each of the four rows of the matrix is shifted to 
the left. Any entries that ‘fall off’ are re-inserted on 
the right side of row. Shift is carried out as follows − 

 First row is not shifted. 
 Second row is shifted one (byte) position to 

the left. 
 Third row is shifted two positions to the 

left. 
 Fourth row is shifted three positions to the 

left. 
 The result is a new matrix consisting of the 

same 16 bytes but shifted with respect to 
each other. 

MixColumns 
Each column of four bytes is now 

transformed using a special mathematical function. 
This function takes as input the four bytes of one 
column and outputs four completely new bytes, 
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which replace the original column. The result is 
another new matrix consisting of 16 new bytes. It 
should be noted that this step is not performed in the 
last round. 
Addroundkey 

The 16 bytes of the matrix are now 
considered as 128 bits and are XORed to the 128 
bits of the round key. If this is the last round then 
the output is the ciphertext. Otherwise, the resulting 
128 bits are interpreted as 16 bytes and we begin 
another similar round. 
Decryption Process 

The process of decryption of an AES ciphertext 
is similar to the encryption process in the reverse 
order. Each round consists of the four processes 
conducted in the reverse order − 

 Add round key 
 Mix columns 
 Shift rows 
 Byte substitution 

Since sub-processes in each round are in reverse 
manner. The encryption and decryption algorithms 
needs to be separately implemented, although they 
are very closely related. 
 
CONCLUSION 
 
Cloud Computing is the most important and hot 
topics in the today internet world.[6] There are 
several issues are being raised from the adoption of 
this computational paradigm including security and 
privacy for information in cloud. using the identity 

management techniques provides the more security to 
sensitive data or information in intercloud of any 
organization In this paper we are propose the 
cryptography based algorithm to provide the high 
security and solve the problem of identity to inter 
cloud system.  
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