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Abstract- Cloud computing as a great technology to store and retrieve data from the remote Access servers. It is the best 
base of the future generation of computing in the world to maintain their valuable data’s.  Security issue is the major issue in 
the cloud computing. In general, Cloud computing users “trust” the data providers in cloud computing.  Security group of 
actors in the cloud, the data owner and the cloud supplier.  The usual access control, fine grained security can be attained for 
all service users.  The moment data in to the cloud location, it actions through a public network and stored in shared 
environment in the cloud.  Secure data is need for the user during store and retrieval of data in the cloud computing, great 
encryptions and authentications are needed.  In this paper is an attempt to discuss the security issues in different type with 
cloud computing.  It further focuses on the available different security issues approach in the cloud computing which can be 
used for the effective implementation of cloud computing.   
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I. INTRODUCTION 
 
“ Cloud computing is a type of parallel and 
distributed system consisting of  a collection of inter 
connected and virtualized computers that are 
dynamically provisioned and presented as one or 
more computing resource(s) based on service level 
agreements established through negotiation between  
the service provider and consumers”[1].  The cloud 
computing buzz began in 2006 with the launch of 
Amazon EC2, gaining traction in 2007 as seen in the 
Figure 1. 

 
Figure1. Search and News Volume for Cloud Computing as at 

April 2011 
 
The National Institute of Standards and Technology 
defines cloud computing as follows: “Cloud 
computing is a model for enabling convenient, on 
demand network access to a shared pool of 
configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal 
management effort or service provider interaction. 
This cloud model promotes availability and is 
Composed of five essential characteristics, three 
service models, and four deployment models.” [6] 
 
II. LITERATURE SURVEY 
 
A. General 
In the Literature Survey can analysis the project 
concept with the standard papers and journal.  We can 
understand the methodology that follows and 

implementing some of new idea.  To analysis the 
paper’s main goal and find the possible way to 
applying in the different environment.   
 
B. Secure records in Cloud Computing Using 
Attribute Based encryption 
 
Publication: IEEE TRANSACTIONS ON 
PARALLEL AND DISTRIBUTED SYSTEMS,  
Scalable and Secure Sharing of Personal Health 
Records in Cloud Computing Using 
Attribute-Based Encryption  
Author: Ming Li, Shucheng Yu, Member, IEEE, Yao 
Zheng, Student Member, IEEE, 
Kui Ren, Senior Member, IEEE, and Wenjing Lou, 
Senior Member, IEEE 
 
Personal health record (PHR) is an emerging patient-
centric model of health information exchange, which 
is often outsourced to be stored at a third party, such 
as cloud providers. However, there have been wide 
privacy concerns as personal health information could 
be exposed to those third party servers and to 
unauthorized parties. To assure the patients’ control 
over access to their own PHRs, it is a promising 
method to encrypt the PHRs before outsourcing. Yet, 
issues such as risks of privacy exposure, scalability in 
key management, flexible access, and efficient user 
revocation, have remained the most important 
challenges toward achieving fine-grained, 
cryptographically enforced data access control. In this 
paper, we propose a novel patient-centric framework 
and a suite of mechanisms for data access control to 
PHRs stored in semi trusted servers. To achieve fine-
grained and scalable data access control for PHRs, we 
leverage attribute-based encryption (ABE) techniques 
to encrypt each patient’s PHR file. Different from 
previous works in secure data outsourcing, we focus 
on the multiple data owner scenario, and divide the 
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users in the PHR system into multiple security 
domains that greatly reduces the key management 
complexity for owners and users. A high degree of 
patient privacy is guaranteed simultaneously by 
exploiting multi authority ABE. Our scheme also 
enables dynamic modification of access policies or 
file attributes, supports efficient on-demand 
user/attribute revocation and break-glass access under 
emergency scenarios. Extensive analytical and 
experimental results are presented which show the 
security, scalability, and efficiency of our proposed 
scheme. 
 
C.  What is S3? 
Companies use Amazon’s Simple Storage Service, 
known as S3, to store and quickly retrieve large 
amounts of data, often to run Web sites and services.  
A press spokesman said that one of three geographic 
locations for the service was unreachable for about 
two hours, but that it was operating at 99 percent of 
normal performance before 7 a.m on the West Coast.  
“We’ve been communication with our customers all 
morning via our support forums and will be providing 
additional information as soon as we have it. “Said 
Drew Herdener in a statement. any customers 
appeared not to have gotten that communication.  
They complained on the forum about a lack of 
information from Amazon about the outage and when 
it would be fixed.  One suggested that Amazon could 
have at least posted a message on the front page of 
the Web Services site, so that customers would be 
aware that the problem wasn’t on their end. Late last 
year, Amazon introduced a new service level 
agreement for S3 that guaranteed 99.9 percent uptime 
each month.  If the service slips below that level, the 
company promised to provide service credits to 
certain users. 
 
D.  Amazon S3 (Simple Storage Service) 
Publication: Amazon Web Services 
Amazon S3 (Simple Storage Service) is an online 
storage web service offered by Amazon Web 
services. Amazon S3 provides unlimited storage 
through a simple web service, in the United States in 
March 2006 and in Europe in November 2007.  Since 
its inception, Amazon has charged end users US$0.15 
per giga byte-month, with additional charges for 
bandwidth used in sending and receiving data, and a 
per-request charge.  As of November 1, 2008, pricing 
moved to tiers where end users storing more than 50 
terabytes receive discounted pricing.  Amazon claims 
that S3 uses the same scalable storage infrastructure 
that Amazon.com uses to run its own global e-
commerce network.  Amazon S3 is reported to store 
more than 102 billion objects as of March 2010.  This 
is up from 64 billion objects as of August 2009, 52 
billion as March 2009, 29 billion as of October 2008, 
14 billion as of January 2008, and 10 billion as of 
October 2007.  S3 uses include web hosting, image 
hosting, and a back-up system.  S3 comes with a 

99.9% monthly uptime guarantee. Details of S3’s 
design are not made public by Amazon.  According to 
Amazon, S3’s design aims to provide scalability, high 
availability, and low latency at commodity costs.  S3 
stores arbitrary objects up to 5 terabytes in size, each 
accompanied by up to 2 kilobytes of metadata.  
Objects are organized into buckets (each owned by an 
AWS account), and identified within each bucket by 
a unique, user-assigned key.  Amazon Machine 
Images (AMI) which is modified in the Elastic 
Compute Cloud (EC2) can be exported to S3 as 
bundles.  Buckets and objects can be reated, 
listed, and retrieved using either a REST style HTTP 
interface or a SOAP interface.  Additionally, objects 
can be downloaded using the HTTP GET interface 
and the Bit Torrent Protocol. Requests are authorized 
using access control list associated with each bucket 
and object. 
 
E.  Secure and ranked keyword search Cloud Data 
 
Publication: IEEE TRANSACTIONS ON 
PARALLEL AND DISTRIBUTED SYSTEMS 
Enabling Secure and Efficient Ranked Keyword 
Search over Outsourced Cloud Data 
Author   :Cong Wang, Ning Cao, Kui Ren,  and 

Wenjing Lou 
 
Cloud computing economically enables the paradigm 
of data service outsourcing. However, to protect data 
privacy, sensitive cloud data have to be encrypted 
before outsourced to the commercial public cloud, 
which makes effective data utilization service a very 
challenging task. Although traditional searchable 
encryption techniques allow users to securely search 
over encrypted data through keywords, they support 
only Boolean search and are not yet sufficient to meet 
the effective data utilization need that is inherently 
demanded by large number of users and huge amount 
of data files in cloud. In this paper, we define and 
solve the problem of secure ranked keyword search 
over encrypted cloud data. Ranked search greatly 
enhances system usability by enabling search result 
relevance ranking instead of sending undifferentiated 
results, and further ensures the file retrieval accuracy. 
Specifically, we explore the statistical measure 
approach, i.e., relevance score, from information 
retrieval to build a secure searchable index, and 
develop a one-to-many order-preserving mapping 
technique to properly protect those sensitive score 
information. The resulting design is able to facilitate 
efficient server-side ranking without losing keyword 
privacy. Thorough analysis shows that our proposed 
solution enjoys “as strong- as-possible” security 
guarantee compared to previous searchable 
encryption schemes, while correctly realizing the goal 
of ranked keyword search. Extensive experimental 
results demonstrate the efficiency of the proposed 
solution. A number of security-related research issues 
in Cloud data Access control have been studied in 
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this paper.  Early work concentrated on data 
authentication and integrity i.e., how to efficiently 
and securely ensure that the server returns correct and 
complete results in response to its client’s queries.  
Later research focused on outsourcing encrypted data 
with efficient querying over encrypted domain. 
  
III. DEPLOYMENT MODELS IN CLOUD 

COMPUTING: 
  

 
Figure 2: Deployment model operated by Cloud Computing 
 
Private cloud -- The cloud infrastructure is operated 
solely for an organization. It may be managed by the 
organization or a third party and may exist on 
premise or off premise.  Community cloud -- The 
cloud infrastructure is shared by several organizations 
and supports a specific community that has shared 
concerns (e.g., mission, security requirements, policy, 
and compliance considerations). It may be managed 
by the organizations or a third party and may exist on 
premise or off premise.  Public cloud -- The cloud 
infrastructure is made available to the general public 
or a large industry group and is owned by an 
organization selling cloud services and the 
comparison of private and public cloud. Hybrid cloud 
-- The cloud infrastructure is a composition of two or 
more clouds (private, community, or public) that 
remain unique entities but are bound together by 
standardized or proprietary technology that enables 
data and application portability 
 

 
Figure 3: Comparison of Security and complexity between 

Private and Public cloud. 

IV. SERVICE MODEL: 
 

Cloud computing providers their services 
according to three fundamental models: 

 Infrastructure as a service (Iaas):  Physical or 
more often as virtual machines and other 
resources. The virtual machines are run as guests 
by a hypervisor. 

 Platform as a service (PaaS): Application 
developers can develop and run their software 
solutions on a cloud platform. 

 Software as a Service (SaaS): install and operate 
application software in the cloud and cloud users 
access the software from cloud clients. 

 
Figure 4: Service model in the cloud computing 

 
V. CLOUD COMPUTING SECURITY: 
 
Security is and continues to be a major issue in the 
cloud computing model. Greg Papadopoulos, CTO of 
Sun Micro systems –” cloud users normally “trust” 
cloud service providers with their data like they trust 
banks with their money” [3].  In the Figure 5, it is 
very clearly showing the high level of issues in the 
cloud computing is Security issue. 

 
Figure 5: Rate of challenges and issues 
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In the View of John chambers CISCO CEO, “Cloud 
Computing is a security nightmare and it can't be 
handled in traditional ways”. 

• Security is one of the most difficult task to 
implement in cloud computing.  

– Different forms of attacks in the 
application side and in the hardware 
components  

• Attacks with catastrophic effects only need 
one security flaw. 

A. Threat Model 
 
To analyzing a security issues problem in the cloud 
computing, before a threat model is used to analyze 
the problem.  Then design the strategies and find the 
solutions to the security issues for the data.  Some 
steps are followed to analyze the threat model: 
 To Identify attackers, assets, threats and other 

components 
 Rank the threats 
 Choose mitigation strategies 

Based on these type of solutions find the best way to 
protect the data in the cloud computing.  The basic 
elements for the threats model are: 

– Attacker modeling 
• Choose what attacker to consider 
– Insider vs. outsider? 
– Single vs. collaborator? 
• Attacker motivation and capabilities 
– Attacker goals 
– Vulnerabilities / threats 

 
To identify with cloud security, understand: 

  players and  their roles 
 application or data in play 

 
B. Security Players 

 
In the Cloud computing Security players are: 
a) Cloud Service Provider 
b) Customer who is the data owner and who seek 

cloud services from the cloud provider.  
They are the main players for the storing and 
retrieving data from the cloud computing.  The 
Cloud Service Provider and the Customer who 
is the data owner in the cloud computing have 
delegated odd jobs to all who work on their 
behalf.  

 
C.Security Roles 
The roles and odd jobs assigned to each at the access 
control processes for three of the top cloud providers 
are: 

 Amazon Web Services (AWS):  TThe 
solution is through use of Amazon Identity 
and Access Management (IAM). 

 Microsoft Windows Azure  
 Rack space.  

 
 

D.Long-term Viability: 
We  should be sure that the data we put into the cloud 
will Never become invalid even your cloud 
computing provider go broke or get acquired and 
swallowed up by a larger company. "Ask potential 
providers how you would get your data back and if it 
would be in a format that you could import into a 
replacement application," Gartner says [13]. 
 
CONCLUSION 
 
In this paper, we discuss a Cloud Computing 
technology Security issues. Its Describe the some 
cloud computing existing security issues. The secured 
data in the cloud is the future trend in the computer 
world.  In developing solutions to cloud computing 
security issues it may be helpful to identify the 
problems and approaches in terms of Loss of control, 
Lack of trust, Multi-tenancy problems. 
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