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Abstract— Now  a  day’s  the various   Enterprises , companies,  users  storing  there  data  on  cloud. This paper aims to 
introduce the problems and challenges concerned with the presently used  cloud  computing services, which is based on a 
merged encryption/decryption services  with  storage devices  &  for  solution  to  this  problem  we  are  designing  a 
business model. This business  model  contain  the  three  sub models  as encryption/decryption services , storage devices 
with CRM  services (Customer  Relationship  Management).In existing cloud computing services, the data will be stored in 
storage provided by service providers. Service providers must have a standardized way to protect their clients’ data, 
especially to prevent the data from disclosure by unauthorized insiders. Storing the data in encrypted form is a common 
method of information privacy protection. If a cloud system is responsible for both tasks on storage and 
encryption/decryption of data, the Storage system administrators may simultaneously obtain encrypted data and decryption 
keys. This allows them to access information without authorization and thus poses a risk to information privacy. In  such 
cases  there  need  to  separate  the  encryption/decryption services  from  storage devices to divide  the authority  of  storage 
management dept which blocks the Storage system  administrators  for  disclosure  of  users data.  
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I. INTRODUCTION  

 
Cloud computing is a technology that uses the internet 
and central remote servers to maintain data and 
applications. Cloud computing allows end-users to use 
applications such as data storage,  email, word-
processing, spreadsheets, collaboration,  file 
conversation, social media, etc. without installing  on  
their  personal  computers and  access  their personal  
files  at  any  computer  with  internet  access.  This 
technology allows for much more efficient computing 
by centralizing various resources such as storage, 
memory, processing and bandwidth. A simple 
example of cloud computing is Yahoo email, Gmail, 
or Hotmail etc.  we don’t  need  software  or  a  server  
to using them. All a consumer would need is just to 
plug into the internet from anywhere access 
processing, applications, and data services whenever 
needed. 

Application of cloud computing: 
A.  Software as a Service (SaaS)   is an On-

demand model and offers an application, such as ERP, 
CRM, Google Apps etc. on demand over the internet 

. 
B. Platform as a Service (PaaS) provider sells a 

complete development platform including the 
necessary built-in services, such as MySQL database, 
LDAP, Net Beans software, on demand over the 
network. 

 
C. Infrastructure as a Service (IaaS) is an 

foundation layer for other two delivery models and 
offers hardware and software infrastructure 
components, such as compute, storage, systems etc. 
Currently three deployment models have been  
 

 
identified for cloud architecture by the National  
Institute  of  Standards  and Technology. 
 

A.  Private Cloud:  
In private cloud, cloud providers and cloud consumers 
are part of the same company  and  the  IT  department  
of  a  company  acts  as  the cloud provider and offers 
a cloud service that can be used by internal units  to  
deploy  and  run  business  applications   

 

 
B.  Public Cloud :  

A  public  cloud  can  use  anyone  who  has  access  to  
an  internet connection, is able to pay, and is aware of 
the specific cloud services can  use  it  on  demand.    

  
C.  Hybrid Cloud:  

Hybrid clouds represent a combination of both private 
and public cloud models.  For  example,  a  Company  
implements a private cloud to support business-critical  
services  and  utilizes  the  public  cloud  in an  on-
demand fashion for non-critical  services.  Therefore, 
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this  type of  cloud  model  might  be  of  interest  to  
large,  global  enterprises.   

 
II. CLOUD  COMPUTNG  SECURITY  

ISSUES  
 
As cloud computing providing the security there has 
some issues related to security they are as follows:  
 
A. Security 

 
Where is your data more secure, on your local hard 
driver or on high security servers in the cloud? Some  
argue that customer data is more secure when  
managed  internally, while  others  argue  that  cloud  
providers  have  a  strong incentive  to  maintain  trust  
and as such employ  a higher level of security. 
Industrious hackers can invade virtually  any  server,  
and  there  are  the  statistics  that  show that one-third 
of breaches result from stolen or lost laptops and  
other devices and from employees’  accidentally 
exposing data on  the  Internet,  with  nearly  16  
percent  due to insider theft . 
 
B. Privacy 

  
Different  from  the  traditional computing model,  
cloud computing utilizes  the virtual  computing  
technology, users’ personal data may be scattered in  
various  virtual data  center  rather  than  stay  in  the  
same  physical  location, even across the national 
borders, at this time, data privacy protection  will  face  
the  controversy  of  different  legal systems.  On  the  
other  hand,  users may  leak  hidden information  
when  they  accessing  cloud  computing services.   

 
C. Reliability  

 
Servers in the cloud have the same problems as your 
own resident servers.  The  cloud  servers  also  
experience downtimes  and  slowdowns,  what  the  
difference  is  that users  have  a  higher  dependent  
on  cloud  service  provider (CSP)  in  the  model  of  
cloud  computing.   

 
D. Legal Issues  

 
Supplier  such  as  Amazon  Web  Services provide to 
major markets by developing restricted road and rail  
network  and  letting  users  to  choose  “availability 
zones” . On the other hand, worries stick with safety 
measures and confidentiality from individual all the 
way through legislative levels. 
 
III. ENCRYPTION AND DECRYPTION 

SERVICES 
 

A. User Authentication  
This module describes the user authentication for the 
CRM Service System.  The  user  has  to  login  to  the  

CRM  service  System, after the user logs into the 
CRM system, if the CRM Service System requires  
any client information, it will execute a Data  
Retrieval Program. When  this  data  needs to  be  
saved,  it  will  execute  a  Data Storage  Program. The 
Login Program which uses a One-Time Password.  

 
B. User Data Request  

 
After the user’s login has  been  successfully  verified,  
if the CRM Service  System  requires  client  
information  from  the  user,  it  sends  a request  for  
information  to  the  Storage  Service  System.  In  this  
step, the CRM Service System transmits the user ID to 
the Storage Service System  where  it  searches  for  
the  user’s  data.  This data is encrypted so, once 
found, a request must be sent to the 
Encryption/Decryption Service System along with the 
user ID. The Storage Service System executes the 
transmission of encrypted client data and the user ID 
to the Encryption/Decryption Service System.   

 
C. Encryption/Decryption Service System  

 
Since  the  Encryption/Decryption  Service  System 
can serve multiple users and the encryption/decryption  
for  each  user’s  data requires a different key, 
therefore each user’s unique ID and keys are stored 
together. Therefore, the Encryption/Decryption 
Service System uses the received user ID to index the 
user’s data decryption key, which is then used to 
decrypt the received data. Using the correct decryption 
key to decrypt the data is critical to restoring the data 
to its original state. After the Encryption/Decryption 
Service System has decrypted  the  client’s  data,  the 
decrypted client data  is provided to the CRM  Service 
System which then displays the client data  to the user, 
completing the Data  Retrieval  Program. Prior to 
sending the decrypted client data, the 
Encryption/Decryption Service System and the CRM 
Service System establishes a secure data transmission 
channel to securely transmit the decrypted client data. 
After the decrypted client data is sent, the 
Encryption/Decryption Service  System is not allowed 
to  retain  the decrypted data  and  any unencrypted 
data  must  be deleted to prevent  the  encrypted  data 
and the  decryption  key from  being stored  in  the 
same  system.  This is a critical factor in ensuring the 
privacy of user data. 

 
D. Data Storage Program:  

 
This module also involves the collaboration of three 
cloud service systems: CRM Service System, 
Encryption/Decryption Service System, and Storage 
Service System. The client sends a Data Storage 
Request  to  the  CRM  Service  System  which  then  
initiates  the  Data Storage  Program,  requesting  data  
encryption  from  the Encryption/Decryption Service 
System. In the CRM Service System and  the  
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Encryption/Decryption  Service  System  establish  a  
secure data  transfer  channel  to  transmit  the  user  
ID  and  the  data  requiring storage from the CRM 
Service System to the Encryption/Decryption Service  
System.  As  the  encryption  of  data  from  different  
users requires  different  keys,  the  
Encryption/Decryption  Service  System initiates  data  
encryption,  which  involves  using  the  received  user  
ID to index  the  user’s  encryption  key  which is  
then  used to encrypt the received  data.  Once  the  
client  data  is  encrypted  by  the 
Encryption/Decryption  Service  System  it  must  be  
transferred  to  the Storage  Service  System  where  
the  user  ID  and  encrypted  data  are stored  together. 
Therefore, when the Encryption/Decryption  Service 
System  executes,  it  must  transfer  the  user  ID  and  
encrypted  client data  to  the  Storage  Service  
System.  The  Storage  Service  System receiving the 
user ID paired with the data for storage. In this 
business model,  the  following  the  completion  of  
this  step  at  the Encryption/Decryption  Service  
System,  all  unencrypted  and decrypted  user  data  
must  be  deleted.  The  final  step  of  the  Data 
Storage  Program  transmits  a  Data  Storage  
Complete  message  from the  Storage  Service  
System  to  the  CRM  Service  System,  at  which 
point the  CRM  Service  System may  confirm that  
the client  data has been stored. If it doesn’t receive a 
Data Storage Complete message, it can re-initiate the 
Data Storage Program. 
 
IV. PROPOSED ALGORITHMS 
 

Work Flow Algorithm:-  
 

a) As  in  proposed  business  model  user  first  get  
registered  by  filling  up  all  required  
information  needed. Then   user get username & 
password for login process. 

 
b) After  that  user  enters  in  CRM  services,  were  

by  users  unique  id  it  collect  all  users  
information  from  database  to  validate  correct  
user  is  get  access. 
 

c) Then according to user request….. 
i) For storing data then go to  encryption/decryption  

services    and  after  encryption  of  data  it  goes  
to  storage  device  to store  data. 

ii) If  user  request  for  search  data  then  it  goes  to 
storage  device, collect  users  data  in  encrypted 
format then pass that one to 
encryption/decryption  services were  data  is  get 
converted  to  its  original  format 

. 
d) In case of data storage request …..  
 
i) If  data  stored  successfully  then  successful data  

storage is  passed  to  user.  

ii) If data is not stored neatly/successfully then 
process get reinitiated.  

 
e) In case of data retrieval   process….. 

 
i) If   data  found  then by  converting  it  in  to  

original  format   it  get  send  to  user. 
ii) If  data  is  not  found  in  database  then  error  

message  is  get  send  to  the  user.    
 

Advanced Encryption standard (AES)   
Algorithm:- 

 
1) Key  expansion -   round  keys  are  derived  from  

the  cipher   key  using  Rijndael’s   key  schedule 
(to  expand  a  short  key   into  no  of  separate  
round  keys). 

 
2) Initial  round  

i) Add  round  key  -  each  byte  of  the  state  
is  combined   with  the  round  key   using  
bitwise  xor. 

 
3) Rounds   
i) Sub bytes  -  a  non linear  substitution  step  

were  each  byte  is  get  replaced  with   another   
according  to  lookup   table (Rijndael s-box  , 
matrix  which  serves  as  a   lookup  table). 

ii) Shift  rows  -  a  transposition  step  were  each  
row  of  the  state  is  shifted  cyclically  a  
certain  no  of  steps. 

iii) Mix columns  -  a  mixing  operation  which  
operates  on  the  columns  of  the  state  , 
combing  the  four  bytes  in  each  column. 

iv) Add rounded key. 
 

4) Final  round (no  mix  columns) 
i) Sub key. 
ii) Shift rows. 
iii) Add round key.   

 
V. SERVICE LEVEL AGREEMENT   
 
SLA  is  a  service  level  agreement  between  two  
organizations: service  provider  and  customer  which  
describe  the  promises  by provider to provide desired 
services to the customer.  Guaranteeing  the  security  
of  enterprise    data  in  the  "cloud”  is difficult,  as  
cloud  provide  different  services  like  Software  as  a 
service  (SaaS), Platform  as  a service  (PaaS), and  
Infrastructure  as  a service (IaaS).As each service has 
their own security issues, there has to  be  a  
standardized  way  to  prepare  the  SLA  irrespective  
to  the providers. Following  template  describes  the  
proposed  SLA  template  based on  SLA  components  
for  ensuring  data  security  in  cloud  computing 
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CONCLUSION  
  

This  paper  presents  the  various  security  issues  in  
Cloud environment  and  also  presents  that we  can  
get the better security  by separating  
encryption/decryption  service  from  storage  service  
and CRM Application with reduced cost.   Prescribed 
Service Level Agreement draft which is based on SLA 
components emphasizes data security provided by 
cloud Service provider.  
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