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Abstract— In cloud system data owner stores data in encrypted form and authentication key is provided to the user who 
want to use that data .To prevent the system from invalid user data owner will give re-encryption command to cloud .So as to 
prevent that decryption for invalid user. Here after re-encryption command from data owner a new decryption key will be 
given to the valid user. Since the data is saved on multiple clouds their might be massage loss for re-encryption command for 
some cloud servers because of unreliable network. Hence to overcome this problem we are proposing a time based data re-
encryption scheme which will allow the system to re-encrypt the data automatically based on internal clock. Our aim is to 
build advance encryption scheme to allow access without clock synchronization. 
 
Keywords— Encryption/decryption services. 
 
 
I. INTRODUCTION 

  
Cloud computing is a technology that uses the internet 
and central remote servers to maintain data and 
applications. Cloud computing allows end-users to use 
applications such as data storage,  email, word-
processing, spreadsheets, collaboration,  file 
conversation, social media, etc. without installing  on  
their  personal  computers and  access  their personal  
files  at  any  computer  with  internet  access.  Cloud 
computing is a technology that uses the internet and 
central remote servers to maintain data and 
applications. Cloud computing allows end-users to use 
applications such as data storage,  email, word-
processing, spreadsheets, collaboration, file 
conversation,  social  media,  etc. without Installing on 
their  personal  computers  and  access  their personal 
files  at  any  computer  with  internet  access.  This 
technology allows for much more efficient computing 
by centralizing various resources such as storage, 
memory, processing and bandwidth. 
 
Application of cloud computing: 
 
A.  Software as a Service (SaaS)   is an On-demand 
model and offers an application, such as ERP, CRM, 
Google Apps etc. on demand over the internet 
 
B.  Platform as a Service (PaaS) provider sells a 
complete development platform including the 
necessary built-in services, such as MySQL database, 
LDAP, Net Beans software, on demand over the 
network. 
 
C.   Infrastructure as a Service (IaaS) is an  foundation  
layer for other  two delivery  models and offers  
hardware  and  software  infrastructure  components,  
such  as compute, storage, systems etc 

 

 
 

Cloud Applications 
.  

According   to our   problem statement we are 
providing security to the data stored by the data owner 
by concept of Re-encryption with the concept of  R3 
algorithm done by server itself. Also we are 
implementing timely based encryption. Where data 
will be re-encrypted by the server after specific 
interval of time.  Currently  three  deployment  models  
have  been  identified for  cloud  architecture  by  the  
National  Institute  of  Standards  and Technology. 

 
A.  Private Cloud:  
In private cloud, cloud providers and cloud consumers 
are part of the  same  company  and  the  IT  
department  of  a  company  acts  as  the cloud 
provider and offers a cloud service that can be used by 
internal units  to  deploy  and  run  business  
applications. 
   
B.  Public Cloud:  
A  public  cloud  can  use  anyone  who  has  access  to  
an  internet connection, is able to pay, and is aware of 
the specific cloud services can  use  it  on  demand.    

  
C.  Hybrid Cloud:  
Hybrid clouds represent a combination of both private 
and public cloud models.   
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II. CLOUD COMPUTNG SECURITY ISSUES 
 
As cloud computing providing the security there has 
some issues related to security they are as follows:  
 
A. Security 
Where is your data more secure, on your local hard 
driver or on high security servers in the cloud?  Some  
argue  that customer  data  is  more  secure  when  
managed  internally, while  others  argue  that  cloud  
providers  have  a  strong incentive  to  maintain  trust  
and  as  such  employ  a  higher level of security. 
Industrious hackers can invade virtually  any  server,  
and  there  are  the  statistics  that  show that one-third 
of breaches result from stolen or lost laptops and  
other  devices  and  from  employees’  accidentally 
exposing  data  on  the  Internet,  with  nearly  16  
percent  due to insider theft . 

  
B. Privacy 
Different  from  the  traditional  computing  model,  
cloud computing  utilizes  the  virtual  computing  
technology, users’ personal data may be scattered in  
various  virtual data  center  rather  than  stay  in  the  
same  physical  location, even across the national 
borders, at this time, data privacy protection  will  face  
the  controversy  of  different  legal systems.  On  the  
other  hand,  users  may  leak  hidden information  
when  they  accessing  cloud  computing services.   

 
C. Reliability  
Servers in  the cloud  have the same problems as  your 
own resident  servers.  The  cloud  servers  also  
experience downtimes  and  slowdowns,  what  the  
difference  is  that users  have  a  higher  dependent  
on  cloud  service  provider (CSP)  in  the  model  of  
cloud  computing.   

 
D. Legal Issues  
Supplier  such  as  Amazon  Web  Services provide to 
major markets by developing restricted road and rail  
network  and  letting  users  to  choose  “availability 
zones” . On the other hand, worries stick with safety 
measures and confidentiality from  individual  all  the  
way through legislative levels. 
 
III. ENCRYPTION AND DECRYPTION 

SERVICES 
 

A. User Authentication  
This module describes  the  user  authentication  for  
the  Application  server   System.  The  user  has  to  
login  to  the  System, after the user logs into the 
Application  server   system, if the Application  server  
System requires  any  client  information,  it  will  
execute  a  Data  Retrieval Program.  When  this  data  
needs  to  be  saved,  it  will  execute  a  Data Storage  
Program.   

 
B. User Data Request  

After the user’s login has  been  successfully  verified,  
if the Application  server  System  requires  client  
information  from  the  user,  it  sends  a request  for  
information  to  the  Storage  Service  System.  In  this  
step, the Application  server   System told user to 
select file which he want upload/store on cloud in case 
of data storage and if user want to retrieve the data 
from database then users request is sends to server for 
download the required data.   

 
C. Access control to user 

After the user login process Application server ask 
weather user want to upload the data on cloud or 
retrieve/download the data. If user  want  to  download 
the data then its request is send to the server. Then 
according to the given access time server sends the 
respond to the user regarding the download the file or 
not. Results regarding the download of a file are 
displayed to the user in quick time. And if user want 
to store the data on cloud then upload data request is 
sends to the user , also the encryption of users data 
which is present in original form is done by the AES 
algorithm. Then this request & users encrypted data is 
send to server. Server gives respond for upload of a 
file on database. Quick results are shown to the user. 
Then after that if user want to continue with 
application then ones again server ask for access to 
application otherwise user can directly log out from 
system.         
 
D. Re-Encryption:  

As user get access to application after successful 
authentication then user get connected to the server 
then server identify weather user in invoked or not. if 
invoked user is find then ones again authentication of 
user is done. if correct user is logged in then it get the 
access to the application server. that user then having 
the access to the server for upload or download the 
data. At that time the users request is get identified as 
upload or download. Then at this stage re encryption 
of users data is done. As server is providing the 
limited time access to the user for his activity on 
server as soon as its time span is get over re-
encryption process starts on server side. because the 
user is having one decrypted key he can access the 
data after its given time span also so to restricts that 
server uses re – encryption process so that new 
decryption key is available with server and invoked 
user is get blocked .then users database is get updated 
with storing current file. successful message is get 
sends to user after termination of re – encryption 
process.       
 
IV. PROPOSED ALGORITHMS 
 
Work Flow Algorithm:- 

 
A) As  in  proposed  business  model  user  first  get  

registered by filling  up  all  required  information  
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needed. Then   user get username & password for  
login  process. 

B) Then according to user request….. 
  (I) For  storing  data  then  go to  
encryption/decryption      services    and  after  
encryption  of  data  it  goes  to  storage  device  
to store  data. 
(II) If  user  request  for   search  data  then  it  
goes  to  storage  device ,     collect  users  data  in  
encrypted  format  then  pass  that  one  to  
encryption/decryption  services   were  data  is  
get  converted  to  its  original  format. 
 

C) In case of data storage request …..  
(I) If  data  stored  successfully  then  successful 
data  storage  is  passed  to  user. 
(II) If  data  is  not  stored  neatly/successfully   
then  process  get  reinitiated. 

 
D) In case of data retrieval process…..                                                           

(I) If   data  found  then by  converting  it  in  to  
original  format   it  get  send  to  user. 
(II) If  data  is  not  found  in  database  then  error    
message  is  get  send  to  the  user.    
 

E) In case of connection loss…. 
(I)If the connection is lost then data will re-
encrypted by the server itself. 
(II)If the data is not re-encrypted by server then it 
will give error. 

 
Advanced  Encryption  standard(AES)  Algorithm  :- 

 
1) Key  expansion -   round  keys  are  derived  from  

the  cipher   key  using  Rijndael’s   key  schedule 
(to  expand  a  short  key   into  no  of  separate  
round  keys). 

 
2) Initial  round  

i) Add  round  key  -  each  byte  of  the  
state  is  combined   with  the  round  key   
using  bitwise  xor. 

 
3) Rounds   
i) Sub bytes  -  a  non linear  substitution  step  

were  each  byte  is  get  replaced  with   another   
according  to  lookup   table (Rijndael s-box  , 
matrix  which  serves  as  a   lookup  table). 

ii) Shift  rows  -  a  transposition  step  were  each  
row  of  the  state  is  shifted  cyclically  a  
certain  no  of  steps. 

iii) Mix columns  -  a  mixing  operation  which  
operates  on  the  columns  of  the  state  , 
combing  the  four  bytes  in  each  column. 

iv) Add  rounded  key. 
 

4) Final  round (no  mix  columns) 
i) Sub  key. 
ii) Shift  rows. 
iii) Add round key.   

V. SERVICE LEVEL AGREEMENT 
 
SLA  is  a  service  level  agreement  between  two  
organizations: service  provider  and  customer  which  
describe  the  promises  by provider to provide desired 
services to the customer.  Guaranteeing  the  security  
of  enterprise    data  in  the  "cloud”  is difficult,  as  
cloud  provide  different  services  like  Software  as  a 
service  (SaaS), Platform  as  a service  (PaaS), and  
Infrastructure  as  a service (IaaS).As each service has 
their own security issues, there has to  be  a  
standardized  way  to  prepare  the  SLA  irrespective  
to  the providers. Following  template  describes  the  
proposed  SLA  template  based on  SLA  components  
for  ensuring  data  security  in  cloud  computing 

 

 
 

CONCLUSION 
  

In this paper, we proposed the R3 scheme, a new 
method for managing access control based on the 
cloud server’s internal clock. Our technique does not 
rely on the cloud to reliably propagate re-encryption 
commands to all servers to ensure access control 
correctness. We showed that our solutions remain 
secure without perfect clock synchronization so long 
as we can bound the time difference between the 
servers and the data owner. 
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