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Abstract: Cloud computing is a new technology/concept of IT which offers various service by a vendor, rather than 
infrastructure and applications that are built and maintained by an organization, which greatly reduces or even eliminates the 
need for an organization to build and maintain its own IT infrastructure. 
 
  
I. CLOUD COMPUTING 
 
Cloud computing is receiving a great deal of 
attention, both in publications and among users, from 
individuals at home to the U.S. government. Yet it is 
not always clearly defined.1 Cloud computing is a 
subscription-based service where you can obtain 
networked storage space and computer resources. 
One way to think of cloud computing is to consider 
your experience with email. Your email client, if it is 
Yahoo!, Gmail, Hotmail, and so on, takes care of 
housing all of the hardware and software necessary to 
support your personal email account. When you want 
to access your email you open your web browser, go 
to the email client, and log in. The most important 
part of the equation is having internet access. Your 
email is not housed on your physical computer; you 
access it through an internet connection, and you can 
access it anywhere. If you are on a trip, at work, or 
down the street getting coffee, you can check your 
email as long as you have access to the internet. Your 
email is different than software installed on your 
computer, such as a word processing program. When 
you create a document using word processing 
software, that document stays on the device you used 
to make it unless you physically move it. An email 
client is similar to how cloud computing works. 
Except instead of accessing just your email, you can 
choose what information you have access to within 
the cloud.  
 

 
 

Figure 1: Cloud computing logical diagram 

 
NIST defines cloud computing as 
“A model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of 
configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal 
management effort or service provider interaction.” 
 
The cloud computing applications also provide 
automatic reconfiguration of the resources based on 
the service level agreements. When we are using 
applications out of the cloud, to scale the application 
with respect to the load is a mundane task because the 
resources have to be gathered and then provided to 
the users. If the load on the application is such that it 
is present only for a small amount of time as 
compared to the time its working out of the load, but 
occurs frequently, then scaling of the resources 
becomes tedious. But when the application is in the 
cloud, the load can be managed by spreading it to 
other available nodes by making a copy of the 
application on to them. This can be reverted once the 
load goes down. It can be done as and when needed. 
All these are done automatically such that the 
resources maintain and manage themselves 
 
II. CLOUD EVOLUTION 
 
It is difficult to predict future deployment models for 
new and innovative technologies, such as 
cloud computing. There are several emerging trends 
that will likely influence cloud computing 
deployment in the future [10]: 
 
  Computing-as-a-Utility: This will become 
a prevalent model of IT deployment for a majority of 
companies and Government organizations. 
Economies of scale and improvements in reliability, 
cost structure, security, and the ease of use will likely 
compel companies and Government organizations to 
embrace cloud computing solutions. 
 

 Standards: While cloud computing 
standards are critical for future expansion and market 
adoption, the technology is relatively nascent and 
accepted standards have not been established. Several 
industry consortiums are examining different aspects 
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of cloud computing, including the International 
Standards Organization study group SC38 and 
NIST’s Standards Acceleration to Jumpstart the 
Adoption of Cloud Computing program. The 
standards that are ultimately developed to support 
cloud computing will have a significant impact on its 
future deployment.  
 

 Mobility: The rapidly expanding mobility 
landscape will continue to have a major impact on the 
cloud adoption rate. When an end user device is 
pervasive, mobile, and has limited storage and 
capabilities, cloud is the best available solution to 
provide applications and storage. Today’s mobile 
device users have embraced cloud computing 
regardless of potential concerns regarding the cloud’s 
security and availability, opting instead for 
applications that offer appealing features, storage, and 
responsiveness. The increasing number and 
sophistication of mobile devices stimulates the 
growth of cloud solutions necessary to support them. 
 
  Open Source Software: Some cloud 
implementations rely on open source software for a 
variety of reasons. This is most applicable to IaaS 
cloud offerings. The rapid development of cloud 
technology stimulates open source development by 
providing an attractive development and testing 
environment. 
 

 Industry Considerations: Given that cloud 
computing is an emerging IT offering, its associated 
technologies, prices, and suppliers may change 
dramatically in the future. As cloud technology 
matures, demand for the service may increase while 
prices erode and suppliers emerge and consolidate. 
 
III. CHARACTERISTICS OF CLOUD 

COMPUTING 
 
i. Self Healing: 
Any application or any service running in a cloud 
computing environment has the property of self 
healing. In case of failure of the application, there is 
always a hot backup of the application ready to take 
over without disruption. There are multiple copies of 
the same application - each copy updating itself 
regularly so that at times of failure there is at least 
one copy of the application which can take over 
without even the slightest change in its running state. 
 
ii. Multi-tenancy: 
With cloud computing, any application supports 
multi-tenancy - that is multiple tenants at the same 
instant of time. The system allows several customers 
to share the infrastructure allotted to them without 
any of them being aware of the sharing. This is done 
by virtualizing the servers on the available machine 
pool and then allotting the servers to multiple users. 

This is done in such a way that the privacy of the 
users or the security of their data is not compromised. 
 
iii. Linearly Scalable: 
Cloud computing services are linearly scalable. The 
system is able to break down the workloads into 
pieces and service it across the infrastructure. An 
exact idea of linear scalability can be obtained from 
the fact that if one server is able to process say 1000 
transactions per second, then two servers can process 
2000 transactions per second. 
 
iv. Service-oriented: 
Cloud computing systems are all service oriented - 
i.e. the systems are such that they are created out of 
other discrete services. Many such discrete services 
which are independent of each other are combined 
together to form this service. This allows re-use of the 
different services that are available and that are being 
created. Using the services that were just created, 
other such services can be created. 
 
v. SLA Driven: 
Usually businesses have agreements on the amount of 
services. Scalability and availability issues cause 
clients to break these agreements. But cloud 
computing services are SLA driven such that 
when the system experiences peaks of load, it will 
automatically adjust itself so as to comply with the 
service-level agreements. The services will create 
additional instances of the applications on more 
servers so that the load can be easily managed. 
 
vi. Virtualized: 
The applications in cloud computing are fully 
decoupled from the underlying hardware. The cloud 
computing environment is a fully virtualized 
environment. 
 
vii. Flexible: 
Another feature of the cloud computing services is 
that they are flexible. They can be used to serve a 
large variety of workload types - varying from small 
loads of a small consumer application to very heavy 
loads of a commercial application. 
 
IV. TYPES OF CLOUD COMPUTING 
 
There are briefing types of cloud computing: 
 
SaaS (Software as a Service)  
Is the most widely known and widely used form of 
cloud computing. It provides all the functions of a 
sophisticated traditional application to many 
customers and often thousands of users, but through a 
Web browser, not a “locally-installed” application. 
Little or no code is running on the Users local 
computer and the applications are usually tailored to 
fulfill specific functions. SaaS eliminates customer 
worries about application servers, storage, application 
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development and related, common concerns of IT. 
Highest-profile examples are Salesforce.com, 
Google's Gmail and Apps, instant messaging from 
AOL, Yahoo and Google, and VoIP from Vonage and 
Skype.  
 
PaaS (Platform as a Service)  
Delivers virtualized servers on which customers can 
run existing applications or develop new ones without 
having to worry about maintaining the operating 
systems, server hardware, load balancing or 
computing capacity. These vendors provide APIs or 
development platforms to create and run applications 
in the cloud – e.g. using the Internet. Managed 
Service providers with application services provided 
to IT departments to monitor systems and 
downstream applications such as virus scanning for e-
mail are frequently included in this category. Well 
known providers would include Microsoft's Azure, 
Salesforce's Force.com, Google Maps, ADP Payroll 
processing, and US Postal Service offerings.  
 

 
Figure 2: Service model 

 
IaaS (Infrastructure as a Service)  
Delivers utility computing capability, typically as raw 
virtual servers, on demand that customers configure 
and manage. Here Cloud Computing provides grids 
or clusters or virtualized servers, networks, storage 
and systems software, usually (but not always) in a 
multitenant architecture. IaaS is designed to augment 
or replace the functions of an entire data center. This 
saves cost (time and expense) of capital equipment 
deployment but does not reduce cost of configuration, 
integration or management and these tasks must be 
performed remotely.  

V. RESEARCH IN CLOUD COMPUTING 
 
Many universities, vendors and government 
organizations are investing in research around the 
topic of cloud computing: 
 In October 2007, the Academic Cloud 

Computing Initiative (ACCI) was announced 
as a multi-university project designed to 
enhance students' technical knowledge to 
address the challenges of cloud computing. 

 In April 2009, UC Santa Barbara released the 
first open source platform-as-a-service, 
AppScale, which is capable of running Google 
App Engine applications at scale on a 
multitude of infrastructures. 

 In April 2009, the St Andrews Cloud 
Computing Co-laboratory was launched, 
focusing on research in the important new area 
of cloud computing. Unique in the UK, StACC 
aims to become an international centre of 
excellence for research and teaching in cloud 
computing and will provide advice and 
information to businesses interested in using 
cloud-based services. 

 In October 2010, the TClouds (Trustworthy 
Clouds) project was started, funded by the 
European Commission's 7th Framework 
Programme. The project's goal is to research 
and inspect the legal foundation and 
architectural design to build a resilient and 
trustworthy cloud-of-cloud infrastructure on 
top of that. The project also develops a 
prototype to demonstrate its results. 

 In December 2010, the TrustCloud research 
project [113][114] was started by HP Labs 
Singapore to address transparency and 
accountability of cloud computing via 
detective, data-centric approaches[115] 
encapsulated in a five-layer TrustCloud 
Framework. The team identified the need for 
monitoring data life cycles and transfers in the 
cloud,[113] leading to the tackling of key cloud 
computing security issues such as cloud data 
leakages, cloud accountability and cross-
national data transfers in transnational clouds. 

 In July 2011, the High Performance 
Computing Cloud (HPCCLoud) project was 
kicked-off aiming at finding out the 
possibilities of enhancing performance on 
cloud environments while running the 
scientific applications - development of 
HPCCLoud Performance Analysis Toolkit 
which was funded by CIM-Returning Experts 
Programme - under the coordination of Prof. 
Dr. Shajulin Benedict. 

 In June 2011, the Telecommunications 
Industry Association developed a Cloud 
Computing White Paper, to analyze the 
integration challenges and opportunities 
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between cloud services and traditional U.S. 
telecommunications standards. 

 
VI. KEY FACTORS OF CLOUD 

COMPUTING 
 
As noted, the NSTAC determined that there are five 
key factors of cloud computing, which are defined 
below: 
 
 Data: Recorded information, regardless of form or 
the media on which it may be recorded; the term 
includes technical data and computer software. 
 
 Infrastructure: The network, processing, and 
storage portions of a cloud computing service, which 
includes the backbones, routers, switches, wireless 
access points, access methods, and protocols used. 
 
 Resiliency: The ability to adapt to changing 
conditions and withstand and rapidly recover from 
disruption due to emergencies. 
 
 Interdependency: The extent to which multiple 
entities functioning within a single cloud or multiple 
clouds depend on the performance of each other to 
ensure stable, secure and efficient operation of the 
cloud environment. 
 
 Policy: The set of authoritative directives related to a 
topic including statute, regulation, executive 
directions, and applicable managerial decisions, both 
foreign and domestic. 
 
CONCLUSION 
 
Cloud computing is a powerful new abstraction for 
large scale data processing systems which is scalable, 
reliable and available. In cloud computing, there are 
large self-managed server pools available which 
reduces the overhead and eliminates management 
headache. Cloud computing services can also grow 
and shrink according to need.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Cloud computing is particularly valuable to small and 
medium businesses, where effective and affordable 
IT tools are critical to helping them become more 
productive without spending lots of money on in-
house resources and technical equipment. Also it is a 
new emerging architecture needed to expand the 
Internet to become the computing platform of the 
future. 
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