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Abstract- Cloud computing has been considered as a solution for solving enterprise application distribution and 
configuration challenges in the traditional software sales model. Migrating from traditional software to Cloud enables on-
going revenue for software providers. However, in order to deliver hosted services to customers, SaaS companies have to 
either maintain their own hardware or rent it from infrastructure providers. This requirement means that SaaS providers will 
incur extra costs. In order to minimize the cost of resources, it is also important to satisfy a minimum service level to 
customers. Therefore, this paper proposes resource allocation algorithms for SaaS providers who want to minimize 
infrastructure cost and SLA violations. An SLA is a formal contract used to guarantee that consumers� service quality 
expectation can be achieved. Cloud Computing moves the application software and databases to the large data centers, where 
the management of the data and services may not be fully trustworthy. So in this paper focus on cloud data storage security, 
which has always been an important aspect of quality of service. 
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I. INTRODUCTION 
 
   Traditionally the shrink-wrapped software sales 
model dominated the market. This model requires 
customers are required to purchase per petual or 
subscription-based license and manage the 
deployment themselves, including transitioning 
between different versions. Hence, customers need 
technical expertise and high initial investment for 
buying software. They also need to pay for upgrades 
as annual maintenance fee.  
The software services are provisioned on a pay-as-
you-go basis to overcome the limitation of the 
traditional software sales model. Using the SaaS 
model, providers gain steady, on-going revenue from 
their customers. In exchange for the on-going 
charges, the customers get the benefit of continuously 
maintained software. Hence, there is no additional 
license fee for new versions and the complexity of 
transitioning to new releases is managed by SaaS 
providers.  
SaaS providers such as Computer Associates (CA)  
derive their profits from the margin between the 
operational cost of infrastructure and the revenue 
generated from customers. Therefore, SaaS providers 
are looking into solutions that minimize the overall 
infrastructure cost without adversely affecting the 
customers. Hence, the focus of this paper is on 
exploring policies to minimize the required 
infrastructure to meet customer demand in the context 
of SaaS providers offering hosted software services. 
 
 
 
 
 
 
 

 

 
Fig. 1.  A system model of SaaS layer structure 

 
A SaaS model for serving customers in Cloud is 
shown in Fig. 1. A customer sends requests for 
utilizing enterprise software services offered by a 
SaaS provider, who uses three layers, namely 
application layer, platform layer and infrastructure 
layer, to satisfy the customer’s request. The 
application layer manages all application services that 
are offered to customers by the SaaS provider. The 
platform layer includes mapping and scheduling 
policies for translating the customer’s Quality of 
Service (QoS) requirements to infrastructure level 
parameters and allocating Virtual Machines (VMs) to 
serve their requests. The infrastructure layer controls 
the actual initiation and removal of VMs.  
The current works in Cloud computing [10][2] are 
focused mostly on maximizing the profit of IaaS 
providers, but works related to the SaaS provider 
considering SLAs are still in their infancy. Many 
works do not consider the customer driven 
management, where resources have to be dynamically 
rearranged based on customers’ demands. Thus, in 
this paper, we examine the resource allocation 
strategies, which allow a cost effective usage of 
resources in Clouds to satisfy dynamically changing 
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customer demands in line with SLAs. 
From the perspective of data security, which has 
always been an important aspect of quality of service, 
Cloud Computing inevitably poses new challenging 
security threats for number of reasons. Firstly, 
traditional cryptographic primitives for the purpose of 
data security protection can not be directly adopted 
due to the users’ loss control of data under Cloud 
Computing. Therefore, verification of correct data 
storage in the cloud must be conducted without 
explicit knowledge of the whole data. Secondly, 
Cloud Computing is not just a third party data 
warehouse. The data stored in the cloud may be 
frequently updated by the users, including insertion, 
deletion, modification, appending, reordering, etc.  
In this paper, we propose an effective and flexible 
distributed scheme with explicit dynamic data support 
to ensure the correctness of users’ data in the cloud. 
We rely on erasure correcting code in the file 
distribution preparation to provide redundancies and 
guarantee the data dependability. This construction 
drastically reduces the communication and storage 
overhead as compared to the traditional replication 
based file distribution techniques. By utilizing the 
homomorphic token with distributed verification of 
erasure-coded data, our scheme achieves the storage 
correctness insurance as well as data error 
localization: whenever data corruption has been 
detected during the storage correctness verification, 
our scheme can almost guarantee the simultaneous 
localization of data errors, i.e., the identification of 
the misbehaving server(s). 
A representative network architecture for cloud data 
storage is illustrated in Figure 2. Three different 
network entities can be identified as follows: 
• User: users, who have data to be stored in the cloud 
and rely on the cloud for data computation, consist of 
both individual consumers and organizations. 
• Cloud Service Provider (CSP): a CSP, who has 
significant resources and expertise in building and 
managing distributed cloud storage servers, owns and 
operates live Cloud Computing systems. 
• Third Party Auditor (TPA): an optional TPA, who 
has expertise and capabilities that users may not have, 
is trusted to assess and expose risk of cloud storage 
services on behalf of the users upon request. 

 
Fig.2. cloud data storage architecture 

II. LITERATURE SURVEY 
 

Research on market driven resource alloca-
tion was started in early 80s [8][5]. Most of the mar-
ket-based resource allocation methods are either non-
pricing-based [5] or designed for fixed number of 
resources, such as FirstPrice [3] and FirstProfit [6]. 
Our work is related to user driven SLA-based profit 
maximization resource allocation for SaaS providers. 

Reig G. et al [10] contributed on minimizing 
the resource consumption for serving requests and 
executing them before its deadline with a prediction 
system. Their prediction system enables the schedul-
ing policies to discard the service of a request if the 
available resource capability is not able to complete 
the request before its deadline. However, in our work, 
we consider the enterprise applications which are 
different from compute and scientific applications. 

Popovici et al. [6] mainly considered QoS 
parameters on the resource provider’s side such as 
price and offered load, but did not focus on the user 
side. However, our proposed work differs on QoS 
parameters from both the customer’s and the SaaS 
provider’s point of view and focuses on user driven 
scenarios. 

Lee et al. [2] investigated the profit driven 
service request scheduling for workflow. In contrast, 
our work a) focuses on SLA driven QoS parameters 
on both user and provider sides, and b) solves the 
challenge of dynamic changing customer requests to 
gain profit and improve reputation.  

C.S. Yeo, and R. Buyya,[1] consider Service 
Level Agreement based Allocation of Cluster Re-
sources proportional share allocation technique called 
LibraSLA that takes into account the utility of accept-
ing new jobs into the cluster based on their SLA.  

J. Broberg, S. Venugopal, and R Buyya,[5] 
investigated Market-oriented Grids and Utility Com-
puting Traditional resource management techniques 
(resource allocation, admission control and schedul-
ing) have been found to be inadequate for many 
shared Grid and distributed systems, that consist of 
autonomous and dynamic distributed resources con-
tributed by multiple organizations. They provide no 
incentive for users to request resources judiciously 
and appropriately, and do not accurately capture the 
true value, importance and deadline (the utility) of a 
user’s job. Furthermore, they provide no compensa-
tion for resource providers to contribute their compu-
ting resources to shared Grids, as traditional ap-
proaches have a user-centric focus on maximizing 
throughput and minimizing waiting time rather than 
maximizing a providers own benefit. 

R.Buyya, C. S. Yeo, S. Venugopal, J. Bro-
berg, and I. Brandic, investigated the Cloud Compu-
ting and Emerging IT Platforms: Vision, Hype, and 
Reality for Delivering Computing as the 5th Utility, 
Future Generation Computer Systems define Cloud 
computing and provide the architecture for creating 
Clouds with market-oriented resource allocation by 
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leveraging technologies such as Virtual Machines 
(VMs). We also provide insights on market-based 
resource management strategies that encompass both 
customer-driven service management and computa-
tional risk management to sustain Service Level 
Agreement (SLA)-oriented resource allocation. 

Juels et al.[11]  described a formal “proof of 
retrievability” (POR) model for ensuring the remote 
data integrity. Their cheme combines spot-cheking 
and error-correcting code to ensure both possession 
and retrievability of files on archive service systems. 
Shacham et al.  built on this model and constructed a 
random linear function based homomorphic authenti-
cator which enables unlimited number of queries and 
requires less communication overhead. Bowers et al. 
[5] proposed an improved framework for POR proto-
cols that generalizes both Juels and Shacham’s work.  

Later in their subsequent work, Bowers et 
al.[12] extended POR model to distributed systems. 
However, all these schemes are focusing on static 
data. The effectiveness of their schemes rests primari-
ly on the preprocessing steps that the user conducts 
before outsourcing the data file F. Any change to the 
contents of F, even few bits, must propagate through 
the error-correcting code, thus introducing significant 
computation and communication complexity. 
 
III. PROPOSED SYSTEM 
 
In this paper, we propose an effective and flexible 
distributed scheme with explicit dynamic data support 
to ensure the correctness of users’ data in the cloud. 
We rely on erasure correcting code in the file distri-
bution preparation to provide redundancies and guar-
antee the data dependability. This construction drasti-
cally reduces the communication and storage over-
head as compared to the traditional replication-based 
file distribution techniques. By utilizing the homo-
morphic token with distributed verification of era-
sure-coded data, our scheme achieves the storage 
correctness insurance as well as data error localiza-
tion: whenever data corruption has been detected dur-
ing the storage correctness verification, our scheme 
can almost guarantee the simultaneous localization of 
data errors, i.e., the identification of the misbehaving 
server(s). 
1. Compared to many of its predecessors, which only 
provide binary results about the storage state across 
the distributed servers, the challenge-response proto-
col in our work further provides the localization of 
data error. 
2. Unlike most prior works for ensuring remote data 
integrity, the new scheme supports secure and effi-
cient dynamic operations on data blocks, including: 
update, delete and append. 
3. Extensive security and performance analysis shows 
that the proposed scheme is highly efficient and resi-
lient against Byzantine failure, malicious data mod-
ification attack, and even server colluding attacks. 

  In cloud data storage system, users store their data in 
the cloud and no longer possess the data locally. 
Thus, the correctness and availability of the data files 
being stored on the distributed cloud servers must be 
guaranteed. One of the key issues is to effectively 
detect any unauthorized data modification and cor-
ruption, possibly due to server compromise and/or 
random Byzantine failures. Besides, in the distributed 
case when such inconsistencies are successfully de-
tected, to find which server the data error lies in is 
also of great significance, since it can be the first step 
to fast recover the storage errors. To address these 
problems, our main scheme for ensuring cloud data 
storage is presented in this section. The first part of 
the section is devoted to a review of basic tools from 
coding theory that is needed in our scheme for file 
distribution across cloud servers. Then, the homo-
morphic token is introduced. In this there are three 
modules are present as mentioned below with details. 
Login module. 

In this module there are token based login 
that means, login with system with the help of token 
,so that data security on cloud will maintained.  
SLA module 

SLA means service level agreement. An 
SLA is a formal contract used to guarantee that con-
sumers will get service quality as per expectation 
what he paid for. Fundamental issue is the manage-
ment of SLAs, including SLA autonomy management 
or trade off among multiple Quality of Service (QoS) 
pa-rameters. In this project resource can be allocated 
to the software as service provider based on service 
level agreement. In this module customer request 
submitted to server based on his requirement where 
SLA logic implemented. Each user would have a bal-
ance and there are ‘N’ number of services each for 
different balance. After a login with the system user 
would be shown a service screen with ‘N’ service 
depending upon balance. 

Depending upon the service selector balance 
would be deduced and new token for that service 
would be generated for the user. After everyday user 
are logged out to ensure cloud reliability. 
Service module. 

Give the service to customer according to his 
request. I am planning to implement Notepad, Calcu-
lator, word document, Photo album service in my 
project. I will also try to implement and provide some 
special service like compilation based on feasibility 
and time constraint.  As per my project title I will 
mainly concentrate on first two modules. First is Lo-
gin module where my application will take care of 
data security from intruder and second is SLA where 
application will take care to provide service as per 
agreement by allocating resources to end user. 

 
IV. EXPERIMENTAL RESULT 
 
The first module focuses on login with data security 
with the help of random token generated by 
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application. when we enter user name and password, 
application will check user exist or not. If user is not 
exist it will not give access to application provided on 
cloud. If any intruder tries to access home page with 
invalid id and token combination he/she will be 
restricted and will be given output that your id and 
token doesn’t match. If user exist then user will allow 
to login with randomly generated token for data 
security. Also application will maintain token in 
database so that it will prevent unauthorized access. 
When authorized user login then every time new 
token is generated, in this way it will maintained the 
security of data on cloud. 
Below flowchart will describe how user will get 
access to end service application. Here in Microsoft 
sql database we maintain database where all user 
related data maintained. Once user enters username 
and password it will check against database and 
proceed further based on exist or not. 
 

 
Fig.5. Flowchart Of Login Module 

4.1.  Login Page 

 

This is a login page where user will enter username 
and password.  Once user enter userid and password 
application will check whether same user exist in 
database or not. If exist then he will be routed to next 
application page. 
 
4.2. Data Security Page 

 
When user is  login then security token is generated. 
Every time new token is generated. So that data 
security is mentained.  
 
4.3. Database Page Table 

 
 
This is Microsoft SQL database where user details 
table exist which maintained by application where 
data of authorized users are present. From login page 
request will come to database to verify existence of 
user. In this table username, password, machine 
address, security token are stored.  
 
CONCLUSION 
 
 In Cloud computing environments, primarily 
three types of on-demand services are available for 
customers i.e. Software as a Service, Infrastructure as 
a Service and Platform as a Service. This paper 
focused on scheduling customer requests for SaaS 
providers with the explicit aim of cost minimization 
with dynamic demands handling.In this paper, we 
investigated the problem of data security in cloud 
data storage, which is essentially a distributed storage 
system. To ensure the correctness of users’ data in 
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cloud data storage, this paper proposed an effective 
and flexible distributed scheme with explicit dynamic 
data support, including block update, delete, and 
append. By utilizing the homomorphic token with 
distributed verification of erasure coded data, our 
scheme achieves the integration of storage 
correctness insurance and data error localization, i.e., 
whenever data corruption has been detected during 
the storage correctness verification across the 
distributed servers, this is almost guarantee the 
simultaneous identification of the misbehaving  
server(s). 
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