
International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 1, Issue- 1,May-2013 

 Issues Faced By Banking Sector In The World Of Cloud-Based Computing To Achieve High Performance: A Survey 
 

10 

ISSUES FACED BY BANKING SECTOR IN THE WORLD OF CLOUD-
BASED COMPUTING TO ACHIEVE HIGH PERFORMANCE: A 

SURVEY 
 

1MRUNAL MODAK, 2ANIL WALKE 
 

P.V.P.I.T. College, Bavdhan, Pune University, India, P.V.P.I.T. College, Bavdhan, Pune, University, India 
Email: mrunal.modak21@gmail.com, anilwalke@yahoo.com 

 
 
Abstract—This paper presents issues faced by banking sector in the world of cloud-based computing. The computing 
industry is witnessing a paradigm shift in the way computing is performed worldwide. There is a growing awareness among 
consumers and enterprises to access their information technology (IT) resources extensively through a "utility" model, a 
development broadly called "cloud computing." Today’s ,the boom in cloud computing has brought lots of cost, efficiency,  
reliability, security, policies as key challenges for the banking sector to provide better service for  their customer. In this talk 
we consider the issues that need to be addressed first before making the move to the cloud. Testing and researching cloud 
environment and are intensely interested in seeing what cloud concepts might accomplish for their banking and finance 
industry. In addition this paper take a look to the some open issues related to cloud platform e.g. deployment, elasticity and 
mobility. 
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I. INTRODUCTION 
 

The banking sector is one section that can be 
assisted with adequate cloud computing models and 
can be managed appropriately. Banking sector faces a 
number of key challenges that will need to be 
addressed before it becomes pervasive. The cloud 
based services can prioritize their services after 
observing the customer’s demand and likeliness. 
They can get through the customer preference 
through social networking interfaces and focusing on 
better customer relations, human relations and 
finance management, helping the banks to retain 
customers and attract new consumers. Cloud provides 
many services which are absolutely apt when it 
comes to banking. The Cloud based e- invoicing 
provides the exchange when the rates are most 
favorable. In this way, the cloud will assist the 
banking business model and provide frequent benefits 
to them. In our research, firstly CIA i.e. 
confidentiality, integrity and authentication will be 
provides to data center and after that AAA i.e. 
Authorization, Accountability and authentication will 
be provided.  
 
II. CHALLENGES 
 

 Security: The confidentiality and security 
of financial and personal data and 
mission-critical applications is paramount. 
Banks cannot afford the risk of a security 
breach. 

 Regulatory compliance: Customers are 
ultimately responsible for the security and 
integrity of their own data, even when it is 
held by a service provider.  

Traditional service providers are subjected to  

 
external audits and security certifications. Cloud 
computing providers who refuse to undergo this 
scrutiny are “signaling that customers can only use 
them for the most trivial functions”, according to 
Gartner. [4]. Many banking regulators require that 
financial data for banking customers stay in their 
home country. Certain compliance regulations require 
that data not be intermixed with other data, such as on 
shared servers or databases. As a result, banks must 
have a clear understanding of where their data resides 
in the cloud. 

SECURITY RISKS 
Well-known Gartner’s seven security issues which 
cloud clients should advert as mentioned below [1]: 

 Privileged user access: There resides 
sensitive data that is processed outside the 
organization inherent risk of security of data 
because outsourced services bypass the 
“physical and logical IT controls”. 

 Regulatory compliance: Customers are 
responsible for the security of their data. 
Traditional service providers are subjected 
to external audits and security certifications. 

 Data location: When users use the cloud, 
they have no knowledge about the hosted 
data. Distributed data storage is a main 
reason of cloud providers that can cause lack 
of control and that is risky for customers. 

 Data segregation: As cloud is typically in a 
shared environment in that data can be 
shared. So there is the risk for data loss. Is 
encryption available at all stages, and were 
these encryption schemes designed and 
tested by experienced professionals? 

  Recovery: It is very essential to recover the 
data when some problem occurs and creates 
failure.so the main question arises here is 
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that can cloud provider restore data 
completely or not? This issue can cause an 
stalemate in security. 

 Investigative support: Cloud services are 
especially difficult to investigate, because 
logging and data for multiple customers may 
be co-located and may also be spread across 
an ever-changing set of hosts and data 
centers. 

 Long-term viability: Ideally, cloud 
computing provider will never go broke or 
get acquired by a 

larger company with maybe new policies. But 
clients must be sure their data will remain available 
even after such an event. Other risks are given below: 
(a) Leakage of Data: as the data is not residing at the 
customer's local machine and also used for 
multitenant environment. This will lead to the data 
leakage problem. For this purpose we have to prevent 
this problem. 
(b) Database and server security for the System: As 
the database and server security is must on front end 
while using cloud computing. If there exits security 
only then the banks can use variety of services of the 
cloud computing .By this the data for the banks will 
be remotely stored and they have no need to worry 
about hardware implementations. 
But the important concern is that there must be exist 
confidentiality, Authorization and integrity. 

One  of the research indicates that 42 percent of 
bankers plan to deliverThis paper will discuss issues 
which is to be discussed a section that you want to 
designate with a certain style, and then select the 
appropriate name on the style menu. The style will 
adjust your fonts and line spacing.  

Do not change the font sizes or line spacing to 
squeeze more text into a limited number of pages. 
Use italics for emphasis; do not underline.  

 
III. SOLUTION TECHNIQUE 
 
Bank would use Hybrid Cloud for transactions It 
would have a private cloud for highly secure 
transactions. And it would use a public cloud for 
upper layer of its application. For Authenticatation 
purpose kerboes will be used. Kerboes is Architecture 
for secure cloud for banking application 
authentication protocol that works on ticket basis and 
provide identity for secure authentication by which 
identity is proved by this protocol. Kerberos uses 
symmetric key cryptography and requires a trusted 
third party during certain phases of authentication [2]. 
Dynamic Firewall is used to protect the outsider 
attacks. Honey Pot is used to detect unauthorized use 
of data. These honey pots do not add direct value to a 
particular organization; instead, they are used to 
research the attacks for the organizations and used to 
protect against those attacks [3]. IDS i.e. intrusion 
detection system is used to monitor the network or 
policy violations and provide reports to management 

station [4]. Some systems may attempt to stop an 
intrusion attempt but this is not required for 
monitoring a system [4]. 
 
In general, the banking agencies’ major expectations 
on IT outsourcing activities include the following 
core elements: 
Effective oversight and risk management of IT 
outsourcing arrangements. The board of directors and 
executive management of a financial institution are 
expected to establish and approve, and assure 
compliance with, risk-based policies that govern the 
IT outsourcing process. 

 
 

These policies must recognize the risks to the 
financial institution of its outsourcing relationships 
and be appropriate for the size and complexity of the 
financial institution. This expectation is fully 
consistent with general financial regulatory agency 
expectations that the board of directors and senior 
management of a financial institution have ultimate 
legal responsibility for the condition and operations 
of the financial institution. 

Risk assessment and requirements. The financial 
institution, under the oversight of management, is 
expected to assess the risks from outsourcing, reduce 
this assessment to suitable written policies, and use 
these written policies to govern the outsourcing 
process. Risk identification includes identifying the 
nature and quantity of relevant risks, taking into 
account the functions and activities to be outsourced, 
and from there developing definitions of business 
requirements that will govern the selection of a TSP, 
the outsourcing standards and requirements of the 
financial institution, and the controls that will be 
needed to manage the risks in question. 

Service provider selection. A financial institution 
must evaluate TSP proposals in light of the 
institution’s needs, and conduct a suitable due 
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diligence on prospective TSPs.  
Contract issues. A financial institution’s 

outsourcing arrangements must be memorialized in a 
written agreement that, among other things, (i) 
defines the parties’ rights and responsibilities, (ii) 
contains adequate and measurable service level 
agreements (SLAs), (iii) is properly priced, taking 
into account the financial institution’s needs, (iv) 
does not contain inappropriate or unsafe inducements 
for the financial institution, and (v) is reviewed by 
competent legal counsel. 

Ongoing monitoring. Financial institution 
management is expected to monitor the performance 
of the service provider during the life of the contract, 
taking into account changes in the financial 
institution’s needs that may occur during the contract 
period. Proper monitoring will include (i) key SLAs, 
(ii) the vendor’s financial condition and capacity to 
perform its obligations, (iii) verification through 
appropriate audit reports and other internal control 
reviews, of the vendor’s control environment, and 
(iv) the financial institution’s and vendor’s ability to 
address and respond to changes in the external 
environment affecting the outsourcing arrangements.  

From the regulatory perspective, the risks 
associated with technology outsourcing arrangements 
fall into the following principal categories: 

 Operational (or transaction) risk, or the risk 
to earnings or capital arising from problems 
with service or product delivery. 

 Legal/compliance risk, or the risk to 
earnings or capital arising from violations of 
laws, rules, or regulations, or from 
nonconformance with internal policies and 
procedures or ethical standards. 

 Strategic risk, or the risk to earnings or 
capital arising from adverse business 
decisions or improper implementation of 
those decisions. 

 Reputation risk, or the risk to earnings or 
capital arising from negative public opinion 
of a financial institution. 

 Credit risk, or the risk to earnings or capital 
arising from an obligor’s failure to meet the 
terms of any contract with the bank or 
otherwise to perform as agreed.  

Taking into account these various considerations, we 
offer some observations on the preferred path forward 
for financial institutions that are considering the 
acquisition of  
cloud-based IT services. 
1) Develop a strong understanding of the business 
and legal risks specifically associated with cloud IT 
services. By IT industry standards, cloud-based 
services are still relatively new, although they are 
evolving and expanding very rapidly. In some 
respects, the nature of the key business risks 
associated with cloud computing – privacy of 
financial institution and financial institution customer 
information, security of cloud based data, business 

interruption/continuity issues – are really no different 
than they are traditional application or server-based 
IT systems, where these issues have long been just as 
real. But coming to grips and resolving these issues 
requires a solid understanding of the specific 
technological features, advantages and drawbacks of 
cloud-based technology platforms, and the risks 
specifically associated with these services. 

What has probably slowed the expansion of cloud-
based services in the financial institutions community 
more than anything else are financial institution 
concerns about compliance with the regulatory 
requirements that apply to privacy of financial 
customer information, and the integrity and 
protection of that information. These requirements 
are relatively rigorous, and financial institutions 
cannot simply negotiate them away, as the Cloud 
Statement makes clear. At this time, TSP vendors in 
general may not have made the necessary strides in 
cloud technology development, or have not acquired 
a suitable appreciation of the demands that financial 
institutions face in this regard, to respond effectively 
to these core privacy and data protection concerns, 
although recent press reports suggest that some 
vendors are focusing specifically on these issues and 
attempting to offer solutions to them.  

Financial privacy issues. Regulated financial 
institutions across the board are subject to Federal 
and state financial privacy requirements that 
generally require the protection of customers’ 
personal financial information, and limit the ability of 
financial institutions to share that information with 
third parties. While the Federal Gramm-Leach-Bliley 
Act and state laws generally will permit a financial 
institution to share customer information with a TSP 
provider in connection with the TSP providing 
services to the financial institution, in a cloud-based 
environment customer data may not be stored or 
retained at any specific location, or may be moved 
from one location to another by the TSP. In turn, the 
particular regulatory requirements applicable to a 
financial institution’s customer data may be affected 
by where that data is stored. Moreover, the regulatory 
complications that may arise from where data is 
stored may become more complicated if that data can 
be stored outside of the United States, especially in a 
region such as the European Union, which has strict 
privacy and data protection regulatory regimens. 

Financial institutions contemplating the acquisition 
of cloud-based services that include customer 
information therefore must address the impact of the 
cloud delivery model on their financial privacy 
obligations. One possible way to do is to negotiate 
geographic limitations on where the TSP may store 
customer data, or obtain appropriate assurances that 
the TSP will comply with legal restrictions applicable 
to the financial institution with respect to its customer 
data. Obtaining these vendor commitments and 
assurances, however, may be easier said than done, 
because many cloud service providers thus far have 
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been reluctant to agree to terms and conditions that 
sufficiently address these concerns. 

Customer data protection issues. Federal law 
(again, the Gramm-Leach Bliley Act) requires 
financial institutions to adopt and implement 
measures that are reasonably designed to protect the 
integrity of, and safeguard, their customer data. In 
turn, current supervisory policies require regulated 
banking organizations and other financial institutions 
to take affirmative action to remedy breaches of data 
security, including notifications of customers affected 
by data breaches. The laws of almost every state have 
similar requirements, with the difference being that 
state laws often specifically require customer 
notification in the case of data breaches. 

Cloud-based IT services are equally subject to 
these requirements, with the practical difference 
being that, in the case of cloud-based IT services, a 
financial institution’s customer data may be housed in 
one or more remote locations, and may be able to 
move more freely across state lines or other 
jurisdictional boundaries. But if there is a breach of 
customer data security in the TSP’s cloud, it doesn’t 
matter whether the breach occurred in Portland, ME 
or Portland, OR, because the financial institution 
probably will have notification and other remedial 
obligations to its customers. 

In part due to concerns such as these, a number of 
financial institutions may elect to limit their 
acquisition to cloud-based services to those services 
that do not relate to customers’ personal financial 
data, or may see if they can obtain an agreement from 
a TSP to identify specific locations where cloud-
based data will be maintained. But getting that 
agreement, as noted above, may be difficult to 
achieve. At the same time, regulatory expectations in 
this area are quite explicit, in that financial 
institutions are expected to adapt their information 
security policies, standards, and practices to 
incorporate the activities related to a cloud TSP. In 
this regard, specific information security measures 
such as continuous monitoring of high-risk situations, 
maintenance of comprehensive data inventories, the 
implementation of a suitable data classification 
process, and limiting access to customer data through 
effective identity and access management 
(particularly in public cloud environments), are key 
information security measures from the regulatory 
perspective.  

Business continuity issues. One of the key risks 
associated with any IT services is the risk of service 
interruption. This issue is no less important for cloud-
based IT services, and unlike issues associated with 
privacy and data breach, business continuity risks are 
not limited to services involving customers’ personal 
financial information. And, the risk of service 
interruptions may give financial institutions further 
pause about procuring cloud-based IT services, 
especially services that are core or “mission critical” 
to the financial institution. 

Are cloud-based operating environments more 
susceptible to interruptions of services? The answer 
to this question currently may be inconclusive, but 
what may differ is the degree to which a service 
interruption may impact multiple organizations and 
affect the service restoration priority given to the 
financial institution — especially in the case of large 
providers of public cloud financial IT services — and 
the need to ensure the presence of cloud-specific 
response strategies and backup environments. These 
are important questions that financial institutions 
need to address early in the procurement process and 
for which a financial institution will absolutely need 
to have satisfactory answers. For example, a financial 
institution may need to arrange for independent 
backup data storage capabilities to protect against a 
wholesale loss of data in the event its cloud services 
“go dark.” 

2) Know what you are buying. Understanding the 
features of cloud-based services also means 
understanding, and consciously deciding upon, the 
types of cloud services the financial institution is 
buying. A public (multi-tenant) cloud platform has 
definite advantages in terms of cost and conservation 
of financial institution resources, as well as ready 
access to scalable services. A public cloud, however, 
may deprive the financial institution of flexibility and 
corporate leverage in its efforts to negotiate the types 
of services and data, business continuity and liability 
protections that it needs. By the same token, 
flexibility and leverage, and the ability to protect data 
and business processes, may be more available in a 
hybrid or private cloud environment, but almost 
certainly will entail higher costs for the financial 
institution. 

Similarly, a financial institution’s business needs 
will influence the types of cloud services a financial 
institution acquires: infrastructure, systems or 
applications. There naturally are significant 
differences in these services, and it is important that 
the financial institution take steps to assure that its 
business needs align properly with the types of 
services a TSP is able and willing to offer. 

3) Your regulators will want to fly inside the cloud. 
One basic regulatory requirement for financial 
institutions that purchase any IT services from a TSP 
is the right of the financial institution’s primary 
regulator to examine and supervise the provision of 
those services. This supervision right includes the 
regulator’s right, under the Bank Service Company 
Act and other regulatory requirements, to inspect and 
audit the TSP’s activities and systems, and the level 
of risk that a TSP may pose to those financial 
institutions with which it does business. 

In the realm of cloud computing services, this 
access right will be just as, if not more, important for 
financial institution regulatory agencies, especially if 
the delivery of cloud-based IT services becomes 
concentrated among a small number of large TSPs 
that each do business with hundreds of financial 
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institution clients, and where the IT infrastructure and 
risk management systems of a single TSP may 
become a priority risk management issue for the 
financial regulatory agencies. Accordingly, a 
financial institution that wants to purchase cloud-
based IT services will need to assure that its TSP 
understands and is willing to comply with these 
regulatory requirements. Similarly, a financial 
institution’s right to audit cloud services, or request 
adequate assurances of the integrity of a TSP’s 
internal controls environment, is another important 
consideration that a cloud services purchaser must 
address at the inception of an IT cloud services 
relationship. Audit rights, in particular, may be a 
challenge for a technology model such as the cloud 
platform, where financial data may be dispersed 
among various locations, and moved from location to 
location. 

On top of these access requirements may be 
regulatory requirements — e.g., such as those 
imposed by FINRA on its member firms — that 
require financial institutions to formally oversee or 
supervise certain activities being performed on their 
behalf.17 Being able to do so in a cloud-based IT 
environment may be more challenging, and is an 
issue that financial institutions need to explore with 
their TSPs at the outset of an IT services relationship. 

4) Kick the tires before entering the cloud. What 
the foregoing considerations mean, in large part, is 
that financial institutions need to identify and resolve 
at an early stage the various legal, regulatory and risk 
mitigation issues embedded in a cloud-base IT 
relationship. This is a process that must be completed 
at the outset of a TSP relationship, not while the 
financial institution is well into the relationship. In 
turn, this requires a thoughtful, well-organized due 
diligence process that will assure not only that the 
right questions get asked, but also that any 
prospective TSP is able to answer these questions to 
the financial institution’s satisfaction. In other words, 
the financial institution will want to know if the TSP 
will be able to provide the level of service and 
support that the financial institution requires to satisfy 
its risk mitigation and regulatory responsibilities to 
the financial institution’s and its regulator’s 
satisfaction. In this regard, the Cloud Statement 
highlights several particular areas that the bank 
regulators want a financial institution to address 
during the due diligence process, including (i) data 
classification, (ii) data segregation and (iii) data 
recovery. 
5. Your TSP agreement is the foundation for a good 
cloud solution, but can you get the terms that you 
need? A financial institution that enters into a cloud 
IT services relationship not only must understand the 
relevant technology and associated legal and 
regulatory issues, but also the commercial and 
regulatory objectives and risks of a particular TSP 
relationship. In turn, the financial institution must 

select its TSP and negotiate its agreement with its 
objectives and risks firmly in mind. 
A financial institution is best-positioned to protect its 
commercial and regulatory interests through the 
negotiation of a sound and enforceable technology 
services agreement that affords it adequate risk and 
liability protections, assurances of suitable service 
levels standards and performance, and sufficient and 
timely remedies if things go wrong with the TSP 
relationship. Current experience, however, suggest 
that many public and hybrid cloud system TSPs have 
not reached the point of fully accommodating the 
particular business and regulatory obligations of 
highly-regulated financial institutions. In most TSP 
relationships, vendor terms and conditions are apt to 
be tilted in favor of the vendor on core matters 
(including service levels, business continuity 
responsibilities, rights of termination without cause, 
remedies for damages, and limitations on 
indemnifications). Vendors also will offer up 
standardized forms of agreements where their 
willingness to negotiate institution-specific terms and 
conditions may be relatively low. In turn, many 
financial institutions may lack the size or economic 
clout to negotiate terms that fully satisfy their 
commercial and legal/regulatory risk tolerances. 
This vendor landscape, however, may change as 
regulatory expectations make plain that cloud 
technology vendors must be prepared to adapt to the 
regulatory environment in which financial institutions 
operate. For example, the Cloud Statement says that 
banking organization contracts with cloud IT service 
providers should address the parties’ obligations with 
respect to compliance with privacy laws, for 
responding to and reporting about security incidents, 
and for fulfilling regulatory requirements to notify 
customers and regulators of any breaches. 

Rapid elasticity and scalability 
One of the difficulties associated with traditional IT 
architecture is that the combination of physical server 
requirements and uneven demand levels leads to 
inevitable waste of resources. This can happen either 
due to over-utilization—where servers cannot meet 
the needs of spikes in demand, resulting in slow 
response times and an inability to process all 
requests—or under-utilization—where servers 
purchased to accommodate spikes in demand sit 
dormant and unused during long stretches of normal 
user activity. 

Loss of governance 
The relative ease and low barriers to entry of Cloud 
computing is a double-edged sword in terms of 
governance. Whereas companies with in-house 
infrastructure could previously control each aspect of 
the IT stack, from physical security of the server or 
hard disk to the access and authentication controls on 
individual devices on the network, outsourcing 
services to CSPs necessarily involves a loss of some 
of this direct oversight. 
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This problem is compounded by the fact that in-house 
firewalls and authentication systems tend to be 
configured to perform on the structures for which 
they were created, making them ill-suited to the 
dynamic and fluid nature of resources on the Cloud. 
This necessitates a retooling of internal security 
mechanisms and access controls so that they match 
and are compatible with the new infrastructure. 
Furthermore, new controls and measures may be 
necessary depending on the type of Cloud delivery 
mechanism chosen. For example, multi-tenant 
situations in larger data center facilities can make 
users vulnerable to unauthorized access by their co-
tenants. Co-tenants’ misdeeds and subsequent 
investigations may also result in reputational damage 
and availability outages caused by police seizure of 
physical hardware. It should be noted, however, that 
other Cloud delivery options, such as a private Cloud, 
allow users to mitigate some of the governance 
issues. This carries its own drawbacks in terms of 
increased costs and foregone economies of scale. 

Supply chain guarantees 
The difficulties associated with auditing and a 
fragmented storage system also have an effect on the 
chain of suppliers of Cloud services. Virtualized IT 
processes can interact such that multiple intermediary 
companies provide Cloud-based services to each 
other—whether infrastructure, platforms or software 
as a service—as well as the end-user. However, the 
flexibility offered by this virtualized chain of supply 
opens the system to vulnerabilities at multiple stages. 
Depending on the placement of the service purchased 
by the end user in the stack, their provider may be 
more or less dependent on a contractor’s underlying 
infrastructure. For example, the relationship between 
client and provider of IaaS controls more links in the 
chain than a subscriber to SaaS, which in turn might 
be dependent on multiple third party suppliers. 
This technological separation is also reflected in the 
lack of contractual relationship between the end user 
and infrastructure provider. This is significant 
because the current relative lack of regulation means 
that guarantees regarding data security, privacy, 
authentication standards, etc. are left to the terms of 
the contractual relationship. The user must therefore 
ensure that both the Cloud provider and its suppliers 
maintain the requisite levels of controls. Enforcement 
of these provisions, however, is complicated by the 
fact that the interconnectedness of Cloud operations 
makes apportioning blame for subsequent failures 
difficult. Moreover, as the ENISA report points out, 
providers often change their contractors frequently, 
so a list of specific, real-time third party contributors 
is hard to produce. Instead, ENISA suggests that 
CSPs be forced to disclose which functions they 
outsource and which they perform in-house. 

Challenges in Policing 
The challenges in policing – especially when it comes 
to record keeping and sharing – are briefly discussed 
below: 

Lack of computerization 
Lack of computerization is one of the fundamental 
problems with maintenance of criminal records in 
police stations. Records, in most police stations in the 
country still continue with manual record keeping 
procedures. Wherever desktop based computers are 
available, they store the data locally resulting in risk 
of data loss in case of local hardware failures. Hence, 
in spite of computerization, police stations are 
mandated by rules to maintain physical copies of 
criminal records resulting in huge duplication of 
records.  

Difficulty in sharing information 
Since records are manual, it becomes difficult to 
search, retrieve and share information. The difficulty 
in sharing information applies at all levels – whether 
it is other police station in the country, office of 
supervisory police officials or other agencies which 
may have interest in the information, or even with 
citizens.  

Administrative inefficiencies 
Lack of information access also cascades into 
administrative inefficiency, as supervisory officials 
cannot have access to real-time and meaningful MIS 
reports or set in motion important and urgent course 
corrections. Further, it becomes laborious to generate 
specific MIS reports for specific purposes, such as 
Parliamentary or RTI (Right to Information Act) 
related queries thus making the system inflexible and 
in many cases unusable. 

Low productivity 
Impact of all the above challenges is low productivity 
on all parameters where output is dependent upon 
records being kept by police stations. For instance, if 
an investigating officer wants to trace identity of a 
criminal from finger prints recorded at the crime 
scene, it is a huge challenge in the current 
environment.  

Concerns resulting from adoption of Cloud in 
policing  

Conversion of data in local languages to common 
language  
Data available in crime and criminal records in police 
stations is regulated by that particular state’s Police 
Manuals and different states will have it stored in 
various languages. Converting that data into the 
common language would mean a duplication of work 
for the police stations.  

Data security  
Policing in India is a state subject and police forces in 
the country are organized at state level. There can be 
concerns over a common, cloud-based, all-India 
database of crime and criminal records. Further, if 
various law enforcement/ intelligence agencies are to 
be given access to the data, it could also raise serious 
concerns about data security. 
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CONCLUSION 
 

A conclusion section is not required. Although a 
conclusion may review the main points of the paper, 
do not replicate the abstract as the conclusion. A 
conclusion might elaborate on the importance of the 
work or suggest applications and extensions. 

The Cloud promises to revolutionize not just the 
Government but also industry as a whole. Further, the 
Cloud presents tremendous opportunities to fast track 
the healthcare and education sector in India. 
However, it will require careful development of a 
national Cloud strategy to ensure that maximum 
benefits of the Cloud accrue to the nation while 
minimizing the risks.  

In essence, the Government needs to play a pivotal 
role in ensuring that Indian entities can take 
advantage of the Cloud revolution for economic 
growth without being encumbered by the challenges 
and risks arising from the Cloud.  

The Government needs to work on dual goals of 
protecting interests of Indian entities in relation to 
risks from Cloud adoption and accelerating the 
adoption of Cloud in India. This will be possible only 
with cooperation between various government 
agencies and departments anchored by key ministries. 
The NTP-2012 also plans “to exploit individual 
strengths of organizations under DoT/DIT to their 
mutual benefit for ensuring these organizations to 
effectively flourish in the competitive telecom market 
while adequately supporting the security needs of the 
country.”   
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