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Abstract: The cloud is a large group of interconnected computers that provides on-demand, self-service, broad network 
access, resource pooling, rapid elasticity, and measured service. One promising application area for the cloud is in 
healthcare. An advantage of the healthcare cloud is it can be a tool that medical professionals use to coordinate amongst 
various medical departments, institutions, and other healthcare related businesses. This leads to the main challenge of the 
healthcare cloud: security and accountability of patients’ personal health records. Personal health care information is critical 
for effective medical treatment. However, privacy protection cannot be sacrificed in the name of efficiency. To overcome 
this problem, in this paper, we propose a trustable distributed accountability framework to control the user data (health 
records) distribution in the cloud. In particular, we propose an object-centric approach to automatically trigger an object to 
create a log record using dynamic binding between the user data and every access over the distributed data. The legitimacy 
of any medical professional who accesses the data can be verified by redirecting to a professional social networking 
website’s database and cross-checking with their account details and activity logs. A decentralized Log Manager maintains 
distributed log records generated for every user data and is also responsible for handling log file corruptions. We also design 
an automated Trusted Auditor to support the data owners to maintain and verify the corrupted log records. 
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I. INTRODUCTION 
 
Though cloud computing has vast number of 
applications to its name, its effect on the health 
industry is going to be the most significant one. 
Health industry, at present, is plagued by number of 
factors. But the most important ones amongst them 
are, namely, cost, huge amounts of data which 
sometimes becomes very difficult to maintain, 
security and privacy. The problem is even worse in 
developing nations where the health care system is 
not so intact. Even in developed nations like the 
United States of America for example, health care 
remains quite expensive and thus, out of reach of the 
common man. Cloud computing, a fairly new term in 
the healthcare industry, promises very well in the 
development of health sector and can handle the 
shortcomings of the present day healthcare system. 
 
The biggest problem faced by the health care system 
at present is the very high cost a patient has to bear 
while undergoing a medical treatment. No doubt that 
the standard of medical treatment has increased by 
leaps and bounds, but at the same time, the cost factor 
has also gone up considerably. It has become quite 
difficult for a middle class family member to get 
medical treatment for some grave illness in the very 
best of the city hospitals. With the advancements in 
the medical field and also due to the uncontrolled 
growth of population, especially in the developing 
nations, hospitals are faced with quite a number of 
challenges like managing huge amounts of medical 
research, patient's data and its security, privacy of the 
patient's data, various insurance claims etc. 
 

 
With cloud computing comes the concept of EMR's 
(Electronic medical records). As the name suggests, 
EMR's are the soft copy of the patient's medical 
history which is stored at some place in the cloud. All 
the data can be easily retrieved whenever and 
wherever required. So, suppose a person is 
undergoing some treatment at some hospital in a city 
but then later wants to continue the treatment at some 
other hospital in some other city. What does one do in 
such a scenario? EMR's is the answer. EMR's not 
only provide flexibility in terms of medical treatment 
but also help in reducing medical errors. EMR's can 
also be accessed though a mobile device and thus 
provides great ease of access to the patient as s/he no 
longer requires to carry the hard copy of the medical 
records wherever s/he goes. With cloud computing, 
the hospitals can, at any time, increase their data 
storage easily and that too, very quickly. All they 
would need to do when faced with such a situation is 
to simply ask their cloud provider to increase their 
data storage in the cloud. There will also be greater 
linkage with the insurance companies, state 
governments, drug companies etc. Primary care and 
home care can also be interlinked. Thus, patient care 
also gets improved in the process. 
 
In spite of the various advantages that cloud 
computing holds in store for the health sector, 
organizations all around the globe are still 
apprehensive about its complete adoption because of 
the 'security' and 'privacy' factor. The biggest fear of 
these organizations is about how secure and private 
the data will remain in the cloud. Also, because of the 
sensitivity of the patient data, the health organizations 
are worried that if this type of data gets hacked or 
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accidently leaked then it might create huge problems 
for them. Some still argue that this 'security' and 
'privacy' issue may ultimately play in favour of cloud 
computing. When all the patient data and research 
related work will be stored at a single place, it will 
become easier to maintain it as well as better security 
measures can be adopted to make sure that the data is 
never compromised and also to maintain its integrity.  
 
To provide a solution to the above security problems, 
we propose an approach, namely Trustable 
Accountability framework, based on the notion of 
information accountability. Unlike privacy protection 
technologies which are built on the hide-it-or-lose-it 
perspective, information accountability focuses on 
keeping the data usage transparent and trackable. Our 
proposed framework provides end-to end 
accountability in a highly distributed fashion. One of 
the main innovative features of this framework lies in 
its ability of maintaining lightweight and powerful 
accountability that combines aspects of access 
control, usage control and authentication. By means 
of this, data owners can track not only whether or not 
the service-level agreements are being honoured, but 
also enforce access and usage control rules as needed. 
 
II. RELATED WORK 
 
This section gives a brief overview of various 
healthcare related cloud-based applications. EMS is 
an emergency medical system that accesses personal 
health records of patients and helps provide timely 
care [1]. There are three groups of users in the EMS: 
i) Ambulance Paramedics who have access to read 
and write data regarding paramedic activities 
performed at an incident site; ii) Emergency 
department physicians who have access to their 
respective authorized portions of medical data and 
can use the data to evaluate medical history, patient 
allergies and other critical health factors; iii) Nurses 
who can access their authorized portion of the data 
and provide the required medication to the patients.  
 
It mainly consists of three components, Personal 
Health Record (PHR) platform, EMS application and 
a Portal to access the former. The PHR platform is 
composed of a user interface and medical record 
repository. The user interface allows patients to 
access their own medical history data and authorized 
healthcare professionals to access appropriate parts of 
the data. Authorized healthcare professionals can 
interact with PHR and EMS via mobile phones and 
personal digital assistants, thus providing timely 
assistance to patients. 
 
HCX is a distributed web interactive system that 
provides a private cloud-based data sharing service 
allowing dynamic discovery of various health records 
and related healthcare services [2]. In particular, 
HCX allows sharing health records between different 

Electronic Health Record (EHR) systems. It 
automatically adapts to changes in the cloud. It uses 
Eucalyptus to provide private cloud infrastructure as 
a service and Apache CXF Distributed OSGi 
(DOSGi) to build Open Services Gateway-based 
services. Eucalyptus supports a variety of 
virtualization technologies such as VMware, Xen and 
KVM hypervisors for the management and creation 
of virtual servers. In the HCX system, Continuity of 
Care Record (CCR) format is used to encapsulate 
patient health care data to be sent to different OSGi 
modules.  
 
CCR is comprised of three main elements: header, 
body, and footer. The header contains metadata about 
the document such as CCR format version, the 
document creation date, document id and patient id; 
the body of the document includes detailed patient’s 
information such as procedures, immunizations, 
family medical history, medical insurance, 
medications, vital signs, test results and medical 
alerts; the footer provides a list of actors (persons, 
organizations and information systems) referenced 
throughout the document by an actor id and adds 
additional information such as name, address and e-
mail. HCX is a promising application. It allows 
medical records to be exchanged through a standard 
interface and CCR record format. However, it is still 
in its development stages. 
 
DICOM-based system is based on Digital Imaging 
and Communications in Medicine to deal with the 
high volume of medical images and diagnostic 
imaging procedure [3]. DICOM consists of three 
major components: DICOM server, Web User 
Interface, and DICOM file indexer. A user can 
upload, search and browse images via the Web User 
Interface. The DICOM file indexer parses the header 
of DICOM files as they are uploaded from the client 
through the DICOM server or Web User Interface.  
 
The DICOM system design includes a portable 
application program interface layer which enables 
this open source service to be ported to different 
cloud platforms. It was tested with various public 
domain images. This prototype’s system design and 
implementation shows the feasibility of using cloud 
computing to provide a long term offsite medical 
image archive solution. In the future, the authors plan 
to implement more security using Internet protocol 
filtering and also evaluate complete compliance of 
Health Insurance Portability and Accountability Act 
(HIPAA). 
 
HealthATM kiosks are developed for patients to 
manage their own personal health data [4]. It 
integrates services from Google’s cloud computing 
environment. It provides timely access to relevant 
health data to patients and strengthens patients’ 
communication with their care providers. Individuals 
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can review personal account information and perform 
transactions to manage their care online. This 
functionality is particularly helpful for patients with 
chronic conditions who need to monitor their health 
on a daily basis. They mainly serve non-native 
English speakers, undocumented individuals, 
displaced individuals, elderly persons, migrant farm 
workers and homeless individuals. It is also a cost 
effective solution of personal healthcare management. 
 
A HealthATM kiosk makes use of cloud computing 
architectures, both vertically and horizontally. 
Horizontally, it can connect and integrate multiple 
clouds to function as one logical cloud; while 
vertically, it can improve capacity of a cloud by 
enhancing individual existing nodes in the cloud. 
Currently, the systems cannot be directly handed over 
to patients. In order for HealthATM kiosks to be 
more effective, constant training, outreach, education 
and collaboration are must. A further plan is to 
incorporate feeds from different health-related 
services in order to include data available from 
pharmacies. 
 
In summary, different cloud-based medical 
applications and systems are being investigated. As 
seen above, everything from systems designed to 
maximize the benefits of treatment to systems 
designed to assist patients in managing their own care 
are being developed. To the best of our knowledge, 
few cloud-based systems provide emotional support 
and information sharing between patients. This 
motivates us to study cloud-assisted healthcare social 
networking. 
 
III. FRAMEWORK DESIGN 
 
3.1Proposed Approach 
 
The Trustable Accountability framework proposed in 
this work conducts automated logging and distributed 
auditing of relevant access performed by any entity, 
carried out at any point of time at any cloud service 
provider. It has three major components: logger, log 
manager and trusted auditor. Users (patients) will 
send their data along with any policies such as access 
control policies and logging policies that they want to 
enforce, enclosed in JAR files, to cloud service 
providers. Any access to the data by medical 
professionals will trigger an automated and 
authenticated logging mechanism local to the JARs.  
 
We refer to this type of enforcement as “strong 
binding” since the policies and the logging 
mechanism travel with the data. This strong binding 

exists even when copies of the JARs are created; thus, 
the user will have control over his data at any 
location. Such decentralized logging mechanism 
meets the dynamic nature of the cloud but also 
imposes challenges on ensuring the integrity of the 
logging. To cope with this issue, we provide the JARs 
with a central point of contact which forms a link 
between them and the user. It records the error 
correction information sent by the JARs, which 
allows it to monitor the loss of any logs from any of 
the JARs. Moreover, if a JAR is not able to contact its 
central point, any access to its enclosed data will be 
denied.  
 
Finally, the logger is also responsible for generating 
the error correction information for each log record 
and sends the same to the log manager. The log 
manager is responsible for auditing. Being the trusted 
component, the log manager generates the master 
key. It holds on to the decryption key for the IBE key 
pair, as it is responsible for decrypting the logs. The 
log manager is also responsible for handling log file 
corruption. In addition, the log manager can itself 
carry out logging in addition to auditing. Separating 
the logging and auditing functions improves the 
performance. 
 
3.2 Data Flow 
 
The overall Trustable Accountability framework, 
combining data, users, logger and manager is 
sketched in Fig. 1. At the beginning, each user 
(patient) creates a pair of public and private keys 
based on Identity-Based Encryption [5]. Using the 
generated key, the user will create a logger 
component which is a JAR file, to store his health 
records. The JAR file includes a set of simple access 
control rules specifying whether and how the cloud 
servers and possibly other data stakeholders such as 
medical professionals and pharmacies are authorized 
to access the content itself.  
 
Then, user sends the JAR file to the cloud service 
provider that he subscribes to. To authenticate the 
CSP to the JAR, we use OpenSSLbased certificates, 
wherein a trusted certificate authority certifies the 
CSP. We employ SAML-based authentication [6], 
wherein a trusted identity provider issues certificates 
verifying the user’s identity based on his username. 
And also the legitimacy of the medical professional 
trying to access the patients’ data can be verified by 
cross-checking his details with the database of a 
professional social networking website (e.g. 
DoctorsHangout, DrConnected, iMedExchange etc).  
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Fig. 1: Trustable Accountability Framework for Healthcare Cloud 

 
Once the authentication succeeds, the service 
provider (or the user) will be allowed to access the 
data enclosed in the JAR. Depending on the 
configuration settings defined at the time of creation, 
the JAR will provide usage control associated with 
logging, or will provide only logging functionality. 
As for the logging, each time there is an access to the 
health records; the JAR will automatically generate a 
log record, encrypt it using the public key distributed 
by the data owner, and store it along with the data. 
The encryption of the log file prevents unauthorized 
changes to the file by attackers. The data owner could 
opt to reuse the same key pair for all JARs or create 
different key pairs for separate JARs. Using separate 
keys can enhance the security.  
 
In addition, some error correction information will be 
sent to the log manager to handle possible log file 
corruption. Further, individual records are hashed 
together to create a chain structure, able to quickly 
detect possible errors or missing records. The 
encrypted log files can later be decrypted and their 
integrity verified. They can be accessed by the data 
owner (patient) or other authorized medical 
professionals at any time for auditing purposes with 
the aid of the log manager. 
 
The trusted auditor (TA), who has expertise and 
capabilities that cloud users do not have and is trusted 
to assess the cloud storage service security on behalf 
of the user upon request. Users rely on the CS for 
cloud data storage and maintenance. They may also 
dynamically interact with the CS to access and update 
their stored data for various application purposes. The 
users may resort to TA for ensuring the storage  
 

 
security of their outsourced data, while hoping to 
keep their data private from TA. 
The data owners having large amount of outsourced 
data and the task of auditing the data correctness in a 
cloud environment can be difficult and expensive for 
data owners. So, the communication between the data 
owners and cloud servers takes place through trusted 
auditor. Trusted auditor provides a transparent yet 
cost-effective method for establishing trust between 
data owner and cloud server. In fact, based on the 
audit result from a TA, the released audit report 
would not only help owners to evaluate the risk of 
their subscribed cloud data services, but also be 
beneficial for the cloud service provider to improve 
their cloud based service platform. The trusted 
auditor performs the every auditing operation. 
 
CONCLUSION 
 
We proposed innovative approaches for automatically 
logging any access to the patients’ health records by 
any medical professional in the cloud together with 
an auditing mechanism. Our approach allows the data 
owner to not only audit his content but also enforce 
strong back-end protection if needed. This paper 
presents a model for leveraging cloud computing 
communication infrastructure to develop a secure 
social healthcare network, and thus enhance personal 
healthcare management. With the introduction of 
cloud computing into the health industry, capital 
expenditure will be converted into operational 
expenditure. Use of EMR's will significantly help in 
increasing the flexibility and ease of use. Patient's 
data will be more secure since it will remain in the 
cloud. 
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