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Abstract— Personal health record (PHR) is a very important model for exchanging the health record information and it is 
also patient centric. For the sharing and storage purpose the PHR is put away in outside servers regularly. But there are some 
privacy concerns about the PHR information exposure to third party and unauthorised or malicious parties. For the complete 
assurance of security and sharing we should encrypt the PHR before deployment to the remote server. There are so many 
issues regarding PHR like privacy exposure, security, efficient sharing and user attribute revocation. These issues are the 
most important challenges for achieving access control in a secure and sharable manner. In this paper for PHR security and 
sharing purpose we propose a framework which is patient centric and mechanism to control access of data of PHR which is 
stored on remote server or semi trusted servers. To achieve scalable and secure data access controls we use attribute based 
encryption (ABE) as a main technique for encryption of the PHR. Our proposed scheme enables user attribute revocation 
and dynamic modification of policies of access control. 
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I. INTRODUCTION 
Security is an essential aspect of data and concept 
security. A number of techniques are exist now in 
these days to prevent all of them. Among controlling 
the access and user authorisation is a primary 
parameter of security. According to [1] the control of 
access is defined as “A certain resources are restricted 
for access using some kind of set of controls and 
security techniques.” It is such a security technique 
which permits that who can view or what can view 
and use the available resources. [2]Now a day’s 
access controls are everywhere around us, your 
room’s door, after seeing your access card the guard 
allows you to for enter in the building of office, 
queue at canteen, or credential for login to any site all 
these are the basic examples of the type of access 
control. In a broad sense there are two access control 
types. One is physical access control and another one 
is logical access control. The access limits to the 
rooms of home, office buildings, campuses, and 
physical IT assets are controlled by physical access 
control. The access limit to private data, files of 
system and computer networks are controlled by 
logical access control. Access control system 
performs so many tasks like authorisation 
identification and authentication of users. They also 
provide access approval and accountability using the 
predefined login credentials including password for 
verification biometrics, personal identification 
number, electronic keys, and physical keys. [1] 
Weather we want to secure our physical stuffs or the 
logical data from the malicious and unauthorised 
users then we use access control as a prime technique. 
For example there are many business organisations 
and no matter they are large or small they need 
security but many of them not choose the security 
steps for their business they just hope for best. 

Through access control you can control the security 
of your business organisation with many solutions. 
Now a day access control is gaining to much 
popularity, just because of distributed system, e-
commerce systems and cloud storage access control 
is more famous. Many users are physically disbursed 
through distributed systems. Local area and wide area 
networks are also responsible for that. All the parties 
weather a user or owner should be identified and 
authenticated. It is much important to pay attention 
for each business organisation that weathers it is 
small or big to keep only important data outside and 
the rest outside. If you are able to answer to any one 
of these question below, you may get benefited by 
access control systems. 

(I) DO YOUR DIFFERENT KIND OF USERS’ NEEDS 
DIFFERENT KIND OF PRIVILEGES OF ACCESS? 

(II) BASED ON THE TIME AND DAY WILL BE 
BENEFICIAL TO ALLOW ACCESS? 

(III) DO I NEED RECORD OR ACCESS? 
(IV) COULD THE PRIVACY OF DATA AND USER BE 

PRESERVED? 
 
II. CRYPTOGRAPHIC ACCESS CONTROL 
 
Cryptographic access control is an approach for data 
security through encryption with the help of keys so 
that only the desired user who has the correct key can 
decrypt the cipher or can perform further encryption. 
Cryptographic access control is benefited for 
companies, government organisations and military 
where access to information is essentially structured. 
While we read many articles related to e-security we 
often face the terms MAC, DAC, RBAC ABAC etc. 
but not all of us know the meaning related to these 
terms and also the differences between them. So we 
are describing all the major cryptographic access 
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control strategies one by one. [3] Access control is 
one of the strategies for data and network security 
protection and preservation. Access control task is to 
share the resources of system and manage user access 
to ensure that it is not accessible from unauthorised 
users. So there are so many models for access control. 
The very first model is Discretionary access control 
(DAC) model [4] this model is based on discretion of 
any user i.e. the resource owner can give access to 
other users which is based on his discretion. One of 
the examples of DAC is access control lists (ACLs). 
This model is only suitable for small and closed 
application environment. If we apply a “rwx” 
permission on UNIX file this is also an example of 
DAC. Most operating system based on DAC. It is 
decided by data owner that who can access the 
resources. The hierarchy of file based on some 
permission. In DAC through user identity we provide 
access to resources. The data or object owner gives 
grant and revoke permission of access. User’s detail 
is placed in ACL for the grant and revoke permission. 
DAC apply set of rules on users. Mandatory access 
control (MAC) [5] is commonly applied in military 
field. The security of MAC is based on hierarchy. An 
administrator or operating system only grant or 
revoke permission for resources. The security level of 
user decides the permission to resources. Read and 
write access is two common accesses that can be 
applied to any information. As compared to DAC this 
modal provides stricter and more static access. In 
military organisations data classification and 
confidentiality is very important. Many UNIX 
operating systems are based on MAC. Role based 
access control (RBAC) model [6] is such a model in 
which users are assigned roles and access to resources 
is based on the roles only. Through the roles authority 
restrict user if the user is not allowed to access the 
content. RBAC architecture saves from unauthorised 
access to our data. It depends on the roles of any 
specific subject which belong to any organisations. 
As compared to DAC and MAC, RBAC is more 
flexible. RBAC model is flexible due to the reason of 
having a many to many relationship among role and 
users. And not like the DAC access control list and 
like MAC in which not restrict object on sensitivity. 
RBAC is easy to scale and minimum maintenance 
required. Drawbacks of RBAC are cardinality 
constraints and no restriction over transaction. 
Cardinality means no restrictions over number of 
users for every role and chances of getting hacked 
when number of user increases. Transaction means 
number of transaction per user if someone hack id 
then can make multiple transaction from that. To 
overcome these drawbacks of DAC, MAC and RBAC 
we used [7] attribute based access control (ABAC) 
model for providing privacy of data and sharing. In 
ABAC model there are the subject (user) attributes, 
object attributes, access control policies and some 
environmental conditions. Based on these things 
access is controlled. Let’s take an example when any 

subject (user)request for access, the request ABAC 
model’s engine make a decision for access control 
which is based on the assigned attributes of request 
maker, the attribute of object, conditions of 
environment, and set of policies that are specific for 
attribute and conditions policies can be created. We 
can create policies without any straight reference to 
various users and objects. RBAC and ACLs is special 
case of ABAC while we focus on attributes. ACLs 
works on the identity of user and RBAC works on the 
roles of users. The difference of ABAC is that it uses 
many complex Boolean set of rules that can be used 
to evaluate different attributes. The figure below 
depicts the basic ABAC model scenario. An easy way 
to comply with the conference paper formatting 
requirements is to use this document as a template 
and simply type your text into it. 
In ABAC model -   
I. The user requests for access to data. 
II. The various access control mechanisms evaluates. 
(a) Rules  
(b) User attributes  
(c)Data attributes  
(d)Environmental conditions  
III. User is given access to data if authorised. 
 

 
Fig. 1 Basic ABAC scenario 

 
III. PROPOSED SOLUTION  
 
As we studied different research papers and drawn 
some conclusions which is very important for our 
future work. We gain some limitations of previous 
work like in [9] their solution is specific for a domain. 
[10] [14] Distributed access control of data is difficult 
to achieve and manage using decentralized 
architecture. [11] Only three layer of security is 
provided and patient is responsible for managing 
system. [12] It is extremely difficult to delete all the 
replicas. The proposed system structure is depicted in 
the figure below. In that system first patient has to 
register himself. The fields of registration will work 
like attributes of patient or data owner. In the same 
manner users which are doctor and researcher will 
also have to register themselves. Again these fields 
will work as user’s attributes. Patient and user are 
authorised on the basis of their attributes to provide 
only authorised access. Patient has the permission to 
upload, download and share his/her data. User has 
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these three permissions and also the modification 
permissions. 
 

 
Fig. 2 Flow diagram 

 
The detailed of our proposed solution is given in the 
Figure 3 below. In our proposed solution we will 
select the random attributes of patient or owner of 
data and through that attribute we encrypts the data 
which patient want to store on remote server or cloud. 
After encryption we will store the cipher on remote 
server or cloud. For the sharing purpose of data we 
will select the desired user’s attribute which want to 
access data. Using patient or owner’s attributes and 
user attributes we will create a key named K3. Then 
the patient data which is stored is decrypted using K1 
key. And using the key K3 again encrypts data for 
sharing purpose. Now the user can decrypt cipher 
using K3 key and if patient wants to access data he 
can also decrypt using K3 key, because K3 key is a 
combination of K1 and K2 keys. In more general K3 
key is a combination of patient or owner and user 
attributes. If a patient does not want to share his/her 
data so will not give privilege of access to the user. In 
this situation patient can store data on cloud and for 
future references decrypt using key K1. When the 
data is shared between two parties both can access the 
data but when it is not shared only the owner can 
access the data. And when the third person is sharing 
data from two data owner he/she can access both 
person’s data but the two person cannot access the 
personal data of that third person. 
 

 
Fig. 3 Detail of Proposed Plan 

 

For the key information and file name we maintain a 
hash table in which there will be two fields key 
information and file name. We will update the key 
information. If any user will not be associated in near 
future then we will revoke the attributes so that 
he/she cannot access the shared data further. For 
revocation we will subtract the attributes of K2 from 
K3 then it is totally not accessible to user now it can 
be accessible by patient. 
 
CONCLUSION 
 
In this paper, a novel framework is proposed by us of 
sharing of personal health records in cloud 
environment. We consider that the cloud server are 
not fully trustworthy and considering that we realize 
patient centric concept through which patient will 
have complete control with own privacy by 
encrypting their PHRs data for secure access and 
efficient sharing. Our framework addresses the 
unique challenges of efficient attribute revocation and 
secure as compared with previous works. We use 
attribute based encryption for encrypting the PHR 
data so that patient can permit access to various users 
from the world with different- different qualifications 
and affiliations. Through the solution we show that 
our solution is scalable, efficient and secure. 
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