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Abstract— Today cloud computing has emerged as a hottest research area that aims to deliver computational resources to 
users over the internet via service providers. Nevertheless, cloud computing is an important paradigm with the potential to 
offer lot of benefits such as on-demand services, flexibility, highly automated processes etc. However, its unique aspects 
intensify security and privacy issues and challenges. This paper presents comprehensive study on the issues and challenges 
related to security and privacy domain in cloud environment. 
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I. INTRODUCTION 
 
Cloud computing is a network computing model 
where the applications or programs run on remote 
server rather than local devices such as PC, tablet or 
Smartphone and involves new concept of outsourcing 
hardware and software services. It is considered as a 
new computing archetype that provides on demand 
services such as servers, storage and applications over 
the internet at minimal cost. Cloud enables users to 
access computing resources without worrying about 
the physical or technical management thus involves 
zero maintenance cost. It has emerged as a new 
computing paradigm with the capability of reducing 
cost through providing optimization, thereby 
increasing economic and operating efficiencies [1]. 
The US National Institute of standards and 
technology (NIST) mention cloud computing as “a 
model for enabling convenient, on-demand network 
access to a shared pool of configurable computing 
resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly 
provisioned and released with minimal effort or 
service providers interaction.” On-demand self-
service, broad network access, resource pooling, 
rapid elasticity and measured service are five 
essential characteristics of cloud computing. While 
others being agility, low cost, device and location 
independence, multi-tenancy, high reliability, high 
scalability, security and sustainability [2].  
The cloud system architecture consists of three layers 
from bottom to the top that includes infrastructure 
layer, platform layer and application layer [3]. Its 
service delivery models are classified to three 
categories as software as a service (SaaS), platform as 
a service (PaaS) and infrastructure as a service (IaaS).  
Infrastructure as a Service (IaaS) is also referred as 
Resource Clouds. It is the capability provided to the 
users to deploy and run arbitrary applications or 
software on cloud. Platform as a Service (PaaS) 
provides a complete software development life cycle 
management from planning to designing, from 
building application to deployment,  and finally from 
testing to maintenance activity. Software as a Service 

(SaaS) also referred as Service or Application Cloud, 
is a common delivery model that eliminates the need 
to install and run software applications on local 
computers thus, has the capability to provide users to 
access providers applications on cloud infrastructure. 
The services can be accessed via internet through 
various devices like thin client interfaces such as web 
browsers or through email.  
With the level of user’s choice, control and service 
usage, cloud can be deployed either as public, private, 
hybrid or community cloud. Public Cloud is a 
standard cloud computing paradigm that offers 
services to share resources such as storage and 
applications by the cloud service providers via 
internet. Private cloud infrastructure is dedicated to 
specific group of organizations that comprises of 
multiple consumers. A hybrid cloud is a combination 
of public and private cloud and is suitable for a group 
of customers. For a specific community having has 
common security requirements, policies, values, 
mission, and compliance considerations; community 
cloud infrastructure is appropriate.  
Cloud computing system has limited private 
computing resources that can be remotely accessed or 
shared among limited number of trusted partners that 
are hosted by a third party or publically accessible 
services [4]. There are certain aspects behind the fact 
that many organizations are still not migrating to 
cloud. Prominent among them are security and 
privacy concerns that plays important role in 
hindering cloud computing acceptance. Many 
security issues such as data leakage or data loss, 
phishing, botnet pose serious threats to personal and 
organizations data and software. These threats can be 
both internal and external.  
 
II. SECURITY IN CLOUD DOMAIN 
 
According to Wikipedia, “Cloud computing security 
is an evolving sub-domain of security, network and 
more broadly, information security. It refers to a 
broad set of policies, technologies, and controls 
deployed to protect data, applications, and the 
associated infrastructure of cloud computing.” As 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume-4, Issue- 1, May-2016 

Addressing Security and Privacy Issues in Cloud 
 

36 

many applications and data are moving to cloud 
platform, that makes security as a major challenge. It 
is possible that any malicious user can enter and 
infect the entire cloud; this will affect the data of 
many customers who shares same cloud. The 
American Institute of Certified Public Accountants 
(AICPA) and the Canadian Institute of Chartered 
Accountants (CICA) defines privacy as “The rights 
and obligations of individuals and organizations with 
respect to the collection, use, retention, and disclosure 
of personal information.” There are some specific 
concerns that are included in privacy such as data 
location; provider site is at one location and the user 
may be accessing services from other location. Other 
case is the regulatory compliance and data 
transparency. Users are unaware about the details and 
vendors do not disclose how services are working. As 
outsourcing is main theme in cloud this raises two 
concern such as External attacker and the cloud 
provider himself. 
Cloud computing security covers all topics including 
architecture design and it includes malware protection 
and minimizes the access control to minimize surface 
attacks, [5]. Security is the major element in cloud 
computing that makes sure that only authorized user 
can access the data. In cloud computing, data resides 
in third party storage that raises various security 
concerns and questions regarding security of stored 
data and appropriate security measures. Skipping 
security from cloud environment can violate expected 
revenues and raise many issues that are classified into 
seven categories; these categories are Network 
security, interfaces, data security, virtualization, 
governance, compliance and legal issues. Cloud 
Security Alliance and Gartner have identified various 
security threats such as Privileged user access, 
regulatory compliance, data location, data 
segregation, recovery, investigative support and long-
term viability.  
In SaaS, the user has to depend on the cloud 
providers for security measures and it becomes 
difficult to ensure that proper security measures are 
provided and services will be available when needed. 
Moreover, in SaaS model the enterprise data might be 
stored with other data of unrelated SaaS applications 
that can lead to security concerns. Following are 
some of the security issues related to SaaS. 
 Data Security: In SaaS, sensitive data resides at 

the vendor end therefore security checks must 
adopt to prevent data from data related 
vulnerabilities such as data breaches or data loss 
due to malicious insiders or via infected 
application.  

 Network security: In SaaS deployment model, 
user’s sensitive data is processed by the SaaS 
application and is stored at the vendors end. In 
order to secure and prevent from data leakage, 
the data flow network area needs to be secured.  

 Data Access: Due to lack of access control, 
unauthorized users can access confidential data. 

It occurs when data exists for a long time in 
cloud. Confidential data can be illegally accessed 
and modified, if adequate access control 
mechanisms are not applied in cloud.  

 Data Stealing: Data stealing is one of the serious 
issues and important concerns in cloud 
computing. When cloud providers are not able to 
prevent user’s data stored in cloud then in that 
case, any malicious user can illegally steal data 
and make modifications. 

 Data Loss: Due to some financial or legal 
problem, some miss happening, natural disasters 
or fire, data can be lost, damaged, or corrupted. 
Hence, customer will not be able to access cloud 
data as service providers shut down cloud 
services and data is no more available. 

 Data Location: One of the crucial and important 
issues in cloud environment that needs to be 
focused is physical location of data storage. The 
consumers do not know the actual data location 
and the vendor does not reveal where data is 
located and stored. Location of data should be 
transparent to both users and consumers. 

 Security issues at Service Provider’s level: There 
may be a possibility that service providers can 
violate laws and disclose user’s information. 
Hence, some safety control provisions must be 
applied at the public cloud surrounding to protect 
organizational information and applications.  

 Security issues at User level: User can store data 
using SaaS applications on cloud that is typically 
a shared resource. In this environment, there is 
high potential of intrusion into other’s data 
through hacking or by injecting malicious code 
in to application.  

Data security is the key component and is the basis to 
build cloud computing security system. Data security 
refers to the set of procedures, processes and 
standards designed to provide information security of 
data in a cloud computing environment [6]. As data, 
applications or software migrates to Mega-Data 
centers, this brings many security challenges. In that 
case, data and service management are not 
completely trusted by the user.   
As vendors provide storage services through 
communication channel that poses different concerns 
such as lack of user control and lack of trust. 
Organization needs to understand how the service 
providers protect data and what measures and security 
standards are applied to prevent data from various 
threats such as Data leakage, Denial of service, Data 
loss etc. Data security is considered as a major issue in 
cloud environment. Data is scattered in different 
machines and storage devices that makes cloud data 
security more complicated than other information 
systems. 
Service providers should guarantee that once client 
hosts data to the cloud, it should only be accessible to 
authorized users. Computing and data storage are two 
basic types of functions in cloud environment [7]. 
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Consumer can access data just through the Internet 
connectivity and finish their computing tasks without 
even knowing where data resides and which machine 
is executing the computing tasks. In data storage, data 
protection and security are the primary factors to make 
cloud technology successful and for gaining users 
trust.  
Cloud provides efficient cloud storage settings to 
various users to store and retrieve critical data when it 
is needed. There are various issues that cloud storage 
users face while using cloud services at both levels 
enterprise level as well as individual level. Most of the 
issues related to the cloud users are security of data in 
cloud. Cloud stored data not only needs to be 
confidential, but also should be accurate after every 
modification or uploading. There should be no 
chances for data loss or data leakage and for data 
integrity of data. In some cases, third party 
compromised with the some malicious agents that 
result in data leakage and data loss.  Hence the duty of 
the users is to trust service providers that they 
maintain integrity check and they provide accurate 
information. [8] 
Threats to data can be internal or external. Internal 
threats means threats arising inside the cloud either by 
the cloud service providers or by the user. Different 
users keep different data on same physical machine. 
Service providers have full access to user’s data and 
can easily perform unauthorized operations such as 
modifying user data, taking data back up or migrating 
data from one location to another without user’s 
permission. An external threat refers to threats outside 
the cloud. Attacks can be in the form of virus attack, 
man-in-the-middle attack, and masquerading attack 
performed by stealing user’s login credential details. 
As vendor provides services to user through internet, 
this give rise to various security and privacy concerns 
related to user’s sensitive data. 
A. Threat of accessing sensitive information of user 

is very high. As user data is stored on different 
cloud node, hackers and malicious insiders can 
attack and steal stored sensitive information. A 
person can open confidential data of any 
organization and can modify it unlawfully.  

B. Lack of user control is one of the major and 
primary concerns for users, organizations and 
enterprises to move their valuable assets to cloud. 
The consumer use the applications provided by 
SaaS and process their data. In this scenario, 
Service providers are responsible to control 
consumer data and they do not provide any 
information regarding data storage and 
processing. Because of this, users become unsure 
regarding security and privacy of data operated 
by cloud in a confidential way.  

C. Lack of trust is the main cause that stops 
organization and people for adopting cloud. Data 
needs not only to be confidential when stored in 
cloud, but should also be accurate thus 
maintaining integrity. There is no clear aspect that 

who is legally responsible to ensure privacy of 
user’s sensitive data on cloud that causes lack of 
trust in cloud [9]. Because of this, cloud fails in 
providing trust between user and providers.  

Data Security model, data reminisce, data 
transmission and data migration are some of data 
security problems that prevent users for adopting 
cloud environment. 
 
III. RELATED WORK 
 
Detailed analysis of data security aspects like integrity 
and confidentiality of data has been provided by Zhao 
et al. [10]. Emphasis has been laid on constructing a 
system for trusted data sharing over untrusted server. 
The Progressive elliptic curve encryption (PECE) 
technique is used to encrypt a piece of data multiple 
times using different keys and decrypted using single 
key. It works on initially plaintext then further 
encryption has been applied on cipher text produced 
earlier. The work is strongly based on assumption that 
private key is known to the data owner. 
Hölbl [11] discussed issues related to security and 
privacy in the cloud domain. The two major issues 
identified are loss of control over data and dependence 
on the cloud computing providers. Koletka et al. [12] 
designed an architecture that satisfies the 
confidentiality and integrity of data so as to allow 
client to store data securely on a public cloud along 
with performing searching operation on user’s 
encrypted data. This architecture encourages minimal 
storage overhead, searchable secure storage which can 
be achieved by public cloud service providers. 
Subashini et al. [13] surveyed different security risks 
that poses threats to the cloud, discussed different 
security issues at the service delivery models of cloud 
computing system such as SaaS, PaaS, IaaS, and 
provides detailed analysis on each model and 
discussed the current research works happening in the 
area of cloud security.  
Authors introduced a detailed analysis of the cloud 
computing security issues and challenges focusing on 
the cloud computing types and the service delivery 
types and suggested to have an integrated and 
comprehensive security solution to meet the needs of 
defense in depth and also to introduce separate 
encryption and decryption services from the storage 
services [14, 15]. Liu [16] introduced existing cloud 
computing systems, analyzed security problems and 
its strategy according to the cloud concept and 
characters. Data privacy and service availability are 
key security problems in cloud.  
Sood [17] proposed a framework that comprises of 
different techniques and specialized procedures that 
efficiently protect data from the beginning to the end, 
that is from the owner to the cloud and then to the 
user. It follows the strategy to protect data that utilizes 
various measures and introduced data division into 
three section such as index builder, 128-bit Secure 
Socket Layer encryption (raised to 256-bit encryption 
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if needed), Message Authentication Code  used for 
integrity check of data, searchable encryption.  
Xin et al. [18] analyzed security, performance and 
availability as hot spots of cloud computing research.  
Data security is the key component and basis to build 
cloud security system. Author discussed data security 
features and proposed data security model that adopts 
multi-dimension architecture that consists of three 
layers authentication, encryption and rapid 
regeneration algorithm in case of data loss.  
Sugumaran et al. [19] considered security and privacy 
as the major concern in cloud adoption, and great 
concern to service providers who are actually hosting 
services. Authors proposed architecture that uses 
block based symmetric cryptography having better 
speed for storing data which when compared with the 
existing encryption techniques.  
Integrity and privacy are identified as a major concern 
in cloud. Comparative research analysis of the existing 
research work has been discussed regarding the data 
security and privacy protection techniques used in the 
cloud through data security aspects including data 
integrity, confidentiality and availability [20, 21]. 
Kunal et al. [22] proposed an architecture Trusted 
Tenant System to provide trust to data security. 
Comparative analysis is done between different 
encryption techniques and various parameters are 
considered such as Execution Time, Algorithm Size, 
Security Ensuring, Key length. The main goal is to 
design system that use RC6 encryption algorithm to 
encrypt data for storing in cloud, use Tunneled 
Transport Layer Security method for secure 
communication between sharing party, and to design 
Trusted Tenant System for sharing data for limited 
time. 
Saroj et al. [23] proposed a scheme that addresses 
confidentiality, access control and data integrity 
issues. Threshold cryptography is used in which data 
owner divides users in to groups and use single key 
for data decryption and Capability list is used to 
ensure fine-grained access control of outsourced data 
and this scheme not only provides data confidentiality 
but also reduces the number of keys. This scheme uses 
public key cryptography and MD5 to ensure 
authentication and data integrity.  
Surv et al. [24] presented client side Advanced 
encryption standard (AES) encryption and decryption 
technique using secret key to solve the problem of 
data security and privacy in cloud computing. Authors 
discussed data security issues faced in cloud such as 
privacy and confidentiality and security and data 
integrity. Authors discussed drawback of existing 
system such as data privacy concerns with respect to 
data encryption and transmission, non-availability of 
authorization for data accessibility, speed encryption 
and power consumption.  
Al-Jaberi et al. [25] addressed data integrity 
verification and privacy preserving issues of stored 
data in cloud environment. Authors discussed 
confidentiality, integrity and availability as three 

major security aspects. Authors proposed an 
architecture that provides data integrity verification 
and privacy preserving simultaneously in cloud 
computing. Two encryption algorithms Advanced 
Encryption Standard (AES) and RSA-based partial 
homomorphic encryption techniques are used to 
improve data security and privacy for every 
transaction of data upload or download. 

 
Gupta et al. [26] proposed enhanced cipher text-policy 
attribute set-based encryption with hierarchical 
arrangement. Authors proposed a model that combines 
benefits of hierarchical attribute set-based encryption 
and third party auditor based model. In this model, 
client interacts with the third party auditor that is 
authorized person appointed by cloud owner. Data and 
auditor present at server side and responsible for 
performing three functions user authentication, data 
encryption, data protection and data decryption. Due 
to hierarchical structure, the proposed scheme 
achieves scalability as well as flexibility. 

 
Raju et al. [27] considered security as a main concern 
in cloud and discussed various cloud security issues 
and data security challenges. Cramer-Shoup algorithm 
is implemented to ensure data security in cloud. An 
asymmetric key encryption algorithm is used in 
Cramer-Shoup algorithm and it involves three steps 
Key Generation, Encryption and Decryption. Only 
authorized user can access data and in case any 
intruder tries to get the data intentionally or 
accidently, then he cannot decrypt it. 
 
Arockaim et al. [28] proposed encryption and 
obfuscation two different technique to ensure 
protection of cloud storage data. Obfuscation is 
implemented using mathematical function or by using 
some programming technique to prevent data from 
illegal users. Encryption and obfuscation is applied 
based on the type of data entered by users. 
Obfuscation is for numerical type data where as 
encryption technique applied to alphabets and alpha-
numeric type data. Integration of both encryption and 
obfuscation techniques are used to provide maximum 
security to user’s data and to ensure confidentiality on 
the cloud storage data. 
 
Arockaim et al. [29] discussed various security issues 
in cloud storage and to protect data from hackers, 
authors proposed confidentiality framework called 
AROMO. Proposed framework works on two 
different techniques such as encryption and 
obfuscation to secure data before being uploaded in 
cloud storage. Client maintains Meta data which 
contains all details that are applied on data for 
obfuscation and encryption. Query is generated for 
data retrieval that is run on encrypted and obfuscated 
data on the server side. Based on query, required data 
is fetched from the cloud storage that is deobfuscated 
and decrypted in client side using Meta data details. 
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Monikandan et al. [30] proposed confidentiality 
technique Security Service Algorithm (SSA) named as 
MONcrypt to maintain stored data in cloud. This 
technique is based on obfuscation that is availed from 
SEaaS to secure data at any time. Amazon EC2 
simulator is used to analyze proposed security 
technique. Existing obfuscation techniques such as 
Base32, Base64 and Hexadecimal Encoding 
techniques are compared with the MONcrypt 
technique that provides better performance than 
others. The proposed technique helps to reduce data 
size being uploaded to the cloud storage. 

 
Cindhamani et al. [31] enhanced framework for data 
security is an extended version of sood (2012) data 
security framework. Proposed framework follows 
security policies such as integrity, confidentiality and 
availability. 128-bit encryption and RSA algorithm is 
used for securing stored data in cloud. Data is audited 
by trusted management that consists of trusted party 
auditor. System consist of two stages one is to secure 
stored data in cloud and other is securely retrieval of 
data using encryption algorithm, double way 
authentication, digital signature. Identification of user 
is carried by using digital signature that performs 
authentication process efficiently. 
 
A new system SESS is implemented using SSS 
approach with DSM to secure data stored in cloud 
environment to improve security in cloud 
infrastructure [32]. Security of data is achieved by 
splitting data into k number of parts and need of every 
partition of parts to construct original data to make 
algorithm computationally strong against any attack. 
This approach ensures security and privacy in cloud 
service providers. Hence, third party cannot obtain 
information about data stored and software 
redundancy technique makes system fault tolerant and 
reliable. The system ensures to follow security aspects 
such as confidentiality, integrity and availability. The 
key benefit of this proposed system is reduce 
complexity and to increase fault tolerance. SSS 
approach is used to create shares to make data secure 
enough so that if any third party has data shares then 
they cannot have knowledge regarding original 
information. 
 
CONCLUSION AND FUTURE PROSPECTS 
 
Cloud Computing is considered as a most promising 
technology due to its cost-efficiency, flexibility, 
scalability and large storage capacity. Data owners 
store their data in the cloud and can retrieve them 
whenever they want. As data is stored on centralized 
locations called data centers but data processing is 
done somewhere else on servers whose location is 
unknown to the data owner. Data security, trust, data 
loss, data stealing, data transparency are some of the 
factors that slow down the adoption of cloud, thus 

avoiding consumers to migrate from the existing 
system to cloud. 
In this paper, we have discussed various cloud 
security issues and challenges faced by users as well 
as at cloud service provider level. Numbers of 
techniques have been proposed by many researchers 
for data protection and to solve various security issues 
but still many gaps are need to be filled to make these 
techniques more effective. In this paper, various 
security issues and challenges which are faced in 
cloud are highlighted.  In future work, comparison of 
existing data security techniques/methods and models 
applicable at SaaS and their impact on cloud security 
in terms of confidentiality, integrity and privacy will 
be provided. An improved existing data security 
methods by monitoring access control mechanism to 
build trust between cloud users and cloud service 
providers can be introduced. 
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