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Abstract— Cloud computing (CC) is a model for enabling omnipresent network access to a remote server hosted over the 
internet under a configurable computing resource. The sway of this systems in the expanse of IT sector influences the 
storage, online processing, data abstraction of network and software, etc. Since these services were compelling on the shared 
medium, the security needs to be enabled and maintained at the higher level. Anxiety over security in CC is restricted and 
the level of security is still invisible to the client. The obtainable system provides only the Username and Password activity 
as a visible security to the user on cloud environment. In addition CC fails in resolving the legal ownership of data between 
user and third parties like service provider. Hence with the extensive procedures of CC services, we proposed the new way 
of security in the visible manner which enables the end-user to secure their own data and also solves the ownership of data. 
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I. INTRODUCTION 
 
Cloud computing is an emerging technology which 
influences the organization or a public to access the 
remote server hosted over the internet. The Cloud 
carries the storage and access to the data from 
anywhere at any time and enables the resource 
sharing with in a restricted area with respective user. 
Due to such facility, different user can share the 
information without any collision. Many Multi-
National Companies (MNC) adopted this cloud to 
serve their clients at high speed. As per the year 2016, 
the percentage of cloud user increases up to 73.4% 
since 2011.The drastic increase in using the cloud is 
because of the speed and efficiency of services. It 
also overcomes the load balancing exists in private 
client-server architecture which lags in responding 
multiple request from various clients simultaneously. 
There are four types of cloud environment exists.  
 
a) Private Cloud: is deployed, observed, and 
engaged for a particular distance area. Yet, it will be 
overseas through internet connection. But from 
private branch-branch.    
b) Public Cloud:  infrastructure is available to 
the public users, for example, Google-Drive service. 
In fact, public cloud allows theuser to develop and 
deploy a service using own data resource. This tends 
to access the cloud without any proxy services. It 
needs less financial outlet on comparing with any 
other service providers. 
c) Hybrid Cloud:* Any cloud infrastructures 
have numerous clouds in different area. Only the 
clouds allow information, or partial information that 
allowed shifting between clouds. Private and public 
clouds can be compounded to support the 
requirements of retaining organizational data and 
offer services in the cloud. 

d) Community Cloud: This cloud is used for 
large infrastructure, such as government 
organizations, defense department that connect to one 
cloud to upload data with unified information that 
connects one cloud computing community. 
 
II. FAILURES IN CLOUD SECURITY 
 
The two issues of cloud computing security are: 
Legal Owner of Data (LOD) and Invisible Security. 
a) Legal Ownership of Data  
The Legal Ownership of Data is the vital issue 
existing in the cloud network. In such a pool, the 
Service Provider and client has equal rights on the 
data uploaded on the internet. Ethically the rights 
exists to the client who is the real owner of the data. 
Due to terms and condition famed by the service 
provider, the client is supposed to share his/her own 
data with SP. This leads to the leakage of information 
to the third parties. Thusclient’s sources were 
damaged. 
b) Invisible Security  
On the other hand, some security plans were 
provided by the SP. But still it is invisible to the end 
user. Except Username and Password, all other user 
data on cloud is assume to be under 
 

Fig.1. Failures in Cloud Security 
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Though consistency, availability, confidentiality and 
integrity were provided by SP, the malicious access 
to the user account by an invisible hacker is failed to 
resolve. Even top most algorithm were ceased to 
overcome such critics. 

 
III. LITERATURE REVIEW 
 
In 2015, Rongmao Chen and Yi Mu [1] defines the 
data privacy in the cloud storage by Dual-Server 
Public Key Encryption with Keyword Search (DS-
PEKS) which overcomes the inside Keyword 
Guessing Attack (KGA) by malicious server. The 
work also providesthe Smooth Projective Hash 
Functions (SPHFs) to randomize the private and 
public keys in DS-PEKS.N.Nagalakshmi [2] explains 
about the Resource Procurement in the online storage. 
The author used the cloud optimal (C-OPT) modules 
to minimize cost for resource by using Expectation 
Maximization (EM) algorithm for finding maximum 
likelihood in resource availability. In 2014, Xinyu Lei 
and Xiaofeng Liao [3] proposed the protocol that 
secures huge amount of data from the malicious 
cloud. The author focused on delivering highly 
secured outsourcing of data by using Monte-Carlo 
verification algorithm. In 2013, AwsNaserJaber[4] 
defines the global architecture in faming the security 
work to the user’s data on cloud environment. This 
covers all type of security threats from entire aspects 
of cloud computing service model.Rashmi and 
Dr.S.Mehfuz [5] attempt in bringing the security to 
cloud computing as Software as a Service (SaaS). 
The authors discussed on Virtual Machine Security 
by using Reconfigurable distributed virtual machine. 
In 2010, AqeelKhalique and Kuldip Singh [6] 
implemented the Elliptical Curve Cryptography 
(ECC) to avoid no sub-exponential time. Thus the 
author favored Strength-per-key bit in encrypting and 
decrypting a data with in a closed memory latch. 
 
IV. PROBLEM STATEMENT 
 
The security for the user on cloud environment 
should be guaranteed by cloud vendors. However the 
controversy of legal of data between service provider 
and client affects the privacy of information on 
internet. Sometimes the illegal usage of cloud may be 
favored to the client. In order to avoid such usage of 
cloud, the vendors are supposed to keep track of their 
clients. Many security mechanism have evolved only 
to avoid the conflicts and collision of information 
between two or more clients on same medium. In 
addition, an access to client information from 
malicious server is still invisible.Thus we need a 
security methodology to solve the controversy of 
ownership of data as well as the monitoring of 
clients’ activities over cloud platform and achieve the 
visible security to end-user. 
 
V. DUAL ENCRYPTION AND DECRYPTION 

The concept of encryption and decryption is common 
cryptographic methods to protect the original data. 
The encryption is the process of converting original 
data into the cipher data by adding secret key. The 
decryption is the process of retaining original data 
from the encrypted value. Thus the normal encryption 
and decryption [4] were mostly used to authenticate 
the transaction of data between two clients in the 
hybrid network. But the Dual encryption is the 
concept behind security given to private data stored 
anywhere on internet.  
 
5.1 Definition of Dual encryption and decryption 
The dual encryption is the process of pushing the 
original information to modify its structure for twice 
time using private and public keys. Dual decryption is 
the reverse of dual encryption where we can attach 
projective hash function to regulate the original data 
from the encrypted value. The regulation includes 
hiding, deleting and making system reserved data in 
allotted memory. 
 
5.2Working Principle of Dual encryption 
In this subsection, we formalize the working of dual 
encryption. 
 
First layer of Encryption:In this stage, the input 
function takes the parameter of (RawData,KeyGen, 
HF). To be more precise on the function, the KeyGen 
generates the secret keys (either public or private) to 
modify the RawDataobtained from the system. The 
HF function were used to modify the source data. It 
can be defined as, 
 

퐸1 = 푓푢푛푐(푅푎푤퐷푎푡푎,퐾푒푦퐺푒푛,퐻퐹) 
 
Example 1. Take an input file of any format say 
temp.txt, suppose during encryption hash 
functiontakes vector index valueof r1= (arrayIndex-1, 
arrayIndex) wherearrayIndex is any array value of 
name of the file temp.txt say  
arrayIndex=3 andKeyGen given a public key value 
let K1=183, then the first layer of encryption will be 

퐸1 = 	푓푢푛푐(푡푒푚푝. 푡푥푡, 183, 푟1(2,3))	 
As a result the value of E1 is 
 E1= tepm 
 
Note: The vector function returns (p, m) which is the 
swapping of last two values (m, p). 
 
Second layer of Encryption:During this level, the 
ciphered data from the first stage is concatenated with 
an original data and again does the encryption with 
whole value. The second stage of encryption can be 
defined as, 
 
퐸2 = 	푓푢푛푐(푅푎푤퐷푎푡푎,퐸1퐷푎푡푎,퐾푒푦퐺푒푛,퐻퐹) 

 
In this method, RawData is the unchanged original 
information taken for the encryption. E1Data is the 
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outcome of first level of encryption.KeyGen and HF 
are same as first stage. 
 
Example 2. Take a same input file temp.txt and value 
of E1Data from first stage while KeyGen generates 
the private key let K2= 238. But hash function 
possess a different vector index value r2= 
(arrayIndex-1, arrayIndex). Assume that the value of 
arrayIndex=2. Then the second layer of encryption 
will be 

퐸2 = 푓푢푛푐(푡푒푚푝. 푡푥푡, 푡푒푝푚, 238, 푟2(1,2)) 
As a result the value of E2 is  
           E2=tmeptepm 
 
Note: The vector function returns (m, e) which is the 
swapping of last two values (e, m). 
 

 
Fig.2. Structure of Security Management 

 
5.3 Working Principle of Dual decryption 
In this subsection we formalize the working of dual 
decryption. 
 
First Layer of Decryption: Since the decryption is the 
reverse process of encryption, the first layer of 
decryption involves the modification of ciphered data 
from second stage of encryption using secret keys 
implemented in first layer of encryption. The first 
stage of decryption can be written as, 
 

퐷1 = 푓푢푛푐(퐸2퐷푎푡푎,퐾푒푦퐺푒푛,퐻퐹) 
 
Where E2Data represents the ciphered data obtained 
from second stage of encryption, KeyGen given a 
public key as same generated during first level of 
encryption and the hash function takes a vector value 
generated in second encryption without change in 
parameter i.e. v1= (arrayIndex-1, arrayIndex). 
 
Example 3.Given that the value of E2Data is 
tmeptepm, KeyGenhas a public key of value K1=183 
and the hash function possess thearrayIndex= 2 from 
second stage of decryption. Then the first layer of 
encryption is defined as, 

퐷1 = 푓푢푛푐 푡푚푒푝푡푒푝푚, 183,푣1(1,2)  
As a result the value of D1 is 

            D1= temptepm 
 
Note: The vector function returns (e, m) which is the 
swapping of last two values (m, e). 
 
Second layer of Decryption:The second level includes 
two process, retaining original data and regulation on 
that information. This encapsulates both decryption 
and resource procurement [2].The ciphered data were 
split from source information and decrypted. The 
decryption can be defined as, 
 
퐷2	 = 푓푢푛푐(퐷1퐷푎푡푎,퐾푒푦퐺푒푛,퐻퐹,푅푒푔_푚푒푡ℎ표푑) 

 
Where D1Data is the outcome of first level of 
decryption, KeyGen has a private keyK2= 238, hash 
function takes the value of vector index from first 
encryption. 
 
Example 4. Let D1Data istemptepm, KeyGen 
generates the private key K2=238 and hash function 
has the value as same as first level of encryption 
i.e.arrayIndex= 3. In addition, the Reg_method 
provides the inbuilt function to delete, hide, password 
protection, etc. Then the second stage of decryption 
is, 
		퐷2 = 푓푢푛푐(푡푒푚푝푡푒푝푚, 238,푣2(2,3),퐷퐺_퐻퐼퐷퐸) 

As a result the value of D2 is 
D2 = temp 
 
Note: The output of D2 is the original document 
which will be a hidden information as DG_HIDE is 
specified in the actualparameter. 
 
VI. RESOURCE PROCUREMENT FROM 
SECOND LEVEL DECRYPTION 
 
The two- tier decryption is most prominently used to 
conserve the data need beyond centuries. The concept 
behind decryption process is protecting retained 
information by adding general offline security 
methods like hiding, password. Development 
infrastructure of the cloud pave the way for such a 
new security mechanism in which cloud usercan 
secretly hide their uploaded data within their 
respective memory space. The cases of second layer 
decryption is known to be procurement decryption 
has multiple parameter. 
 
Case 1:If Reg_Methodhas DG_PWD, the function 
performs the decryption with the password. The 
outsource element requires the password from the 
client. Thus the information stored on the client side 
is achieved with visible security. 
Case 2:If Reg_Method has DG_HIDE, the function 
becomes in favoring the clients’ data to be hide from 
cloud storage. In situation like data stored on 
malicious cloud, an information is hidden from 
service providers. 
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Computations of this algorithm brings an access to 
remote server within instance of time and maintains 
the integrity and availability among the end-users. 
The privacy of information were preserved under this 
protocol is verifiable [7]. So DC[3] on large amount 
data with such a visible security from the client 
sectoris suits to service providers like google.com, 
amazon services, salesforce.com, etc. Both 
encryption and decryption at the second stage is an 
automated function which gets executed once security 
process is instantiated. The focus on protecting an 
individual file on any format (e.g. .jpg, .txt, .docx, 
.png, .mp3) can be encapsulated withinclient’s 
memory. Since the transaction of data taking place 
over the internet, the vendors can place security for 
the client level. An assurance of illegal access is 
notifiable to both client and SP as the consistency of 
data is referenced by any function of decryption is 
defined with public key which is used same for first 
encryption process. The secret key K1 is public used 
for encryption 1 and decryption 1. The secret key K2 
is private used for encryption 2 and decryption 2. In 
general AES technique, the decryption at first and 
second level should use K2 and K1 respectively. But 
on using such a value, the original data is said to be 
delivered by two levels. Thus the resource 
procurement is supposed to fail as algorithm has no 
scope to extend for memory management. To 
overcome such a difficulty, a private key which is 
visible only at second level of encryption and 
decryption is used for the processing. The 
authentication and authorization of user’s account 
were encrypted externally using AES method. The 
complexity of second level decryption is limited with 
users’ files on cloud storage. So in bring the same 
methodology to user account management would end 
in difficulty and collision of information. 
 
VII. PROPOSED SYSTEM 

 
In the proposed system, we tried to bring a security 
mechanism visible to end user by an easier access 
tools in development. So our system has following 
modules, 
 
7.1 User Interface 
In Information Technology, the User Interface is 
everything designed into an information with which 
human being can interact to the computing systems. 
The proposed project implements the high end user 
interface with which user can reliably interact with 
systems without any uncomforted. The design of the 
project is developed using Cascading Style Sheet 
(CSS) which is lighter in loading dynamic web pages. 
 
7.2 Authentication and Verification 
Verification is the process of checking that the 
software meets the specification. This module 
provides the authenticity and verification to the user 
account using AES technique. Thus many user can 

sign up with cloud domain and start the transaction of 
data. 
 
7.3 Security Management 
The security of the data is provided by Dual 
encryption and Dual decryption. The above 
mentioned security methodologies is configured 
during development stage and provided as SaaS. A 
user can upload any type of file to the cloud from 
offline storage and add protection using the 
encryption and decryption buttons available on the 
web pages under their account. 
 
7.4 Data Access 
Data access typically refers to software activities 
related to storing, retrieving or acting on data housed 
in a database or other repository. The proposed 
project make access to the user files to be protected 
over internet. 
 
CONCLUSION AND FUTURE SCOPE 
 
In this paper, we analyzed the unexplored security 
issues exists in the cloud computing which affects the 
privacy of client’s information stored on the internet 
storage. So we have proposed the architecture which 
implements the cryptographic methodologies like 
dual encryption and dual decryption to overcome the 
issues like legal ownership of data and invisible 
security. The project development includes the status 
of an information i.e. encrypted or decrypted. The 
algorithm used in security is based on the Elliptical 
Curve Cryptography (ECC) which bounds the data 
around a memory region. The extraction of this 
algorithm extends to hide or password protected of 
data over the cloud space. 
In future, we are investigating to hiding of data 
completely under the system reserved space of cloud 
storage. However the proposed project has limited 
scope to public cloud, but has the great deal towards 
the community cloud sectors like defense, 
meteorological, space administration where the 
information needs to be secured over many centuries 
and free from hacking. 
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