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Abstract- Cloud computing has evolved greatly over the years and with it has exposed the risks to maintain secure data. It is 
worthwhile that further progress in this field of study will emerge complex problems which would need to be dealt with. 
Cloud is a wide field; therefore, this paper discusses only the security issues in the cloud pertaining to the security 
mechanisms in virtualization technologies in the cloud and brings about the security measures that should be implemented 
for secure virtualization. 
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I. INTRODUCTION 
 
The world requires continuous flow of information 
from one part to other in order to sustain 
communication between different entities. The data 
that is transferred from one region to another requires 
to be stored, utilized and manipulated. Common 
places and devices of data storage include hard disks 
of computers, flash drives, floppy disks and DVDs. 
But storing data in this conventional style has several 
disadvantages.  
 
In the corporate world, large organizations have their 
own data centers for storing the huge amount of data 
generated each day. The data centers shelter large 
number of servers both physical and virtual to hold  
large amount of data. These data centers require 
working personnel for their maintenance. 
Furthermore data centers require a cooling system in 
order to destroy the heat produced. The various 
companies that have large data centers include 
Google, Facebook, Amazon etc. Generally these IT 
giants have enormous funds to support the large 
number of staff responsible for the maintenance of 
their data centers. But what about a small 
organization that does not have the sufficient funds to 
set up large data centers? How would they store the 
immense data produced in their offices every day? 
The answer is simple: the Cloud. 
 
The cloud mechanism involves a large number of 
distributed servers spread over a large geographical 
area. Different servers located in different regions 
store the data produced in the corporate world. 
Generally the cloud servers are virtualized meaning 
that a single server can be shared by numerous virtual 
servers, each acting as a separate machine to hold 
data. Thus data from different organizations is stored 
in a single machine or the machine is shared by 
various entities.  This single machine shelters various 
virtual machines as a result of which the same 
machine can also host software as a cloud service. 
This same machine can be leased for a definite period  
of time during which the parties leasing the machine 
can access the services hosted within it.  

 
The paper is divided into six sections out of which the 
first section portrays the characteristics and 
mechanisms involved in cloud computing. The 
second section gives a brief idea of what 
virtualization is and its advantages. The third section 
cites the risks in virtualization and the fourth section 
outlines the measures that can be implemented to 
reduce the risk and increase the security. The next 
section deals with proposed architecture and draws 
conclusion thereafter.  

 
II. CHARACTERISTICS AND MECHANISM  
 
In order to avail a cloud technology we need to first 
assess the benefits of using it. The technology is only 
used if it provides adequate benefits at a reasonable 
cost. Similarly cloud computing also provides a 
number of benefits. 
 
To begin with the cloud concept, responsibility of 
data storage is not vested in the organization 
producing the data. Storing the data is now the 
responsibility of the cloud provider (the organization 
that provides the cloud service).  Though data may 
still be stored in the company’s own data center the 
cloud is an efficient way to store and manipulate data. 
 
Generally if data is stored in the hard drives of your 
personal computers portability and accessibility 
becomes an issue. The data cannot be accessed from 
all places. Data storage in the cloud solves this 
problem. The data stored in the cloud can be accessed 
anytime and anywhere with the help of an internet 
connection. End users can store and access their 
personal data from any point in the world. In other 
words ubiquitous access is achieved. 
 
The cost of storing data in a company’s own data 
center is huge. Money is wasted in maintenance and 
service. Even if only a small amount of information is 
stored in the servers the organization has to pay for 
the entire server. In the cloud storage charges are 
minimized by the fact that the amount of funds spent 
depends entirely on the storage space used. Some 
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cloud storage services are available free of cost or 
with nominal fee is Google drive. 
 
If a company hosts large number of servers within its 
premises in case of a server-crash (due to natural or 
manmade causes) data becomes in- accessible. In 
order to prevent this from happening companies rent 
cloud services so that their data is distributed over 
large geographical regions. Even if one particular 
server farm is broken down the other server farms can 
still provide the appropriate service required by the 
cloud consumers. 
 
2.1  Virtualization in the Cloud 
Cloud computing is laid on the concept of 
virtualization. Virtualization involves dividing one 
physical resource into multiple virtual resources all 
sharing a segment of the physical device. Each server 
that holds data and applications is partitioned into a 
number of virtual servers with their own operating 
systems. The operating systems which run on the 
physical server are known as guest operating systems 
and have total control over the underlying hardware. 
Each virtual machine (VM) is controlled by a 
hypervisor which is responsible for allocating and de-
allocating VM’s on a physical device.  
 
The VM’s can interact among themselves transferring 
data among themselves and a common mode of 
communication exists among the VM’s present on a 
single physical server. The VM’s can also migrate 
from one to another physical server which are 
connected through a network. Each VM has its own 
applications to run and generally each VM runs a 
single application.  
 
There are three types of Virtualization techniques that 
can be implemented in the cloud. They are: 1) 
Operating System based Virtualization 2) Application 
Based Virtualization and 3) Hypervisor Based 
Virtualization. Out of these the Hypervisor based 
virtualization the most common technique used in the 
cloud.  Sometimes Operating System based 
virtualization is also used. 
 
2.1.1 Operating System Based Virtualization 
In Operating System (OS) based virtualization 
multiple virtual machines are present above the host 
operating system. The operating system is responsible 
for the management of each VM.  The hypervisor is 
installed directly on the operating system of the host. 
Each virtual machine has its own operating system 
and generally runs a single application on it. The host 
operating system is responsible for the allocation of 
resources from the physical machine.  
 
2.1.2 Application Based Virtualization 
In application based virtualization technology a 
particular application is allocated to different client 
machines depending on the individual needs and 

requirements. Generally the application is hosted on a 
server present in a different location than where the 
clients are situated. Each client on request to use the 
application is granted access to it. The application 
runs on the client machine and behaves as if it were a 
local application installed on the client machine. The 
applications interact with the local applications in the 
client computer. 
 
2.1.3 Hypervisor Based Virtualization 
Hypervisor based virtualization is the most common 
form of virtualization used in the cloud simply for the 
fact that it allows the installation of intrusion 
detection systems. In this technique the hypervisor is 
directly installed on the hardware. A single virtual 
machine is made the manager VM that controls all 
the other VM’s present on the machine. The 
hypervisor is the single point of failure for this 
technique of virtualization. Gaining control of the 
hypervisor allows control over all the virtual 
machines.  
 
III. RISKS IN VIRTUALIZATION  
 
Every cloud service provider aims at maximizing the 
capacity of their system and increase system 
optimization by efficient workload distribution. It 
may happen that a few physical servers may be used 
unnecessarily (server sprawling) such that the VM’s 
running on them can be transferred to another 
physical server. This reduces heat dissipation in 
server farms. The lesser the amount of energy spent 
the greener is the technology. For every cloud 
provider and consumer energy needs to be taken into 
consideration. Thus server sprawling needs to be 
reduced as much as possible.  
This is depicted in fig 1 
 

 
Fig1.Transferring VM Servers to Physical Servers 

 
When a particular VM is transferred from one virtual 
machine to another it is done through the network 
that connects the two servers. Data and applications 
are transferred in the form of packets as a result of 
which they are vulnerable to malicious outsiders who 
may intercept the data being transferred. The data 
holds the risk of being modified thus spoiling the 
integrity of the data. Consumers always hope for their 
own security measures according to their personal 
requirements . 
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The next possible threat that is present is that in a 
hypervisor based virtualization technique the 
hypervisor is the single point of failure. Thus an 
outsider if takes control over the hypervisor can gain 
control over all the virtual machines running over it 
and thereby pose a serious threat to the confidentiality 
of the data stored in those VM’s.  
 
Another security issue involved in virtualization is 
buffer overflow. This happens in the case where 
multiple virtual machines share the storage space of a 
single physical server. The storage space is 
partitioned into independent regions each dedicated to 
a separate virtual machine.  When data is written into 
the storage medium by one VM the data may be 
overwritten into the storage space of another VM. 
This causes a user of the neighboring VM to gain 
access to the data. Data Leakage can be avoided.  
 
Finally from the perspective of a virtual machine 
placed inside a physical machine it is not possible to 
effectively monitor the data being transferred among 
virtual machines from a virtual switch present in the 
virtual network. Thus in order to monitor the data an 
effective model for virtualization is required.  
 
IV. MEASURES TO INCREASE SECURITY  
 
The use of hashing is a very popular way in 
maintaining the integrity of data while it’s transferred 
from one system to another in a network. Popular 
hashing mechanisms such as SHA1 and MD5 are 
commonly used for this purpose. Therefore while 
transferring one virtual machine from one physical 
server to another hashing can be used to ensure that 
the data is not tampered with. But a number of 
security issues still remain to be solved.  
 
As known to all the hashing function produces an 
output of n bits as a result of which the output has 2^n 
states for a particular message. Therefore an intruder 
has to go through all 2^n possible states to find out 
what the message is. But according to the birthday 
paradox it is observed that it would only take 
approximately 2^(n/2) chances to find out what the 
message digest is and accordingly the intruder may 
frame a message m2 that would cause a collision to 
occur with the original message m1.  Therefore a 
collision free mechanism needs to be built.  
 
4.1 Merkle-Damgard Construction 
The Merkle-Damgard construction helps to create a 
hash function by creating compression functions on 
smaller sized inputs. A collision occurs only when 
H(m0)=H(m1) where m0 and m1 are input messages. 
Now the aim of the Merkle-Damgard construction is 
to create a collision free hash function.   
 
The message is initially broken down into segments 
and an initialization vector(IV) is created that remains 

along with the message. In the initial step the IV and 
the first message segment is passed through the 
compression function h in order to generate the hash 
code. This outputted hash code is then inputted again 
to the compression function along with the second 
message segment in order to generate the third hash 
code. Accordingly this continues until the final 
message block is encountered. For the last and final 
message segment a padding block is concatenated 
with it. The padding block signifies the termination of 
the message. The padding block ends with the 
message field length which is generally of 64 bits.  
 
4.2 Virtual Local Area Networks 
The virtual local area network offers more flexibility 
in terms of resource sharing along with providing 
better security measures for the users sharing the 
network. What typically happens in VLAN 
architecture is that a group of machines share a 
common network and each of these individual lines 
are connected to a router. This also causes the entire 
system to become much more flexible as individual 
machines can be shifted from one network to another 
as and when required. One of the common 
mechanisms that have been associated with this 
architecture is VLAN trunking in which a port can 
support multiple VLANs.  
 
Trunk links that can propagate data and information 
from multiple VLANs at a time is another debatable 
topic in the recent decade. 
  
4.3 VM-Shadow 
As referred to previously the Virtual Machine 
Monitor or Hypervisor is responsible to coordinate 
the functioning of the virtual machines. When a 
virtual machine is first created the hypervisor stores 
an exact replica of the virtual machine and the 
corresponding applications and process that are 
currently running on the virtual machine. If there is 
some sort of suspicion about the appropriate 
functioning of the virtual machine the hypervisor may 
create another VM by the help of the stored replica 
and compare the functioning’s of the two VMs. If 
there is a disparity in their functioning the former VM 
is immediately terminated. Hypervisor is shown in fig 
2 
 

 
Fig2.Hypervisor manages all the other VM’s 
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4.4 Service Level Agreements 
A cloud provider before delivering cloud services to a 
user has to guarantee some specific rules and 
regulations pertaining to the quality of the service that 
he wishes to provide. The cloud consumer has to 
correctly interpret the terms and conditions that the 
cloud service provider provides him with. He must 
ensure that the service provider is not a fraud thus 
ensuring that his data is protected from third party 
intervention. Vendor lock in is a common threat that 
can be mitigated by this measure. Furthermore the 
resource administrator belongs either to the cloud 
service provider or the cloud consumer and is 
responsible for allocation of the resources. It is 
advisable that the cloud consumer keeps his or her 
own resource administrator so that he may have a 
direct intervention if some discrepancy is identified 
later in the service. At every level in the cloud a great 
deal of trust is required between the parties. 
  
4.5 Monitoring Agent 
A cloud monitoring agent is a software program that 
lies inside the network connecting the client and the 
cloud service. It analyzes the dataflow between the 
client and the cloud service and stores the credentials 
of the user in a log database. The cloud monitoring 
agent can prevent a DDoS attack simply for the 
reason that during a DDoS attack the client or the 
user inputs a large amount of data into the cloud by 
malicious machines known as Bots. If the cloud 
monitor identifies too much data flow between the 
user and the cloud provider it may immediately send 
an alert to the firewall. Fig 3 shows how monitoring 
agents examines the amount of queries coming from 
client machine. 
 

 
Fig3.Amount of queries monitored by the cloud 

 
V. PROPOSED FRAMEWORK ON 3 CLOUD 
MODEL 
 
Cloud computing is often evaluated based on three 
criteria: data availability, legal issues with data 
storage locations and the unique security profiles of 
the three cloud models. This paper proposes a 
framework for Cloud Security. It might be beneficial 
to mention it beforehand that public and private cloud 
have almost the same efficiency though private 
clouds are better to use for large organizations who 
want to keep their data private. 

In the figure4 depicted above the model shows that 
hybrid cloud is a fusion of private as well as public 
cloud. Fig4 shows the 3 Cloud Model   
                 

 
Fig4. Three Cloud Model 

 
Public cloud are highly standardized, provided like a 
product and generally charged per use. Examples 
include e-mail, productivity applications or storage. 
They are freely and publicly available and used over 
the Internet. Public Cloud falls short of the standards 
of business users and are not suited for critical data 
storage and retrieval. Private clouds on the other hand 
pool computing resources within the network and 
allocating them dynamically to internal users. Hybrid 
cloud – a combination of public and private clouds – 
will dominate cloud computing in the enterprise 
space.  
 
Providers are already mixing and matching private 
clouds and public services to create end-to-end 
offerings. Hence this kind of implementation needs 
integrated security technology. One of the ways to 
implement security issues are to check for 
vulnerabilities is to implement an Intrusion Detection 
& Prevention System (IDPS) based on Artificial 
Neural Network (ANN).  Using an FPGA will help us 
to implement security in the cloud environment.  
 
CONCLUSION 
 
This paper effectively highlights some of the major 
issues in virtualization security and cites some of the 
techniques that may be implemented to keep away 
hackers from accessing confidential data. The safety 
of virtual machines is also an alarming section that 
requires further study. Popular virtualization software 
such as virtual box has gained popularity but they 
require further development for the safeguarding of 
data.  Cloud security is a broad subject that may 
require further research enhancing the confidentiality 
of data. Truth be told it is advisable to use a private 
cloud rather than a public cloud so that the risk of 
data leakage is avoided. It is a worthwhile effort to 
create a model where each user shares a physical 
machine but they have individual networks with 
controlled access to external parties. Data mining can 
be fused with the concept of cloud so that the risks 
can further be reduced just for the reason that through 
data mining the possible risks in the future can be 
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known beforehand. We therefore wish that better 
security tools are developed. 
 
REFERENCES 
 

[1] Thomas Erl “Cloud Computing Concepts, Technology & 
Architecture”  

[2] Farzad Sabahi, IEEE member ”Secure Virtualization 
Using Cloud Environment Using Hypervisor-Based 
Technology” ,  International Journal of Machine Learning 
&Computing, Vol 2, No. 1, February 2012. 

[3] Rabi Prasad Padhy, Manas Ranjan Patra, Suresh Chandra 
Satapathy;  ”Cloud Computing Security Issues and 
Research Challenges” ; IRACST- International Journal of 
Computer Science and Information Technology &Security 
(IJCSITS) Vol 1, No. 2, December 2011. 

[4] Sina Manavi, Sadra Mohhamadalian, Nur Izura Udzir, 
Azizol Abdullah;”Secure Model for Virtualization Layer 
in Cloud Infrastructure” International Journal of Cyber 
Security and Digital Forensics (IJCSDF) 1(1): 32-40, The 
Society of Digital Information and Wireless 
Communications, 2012 (ISSN: 2305-0012). 

[5] Barrie Sosinsky “Cloud Computing”  
[6] Allan A. Friedman and Darrell M. West “Privacy and 

Security in Cloud Computing”; Issues in Technology 
Innovation, Number 3, October 2010  

[7] Mladen A. Vouk, ”Cloud Computing-Issues, Research and 
Implementations”, , Department of Computer Science, 
North Carolina State University, Raleigh, North Carolina, 
USA, Journal of Computing and Information Technology-
CIT 16, 2008, 4, 235-246 DOI:10.2498/CIT.1001391. 

[8] Sean Carlin, Kevin Curran, “ Cloud Computing Security”, 
University of Ulster, UK, University of Ulster, UK. 
International Journal of Ambient Computing and 
Intelligence, 3(1), 14-19, January-March 2011. 

[9] Kevin Hamlen, Murat Kantarcioglu, Latifur Khan and 
Bhavani Thuraisingham,  “ Security Issues for Cloud 
Computing” Technical Report UTDCS-02-10 Department 
of Computer Science, The University of Texas at Dallas, 
February 2010. 

[10] Fang Hao, T.V.Lakshman, Sarit Mukherjee, Haoyu Song;  
“Secure Cloud Computing with a Virtualized Network 
Infrastructure”, Bell Labs, Alcatel-Lucent. 

[11] Gyan Prakash Pal, Sadhana Pal; “Virtual Local Area 
Network (VLAN)”, International Journal of Scientific 
Research Engineering & Technology (IJSRET), Volume 1, 
Issue 10, pp006-010, January 2013. 

[12] Mukhopadhyay, I. and Chakraborty, “Hardware 
Realization of Artificial Neural Network Based Intrusion 
Detection & Prevention System” M. (2014). Journal of 
Information Security, 5, 154-165. 
doi: 10.4236/jis.2014.54015 

 
 
 
 
 
 
 
 
 
 
 
 

 


