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Abstract- Cloud computing is a background that allows cloud consumers to remotely data management.  They can records 
their data helps remotely to third party cloud storage suppliers relatively than sustain data centers on their individual data 
management. They can documents their data backups remotely to third party cloud storage providers rather than sustain data 
centers on their own. With the modern improvements in cloud computing, a large number of users have been outsourcing 
their storage to third parties. Cloud storage providers, such as Amazon S3, provide users with the possibility to store and 
access their data anytime from anywhere. While outsourcing the storage is convenient and cost-effective, the outsourced data 
might be sensitive and an inappropriate disclosure may cause serious problems for users. Therefore, the proper enforcement 
of data access control is of central importance. 
 
Index Terms- Proxy Re-Encryption, Cloud Computing, Attribute Based Encryption (ABE), Challenge–Handshake 
Authentication Protocol (CHAP), Cloud Storage. 
 
I. INTRODUCTION 
 
Clouds data storage services bring many difficult 
propose problems, significantly due to the failure of 
substantial control. These confronts have 
considerable manipulate on the data security and 
concerts of cloud methods. Cloud computing 
considered as the expectations IT design, and still 
guarantees to make available unrestricted and 
expandable storage space store and other computing 
stores as a service to cloud consumers in a very 
gainful technique [1]. Now a day’s cloud computing 
is a reasonably extended knowledge to accumulate 
data from more than one user. Lots of data of huge 
quantity are uploaded in the digital environment 
which involved lots of storage space & computing 
stores.  
 
The cloud is analogical to the internet the cloud 
computing is based on cloud illustrations utilized in 
the before time stage to be an illustration of telephone 
networks and subsequently to represent internet. 
Efficient search on encrypted data is also an 
important anxiety in clouds. The cloud user should 
not know the query but should be able to return the 
records that satisfy the query. This is accomplished 
by means of searchable encryption [2], [3]. The 
keywords are sent to the cloud encrypted and the 
cloud come backs the consequence without knowing 
the actual keyword for the search.  The problem here 
is that the data records should have keywords 
associated with them to enable the search.  The 
correct records are returned only when searched with 
the exact keywords. 
 
 
 
 
 
 
 

 

 
Figure: Cloud Data Storage 

 
Using attribute-based encryption scheme are proposed 
to allocate certified cloud consumers right to use to 
cloud data based on the satisfaction of essential 
attributes such that the advanced computational load 
from cryptographic process is allocated to the cloud 
provider and the entire communication expenditure is 
lowered for the mobile consumer. Besides, data re-
encryption may be alternatively presented by the 
cloud provider to decrease the cost of client revocation 
in a mobile user background while preserving the 
privacy of user data stored in the cloud server. The 
proposed [4] protocol has been recognized on viability 
accepted mobile and cloud proposals to show real-
world standards which demonstrate the effectiveness 
of the method. Much of the data accumulated in 
clouds is highly susceptible such as medical records 
and social networks data. Even cloud storage is extra 
elastic how the safety measures and confidentiality are 
accessible for the outsourced data becomes a serious 
apprehension. On the other hand, the consumer should 
authenticate it before starting any deal and 
alternatively, it must be make sure that the cloud does 
not modify with the data that is outsourced. Cloud 
user confidentiality is also want so that the cloud user 
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or other users do not recognize the characteristics of 
the consumer. To right of entry a make safe data 
transaction in the cloud the suitable cryptographic 
method is operated. The data owner must encrypt the 
file and then accumulate the file in the cloud server. If 
a third person downloads the file consumers may 
analysis the documentation if the consumer had the 
key which is utilized to decrypt the encrypted file. 
Occasionally this may be a malfunction due to the 
knowledge development and the hackers. The cloud 
can embrace the client answerable for the data it 
outsources and similarly the cloud is itself answerable 
for the services it make available. The strength of the 
consumer who accumulates the data is also 
demonstrated. 
 

 
Figure 2: Basic Cloud Computing Model 

 
II. THEORETICAL BACKGROUND 
 
Now a day’s cloud computing is an expanded 
knowledge to accumulate data from more than one 
user. Cloud computing is an atmosphere that allows 
consumers to accumulate the data storage. Remote 
backup scheme is the sophisticated idea which 
decreases the expenditure for applying more memory 
in an association. It facilitates activities and 
government organization diminishes their economic 
operating cost of data management. They can 
documentation their data backups somewhat to third 
party cloud storage contributors to a certain extent 
than sustain data centers on their individual. Various 
explanations may be imagined to switch encrypted 
data with a cloud provider in a protected way, such 
that the cloud provider is not openly entrusted with 
key objects but naive methods frequently demonstrate 
difficult to level. For instance, the main problem of a 
proposal based on the exploit of a public key 
management scheme such as RSA [5]. 
 
Proxy re-encryption is a cryptographic scheme 
expanded to delegate the decryption accurate from one 
party (the delegator) to another (the delegatee). In a 
proxy re-encryption (PRE) method, the delegator 
allocates a key to a proxy to re-encrypt all messages 

encrypted with his own public key such that the re-
encrypted ciphertexts can be decrypted with the 
delegatee’s private key. The proxy is a semi-trusted 
entity i.e. it is trusted to complete only the ciphertext 
re-encryption without identifying the private keys of 
the delegator and the delegatee, and lacking having 
right to use to the plaintext. To resolve this difficulty, 
an unusual solution could be that the delegator decides 
a different key pair for each delegatee, which is also 
improbable. 
 

 
Figure 3: Cloud Usage Scenario over on cloud environment. 

 
Cloud Computing Security Through Encryption  
Cloud computing is a promising model contribution 
outsourced services to activities for storing and 
dealing out a enormous quantity of various types of 
data at very viable rates. Cloud computing is the 
prerequisite of enthusiastically scalable and often 
virtualized stores as a services in excess of the 
internet users require not have information of 
capability in organize over the knowledge 
communications in the cloud that sustains them. 
Cloud computing characterizes a most important alter 
in how we accumulate information and run 
applications. As an alternative of hosting apps and 
data on a personality desktop computer the whole 
thing is hosted in the cloud—an collection 
of computers and servers right to used by the use 
of the Internet. It assures advanced accessibility, 
scalability and more efficient feature of service than 
in-residence explanations. In cloud computing the 
outsourced part of data is contained by simple 
accomplish of cloud service providers. Unfortunately 
one of the well-built problems in extensive 
implementation of the cloud is to protect privacy of 
the data [6]. There are numerous methods that can 
assurance privacy of data stored in outsourced 
situations while sustaining basic exploration 
competence [7]. On the other hand, they do not 
sustain right of entry control policies to control right 
to use to a exacting separation of the accumulated 
data. Modern policy based methods can attempt only 
when they are arrangement and purposed within a 
trusted region. In an un-trusted atmosphere, access 
guidelines may disclose responsive information about 
the data they aspire to defend. 
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The protection constraints in service-oriented cloud 
computing representation are as follows:  
 
A.  Data security  
The service provider must make sure that their 
communications is make safe and that their 
consumer’s data and applications are confined while 
the client must guarantee that the supplier has taken 
the appropriate safety measures determines to save 
from harm their information. [8]  
 
B.  Privacy    
The service provider should make sure that all 
significant data are masqueraded and that only 
approved consumers have right to use to data in its 
whole. Additionally digital distinctiveness and 
documentations must be confined as should any data 
that the service provider accumulates or manufactures 
about client movement in the cloud. [8] 
 
C.  Data confidentiality  
The cloud consumers would like to create definite 
that their data are reserved secret to outsiders, 
including the cloud source and their possible 
opponents. [8]  
 
D.  Fine-grained access control  
The cloud supplier should make possible compromise 
discrepancy access correctly to a set of clients and 
permit elasticity in indicating the access exactly of 
individual cloud consumers. Numerous methods are 
known for employing superior particle right to use 
control. [8]  
 
The efficient execution for the above revealed safety 
measures problems would be encrypting data by 
means of assured encryption methods, which permits 
elasticity in identifying differential right to use 
corrects of individual consumers in a sufficient 
approach. 
 
Cloud Computing Security from Single to Multi-
Clouds 
The utilization of cloud computing has enhanced 
quickly in several groups. Cloud computing make 
available many advantages in expressions of low 
price and ease of understanding of data. Make sure 
the safety measures of cloud computing is a most 
important issue in the cloud computing background, 
as consumers frequently accumulate responsive 
information with cloud storage suppliers but these 
suppliers may be untrusted. Contracting with "single 
cloud" suppliers is calculated to become a smaller 
amount well-liked with clients due to possibilities of 
service ease of use malfunction and the opportunity 
of malicious insiders in the particular cloud. A 
progress in the direction of "multi-clouds", or in other 
expressions, "interclouds" or "cloud-of-clouds" has 
appeared in recent times. This paper examinations 
modern study shared to single and multi-cloud safety 

measures and concentrate on promising explanations. 
It is originated to investigate into the exploit of multi-
cloud providers to sustain safety measures has 
obtained less concentration from the investigate 
society than has utilize of single clouds. This effort 
aspires to support the exploit of multi-clouds suitable 
to its capability to condense safety measures 
possibilities that have an effect on the cloud 
computing consumer. 
 
Reliable Re-encryption in Unreliable Clouds 
A key approach to protected cloud computing is for 
the data owner to accumulate encrypted data in the 
cloud and concern decryption keys to approved 
consumers. When a consumer is withdraw, the data 
owner will concern re-encryption authorities to the 
cloud to re-encrypt the data to avoid the withdraw 
consumer from decrypting the data and to produce 
innovative decryption keys to suitable consumers, so 
that they can maintain to right to use the data. On the 
other hand, in view of the fact that a cloud computing 
situation is consist of many cloud servers, such 
authorities may not be take delivery of and 
accomplished by all of the cloud servers due to 
unpredictable network communications. In this paper, 
they can resolve this trouble by proposing a time-
based re-encryption method which allows the cloud 
servers to repeatedly re-encrypt data based on their 
interior clocks. Our explanation is built on top of a 
novel encryption method, attribute-based encryption 
to permit fine-grain right to use power and does not 
necessitate ideal clock synchronization for truth. 
 
Cloud TPS Scalable Transactions for Web 
Applications in the Cloud 
NoSQL Cloud data accumulates offers scalability and 
high accessibility properties for web applications, but 
at the equivalent instance they give up data regularity. 
On the other hand, many applications cannot meet the 
expense of any data discrepancy. Cloud-TPS is a 
scalable transaction manager which assurances 
complete ACID properties for multi-item transactions 
concerned by Web applications, even in the existence 
of server failures and network divisions. They 
execute this move toward on top of the two most 
important families of scalable data layers: Bigtable 
and SimpleDB. Performance valuation on hit the 
highest point of HBase (an open-source version of 
Bigtable) in our local cluster and Amazon SimpleDB 
in the Amazon cloud give you an idea about that our 
scheme levels linearly as a minimum up to 40 nodes 
in our restricted cluster and 80 nodes in the Amazon 
cloud. 
 
Scalable and Protected distribution of Personal 
Health Records in Cloud Computing by means of 
Attribute-based Encryption 
Personal health record (PHR) is a promising patient-
centric representation of health information exchange, 
which is frequently outsourced to be accumulated at a 
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third party, for instance cloud providers. On the other 
hand, there have been extensive confidentiality 
apprehensions as personal health information could 
be representation to those third party servers and to 
illegal parties. To promise the patients' control over 
right to use to their own PHRs, it is a capable 
procedure to encrypt the PHRs before outsourcing. 
On the other hand, concerns such as threats of privacy 
introduction, scalability in key organization, elastic 
right to use and well-organized consumer revocation, 
have continued the most significant confronts in the 
direction of accomplishing fine-grained, 
cryptographically put into effect data right to use 
control. In this work they suggest a new patient-
centric framework and a set of methods for data right 
to use control to PHRs stored in semi-trusted servers. 
To accomplish excellent-grained and scalable data 
right to use control for PHRs they control attribute 
based encryption (ABE) methods to encrypt each 
patient's PHR file. Unusual from earlier efforts in 
secure data outsourcing they focus on the multiple 
data owner circumstances and separate the consumers 
in the PHR method into multiple protection domains 
that significantly condenses the key administration 
difficulty for owners and clients. A high amount of 
patient confidentiality is assurance concurrently by 
developing multi-authority ABE. Their proposed 
method also allows dynamic modification of right to 
use rules or file attributes, sustains well-organized on-
demand user/attribute revocation and break-glass 
right to use under urgent situation circumstances. 
General methodical and investigational consequences 
are presented which demonstrate the safety measures 
scalability and effectiveness of their proposed 
method. 
 
III. LITERATURE SURVEY 
 
A key management method has been proposed [4] for 
secure data outsourcing applications, whereby 
attribute-based encryption efficiently allows approved 
clients to right to use protected substance in the cloud 
based on the approval of an attribute-based policy. 
The method has been modified so that a data owner 
and a trusted authority co-operate in the key 
generation and encryption processes such that 
computationally-intensive cryptographic operations 
and requests are minimized for the data owner; this is 
of importance to a population of mobile users that 
must conserve their consumption of battery and usage 
of wireless communication. In particular, the user is 
not required to perform costly pairing operations; 
instead, they are delegated to the manager and cloud 
provider. Also, the manager computes the decryption 
key, not the data owner, and it assists with key 
distribution on behalf of the owner. Furthermore, a 
hybrid protocol is proposed that optionally allows 
message encryption based on a group key, allowing 
the user membership to be further refined for highly 
sensitive data. 

Additionally, it allows re-encryption to occur, and 
thus revocation to become efficient without 
necessitating existing common remedies and their 
limitations; an example is the expiration of attributes 
specified in the attribute-based policy that show the 
ways to regular key keep informed as time elapses. 
The proposed protocol is similar in overall 
performance to the original ciphertext-policy 
attribute-based-encryption idea, while significantly 
lessening the computational and traffic burden on the 
mobile data owner in a system where data updates 
and encryption activities are frequent and dominant. 
Thus, the proposal [4] is useful for securing mobile 
cloud computing with very large user populations. 
 
Another related work proposes the merging of ABE 
with proxy re-encryption, allowing fine-grained 
access control of resources while offloading re-
encryption activity to the cloud provider [9]. It has 
numerous differences to the scheme that will be 
proposed. The data owner is involved in generating a 
key for each new user that joins or leaves the system, 
rather than offloading this task; it is not only a 
prohibitive cost for a mobile user, but also 
impractical due to the user’s mobility. Another 
difference is that a secret key must be regenerated 
and re-distributed for each user, in lazy fashion, 
whenever user revocation occurs relatively than 
allocating consumers to upgrade a common group 
key, which reduces the communication cost and 
results in higher efficiency. Furthermore, the re-
encryption occurs due to attribute re-definition and 
the scheme is based on KP-ABE (Key-Policy 
Attribute-Based Encryption) and not CP-ABE, where 
the ciphertext is associated with a policy. 
 
In this paper author has proposed a new method 
Hierarchical Identity-Based Encryption (HIBE) and 
CP-ABE, using hierarchical domain masters to 
allocate user keys; this is done at the expenditure of 
improved storage space constraints for key substance 
held by clients and a greater amount of dealing out 
when generating ciphertext. A technique of trusted 
data sharing has been suggested that utilizes a 
progressive elliptic curve encryption scheme [10]. On 
the other hand, it relies upon a writer uploading 
encrypted data to the cloud and then allocating 
credentials to the cloud to achieve re-encryption and 
also to the reader on each data right to use challenge; 
this is clearly impractical when applied to resource-
constrained devices and networks. 
 
In this paper author has [11] using Secure Hash 
algorithm for authentication reason SHA  is  the one 
of more than a few cryptographic hash functions, 
most frequently exploited  to confirm that a file has 
been unaffected. Here they are using the Paillier 
cryptosystem is a probabilistic asymmetric algorithm 
for public key cryptography. Withdrawn consumers 
cannot contact data consequent to they have been 
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revoked. The suggested method is flexible to replay 
attacks.  An author whose attributes and keys have 
been repealed cannot write back decayed information. 
The protocol sustains multiple read and writes on the 
data stored in the cloud server. These charges are 
similar to the subsisting centralized approaches and 
the exclusive procedures are more often than not done 
by the cloud user. By using this algorithm for privacy 
preserving authenticated access control method. 
According to this proposing algorithm a cloud 
consumer can produce a file and accumulate it 
strongly in the cloud. This method consists of utilize 
of the two protocols ABE and ABS. The cloud 
confirms the legitimacy of the consumer without 
identifying the user’s characteristics before storing 
data on cloud server. The method also has the further 
characteristic of right to use control in which only 
legitimate consumers are able to decrypt the 
accumulated information. The cloud user does not 
recognize the characteristics of the consumer who 
stores information, but only confirm the user’s 
documentations. Key sharing is done in a distributed 
method and also conceals the attributes and right to 
use procedure of a client.  One drawback is that the 
cloud recognizes the access rule for each 
confirmation accumulated in the cloud. This method 
avoids replay attacks and maintains conception, 
alteration, and reading data accumulated in the cloud 
server. 
 
Vipul Goyal, Omkant Pandey, Amit Sahai, Brent 
Waters [12] introduced the new idea of Attribute-
Based Encryption for Fine Grained Access Control of 
Encrypted Data. Here they initiate the novel 
cryptosystem for all right grained distribution of 
encrypted data that we identify Key-Policy Attribute 
Based Encryption (KPABE). In cryptosystem, 
ciphertexts are tagged with sets of characteristics and 
private keys are correlated with right to use 
compositions that control which ciphertexts a 
consumer is proficient to decrypt. Fine-grained right 
to use control methods make easy compromise 
differential right to use rights to a set of consumers 
and permit elasticity in identifying the right of entry 
rights of individual consumers. Numerous methods 
are known for executing fine grained right of entry 
control. Secret-sharing schemes (SSS) are utilized to 
partition a secret among a number of parties.   
 
In this paper author Matthew Pirretti and Brent 
Waters [13] introduce a new protected information 
management design based on promising attribute-
based encryption (ABE) primitives also they suggest 
cryptographic optimizations in Secure Attribute 
Based Systems. Various performance analyses of 
ABE scheme and illustration applications show the 
capability to diminish cryptographic costs by as much 
as 98% over earlier suggested method creations. 
During this, shows that the attribute method is a 
proficient explanation for strongly administration 

information in big data, loosely-coupled method, 
distributed schemes. Decryption decrypts a ciphertext 
encrypted by the Encryption. This procedure starts 
with the decrypting party confirming that they have 
the entailed attributes. The parties performing arts of 
decryption will then utilize their attributes to decrypt 
the ciphertext to facilitate obtain the AES and HMAC 
key.  
 
John Bethencourt, Amit Sahai, Brent Waters [14] 
here author initiates Ciphertext-Policy Attribute-
Based Encryption.  They employ a trusted server to 
accumulate the data and arbitrate access control. 
Various distributed methods a client should only be 
proficient to right to use data if a consumer groups an 
assured set of credentials or attributes. At present, the 
only way for put into effect such policies are to make 
use of a trusted server to accumulate the data and 
arbitrate access control. On the other hand, if any 
server storing the data is collaborated then the 
confidentiality of the data will be cooperated. 
Besides, they make available an accomplishment of 
our method and give presentation dimensions. The 
most important confront in this contour of effort is to 
get a novel schemes with well-designed shapes of 
appearance that manufacture more than a random 
arrangement of methods.  
 
In this paper author S. Marium proposed a new 
algorithm of Extensible authentication protocol 
(EAP) during three ways handshaking method with 
RSA algorithm. Here they proposed distinctiveness 
based signature for hierarchical design. They also 
provide an authentication protocol for cloud 
computing (APCC) [15]. APCC is more person of 
little consequence and well-organized as evaluated to 
SSL authentication protocol. In this, Challenge–
handshake authentication protocol (CHAP) is used 
for authentication purpose. When create demand for 
any data or any service on the cloud. The Service 
provider authenticator (SPA) sends the first request 
for client uniqueness. The steps are as follows: 
1) Initially when cloud user request for any service to 
cloud service provider SPA send a CHAP 
call/challenge to the cloud user. 
2) The user sends CHAP call/challenge which is 
computed by using a hash function to SPA. 
3) SPA confirms the test value with its individual 
estimated value. If they are equivalent then SPA 
sends CHAP success message to the cloud user. 
Accomplishment of this EAP-CHAP in cloud 
computing provides confirmation of the cloud user. It 
makes available safety measures besides spoofing 
characteristics stealing, data tempering hazard and 
DoS attack. The data is being moved between cloud 
user and cloud providers. To provide protection, 
asymmetric key encryption (RSA) algorithm is used. 
 
Here author propose [16] a new privacy preserving 
access idea for data storage which sustains 
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unspecified authentication and presents decentralized 
key management. With the intention of develop the 
confirmation Paillier Cryptosystem algorithm is 
utilized for encryption and decryption. This method 
suggests a new design which can defeat the peak 
threats in clouds which are recognized in recent 
times. In the proposed method, the cloud assumes a 
right to use organizes strategy and attributes hiding 
strategy to improve protection level under certain 
constraints. This novel idea additional avoids replay 
attacks and sustains protected and proficient dynamic 
operation on data blocks as well as:  data update, data 
construction, data alteration and reading data 
accumulated in the cloud. Additionally, the 
authentication and right to use control method is 
distributed and strong, contrasting other right to use 
control methods proposed for clouds which are 
centralized. Here also make available alternatives for 
file improvement. Due to wide-spread protection and 
performance analysis give you an idea about that the 
proposed method is extremely proficient and flexible 
adjacent to replay attacks. User revocation and right 
to use control policies extremely adds to keep away 
from exploitation of cloud services and contribute to 
knowledge concerns. The threats that can be defeat 
are data failure, lacking confidence of APIs, Denial of 
Service, exploitation of cloud services, shared 
technology concerns. When data failure or altered 
form of the substance in a file happens it can be 
improved using file recovery choices. 
 
Markulf Kohlweiss,  Ueli  Maurer,  Cristina  Onete,  
Bjorn Tackmann,  Daniele  Venturi [17] have been 
presented Anonymity-preserving Public-Key 
Encryption: A Constructive Approach where public-
key cryptosystems with enhanced security properties 
have been proposed to examine structures with 
inadequacies for preserving receiver secrecy when 
using public-key encryption (PKE). They use the 
constructive cryptography approach by Maurer and 
Renner and understand cryptographic methods as 
creations of a definite best store (e.g.  a secret 
unspecified channel) from given valid stores (e.g. a 
transmit channel). Here they characterize suitable 
secret announcement stores and demonstrate that a 
very usual store can be created by using a PKE 
method which accomplish three properties that 
become visible in cryptographic text. Experimental 
outcomes do not only sustain the confidence in 
subsisting methods and manufactures; they also 
demonstrate that the simpler and more competent 
inadequately strong methods can be utilized securely. 
 
CONCLUSION 
 
At the present time, cloud computing became a big 
computing standard for data storage on cloud server. 
Number of cloud users and cloud providers grow 
rapidly. As the number of cloud providers increases 
select a trusted service became tedious because 

various fake user may try to know the encryption and 
decryption key. The checking method is essential to 
resolve the cloud integrity issues to satisfy user’s 
privacy concerns. There are various auditing 
framework proposed in cloud computing. But most of 
them are static in nature and they are implemented by 
cloud providers. The cloud does not know the identity 
of the user who stores information, but only verifies 
the user’s credentials. So the efficient ways are 
evaluating the performance of cryptographic 
algorithms to give efficient cryptographic 
mechanisms, in order to ensure data security in cloud 
data storage environments. 
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