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Abstract- Watermarking presents a task of transferring the embedded information to the destination without being detected 
by attacker. It is science of secret communication. The goal of Watermarking is to hide the existence of the message from 
unauthorized party. The proposed system makes image watermarking system more secure and robust by adding encryption 
of the watermark being embedded in the cover image. The advantages of proposed system  is that watermark is completely 
invisible in cover image as well as encryption process is quite simple but robust in nature .On the other hand, extraction of 
watermark  takes place by decryption of original watermark with DES algorithm.  Other advantage of the system is that it 
works on both text as well as image watermark. Results show that the recovered watermark is same as the actual watermark 
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I. INTRODUCTION  
 
Digital watermark is a kind of marker that can be 
embedded in a noise-tolerant signal such as image 
data. That is used to identify the ownership of  
copyright of a signal. "Watermarking" is the process 
of hiding digital information in a carrier signal [1]. 
But no need to contain a relation to the carrier signal. 
Digital watermarks also used to verify the 
authenticity or integrity of the carrier signal or to 
show the identity of owners. It is used for tracing 
copyright infringements and for banknote 
authentication. For marking the media files with 
copyright information, a digital watermark can be 
rather robust against various modifications that can 
be applied to the carrier signal. If the integrity needs 
to ensure, a fragile watermark must be applied.  
 
Digital watermarking is one of the best solutions to 
prevent illegal copying, modifying and redistributing 
the multimedia data. Encryption of the multimedia 
products prevents an intruder from accessing the 
contents without a proper decryption key. Digital 
Watermarking is the way to  embed data called 
watermark into the digital media such that watermark 
can be detected or extracted for  making an assertion 
about the object. A watermark can be embedded into 
a digital signal at every point of distribution. If a copy 
of the work can be found later,   then a watermark 
may be retrieved from the copy and the source of a 
distribution is known. This technique generally can 
be used to detect the source of illegally copied 
movies. A digital watermark may call as an 
imperceptible, robust and secure message embedded 
directly into a document.  
 
II. OVERVIEW OF TECHNIQUES USED 

 
There are many applications of digital watermarking 
including copyright protection, authentication, finger- 

 
print, copy control and broadcast monitoring etc. For 
different kinds of applications digital watermarking 
should show different properties [7]. They can be 
generally classified onto two categories:- 
 

 
Fig1: techniques of watermarking 

 
A. spatial domain watermarking 
In spatial domain  the image is represented in the 
form of pixels. The spatial domain watermarking 
embeds the watermark by some modifications in  the 
intensity and the colour value of some selected pixels 
[12]. The spatial domain watermarking is easier and 
its computing speed is higher than transform domain 
but it is less robust against attacks.The most 
important method of spatial domain is LSB. 
a. Least Significant Bit (LSB) 
 
The LSB is the simplest method of spatial domain to 
embed a watermark in the least significant bits of 
some randomly selected pixels of the cover image. 
The main advantage of this method is that it is easily 
performed on images. This method provides high 
perceptual transparency. When we embed the 
watermark by using LSB the quality of the image will 
not degrade.  
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B. Frequency Domain Watermarking 
The frequency methods are similar to spatial domain 
watermarking in the sense that the values of 
frequencies that can be selected are shifted. Since 
high frequencies will be lost by compression or 
scaling, the watermark signal is applied to the lower 
frequencies adaptively applied to frequencies 
consisting important elements of  original image. For 
the inverse transformation, the watermarks applied to 
frequency domain can be spread over the entire 
spatial image, so these methods are not easy to defeat 
by the cropping as the spatial techniques. On the 
other hand, the trade-off between invisibility and 
robustness, here, is greater. 
 
a. The Discrete Wavelet Transform 
Wavelet Transform is a modern technique frequently 
used in digital image processing, compression, 
watermarking etc. The wavelet transforms are based 
on small waves, called wavelet, of varying frequency 
and limited duration. The discrete wavelet transform 
decomposes the image into three spatial directions, 
i.e. horizontal, vertical and diagonal. Magnitude of 
DWT coefficients is larger in the lowest bands (LL) 
at each level of decomposition and is smaller for 
other bands (HH, LH, and HL). The Discrete Wavelet 
Transform (DWT) is currently used in a wide variety 
of signal processing applications, such as in audio 
and video compression, removal of noise in audio, 
and the simulation of wireless antenna distribution.  
 
III. RELATED WORKS 

 
Ahmad et al. (2014) proposed a robust image 
watermarking technique for the copyright 
protection.The proposed method is based on the 3-
level discrete wavelet transform.  
Chen et al. (2014) presented an authentication and 
recovery scheme to protect images. The image blocks 
are firstly DCT transformed and then encoded with 
the different patterns.  
Datta and Nath (2014) proposed the detail study of 
the watermarking definitions, concepts and the main 
contributions in field.  
Gupta and Barve (2014) proposed a watermarking 
scheme on colour image based on the watermark 
encrypted with QR code and DWT.  
Kaur and Kaur (2014) incorporated DWT function 
of a two-dimensional signal has the ability of 
implementing the embedding and extracting systems 
and  encoding and decoding procedure. 
Mundher et al. (2014) presented watermark 
approach embedded in the cover image using discrete 
slantlet transform. 2-level discrete slantlet Transform 
is applied on each one by choosing the best channel 
for embedding. 
Singh et al. (2014) presented the embedding and 
extraction processes applied on the higher frequency 
domain of DWT .The arnold transformation is used to 
scramble the watermarking object for security. 

Tiwari et al. (2013) proposed the algorithm to 
protect digital data by embedded watermark which is 
encrypted using DES algorithm. 
 
IV. PROPOSED METHODOLOGY 
 
The Proposed research developed an improved 
Watermarking approach which is Enhanced LSB 
Method for color images with higher 
imperceptibility/quality, large capacity and better in 
robustness/resistance to attacks. Images as well as 
text messages can be hide within the images using 
sequential and random methods. It would be highly 
immune to any environmental disturbances like noise 
due to hybrid filtering. 
 
A. Embedding Module 
Embedding is the process of hiding the embedded 
message generating the watermarked image. For 
example, when a secret message is hidden within a 
cover image, the resulting product is watermarked 
image. 
 
The main algorithm for the embedded stage: 
1. Select the secret text/image files that to be hidden 

in the cover image. 
2. Encrypt the watermark using DES. 
3. Apply watermark on cover image. 
4. Calculate the size of the secret text and image 

watermark, to be watermarked on cover image. 
5. Substitute the secret characters/Image from step 4 

to cover image randomly as follows:- 
a. Calculate the RGB values. 
b. Generate the Fourier series coefficients. 
c. Choose the target color. 

6. Embed the message and Repeat step 5 for complete 
secret message. 
 

B. Extracting Module 
Extracting is the process of getting the embedded 
message from the watermarked image. The main 
algorithm for the embedded stage is as follow: 

1. Input the watermarked image.  
2. Generate the Fourier series coefficients. 
3. Choose this color to extract watermark. 
4.  Repeat this process until all pixels are being 

processed. 
5.  Combine these values to form a complete 

message. 
6. Decrypt the message DES. 
7. Finally the message is displayed to the user. 

 
V. SIMULATION RESULTS 

 
MATLAB is used to simulate the proposed scheme. 
Fig 2 (a) is the original image of size (512×512), (b) 
is the watermark image of size (60×60), (c) DES 
encrypted watermark image, (d) is watermarked 
image e) is the extracted watermark image (f) is DES 
decrypted image using same key used in Encryption. 
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Fig2:results for watermarking image1 

 
Table1: calculating performance parameters 

 
 

 
Fig3:graphical representation 

 

 
Fig4:graphical representation 

Table2:-results using different images 

 
 

 
Fig5: results for image 2 
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Table3:results using different images 

 
 

Table4: calculating performance parameters 

 
 

 
Fig 6:graphical representation using psnr 

 

 
Fig7:graphical representation using mse 

CONCLUSION 
 
In this research work a new approach for 
watermarking of digital images is implemented. The 
new approach is tested on various images. In addition 
to DES algorithm we use Fourier coefficient to 
increase the security. Existing system works only for 
image watermarks not for text watermarks and with 
lesser co-relation coefficients which mean existing 
system extract the degraded watermarks, but our 
system extract actual watermarks.  
 
FUTURE WORK 
 
In future technique will be applied in audio or videos. 
The upcoming era needs higher security 
enhancements in watermarking in which the various 
high security encoding techniques can be used as well 
as the techniques which significantly recover the 
watermark from watermarked image after various 
attacks. 
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