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Abstract- The existing technique provides an address this important problem and designs a cloud-assisted privacy 
preserving mobile health monitoring system to protect the privacy of the involved parties and their data. Moreover, the 
outsourcing decryption technique and a newly proposed key private proxy re-encryption are adapted to shift the 
computational complexity of the involved parties to the cloud without compromising clients’ privacy and service providers’ 
intellectual property. Finally, the security and performance analysis demonstrates the effectiveness of our proposed design. 
Mobile health monitoring involves security and privacy of patient’s private data so that it can’t be access by the unauthorized 
users. Mobile Health Monitoring contains various sensors to be used in the patient’s body so that 24*7 monitoring can be 
done by the doctor. But the patient’s personal data is important and privacy is an important factor, hence various security 
techniques are implemented for the security and privacy of patient’s private data. Here a new and efficient technique for 
protecting the patient’s secure data using ECIES is proposed. The proposed technique implemented here provides less 
computational cost and time and also provides security from various attacks as compared to the existing techniques. 
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I. INTRODUCTION 
 
Due to rapid IT communication of Healthcare 
consumers are now requiring higher level of for 
instance on the spot online right of entry to products, 
services and information through their mobile devices. 
Healthcare associations are under pressure to deal 
with the difficulty, expenditure and effort when 
enhancement their IT communications, obtaining new 
hardware and software with authorizing and security 
of their presented devices and applications. Cloud 
computing present’s considerable benefits for 
healthcare sector i.e. flexibility, connectivity, 
scalability, resiliency, virtualization and optimized 
concert. Cloud has far above the ground prospective to 
take advantage of the effectiveness and excellence of 
healthcare services through its different service 
liberation and deployment representations. Our 
present the public is progressively more relying on the 
collected works, dealing out, and distribution of 
digital information. There are two essential 
developments: (1) allowed by the fast expansions in 
sensor, wireless and networking technologies, 
communication and networking are appropriate 
progressively persistent and ad hoc. (2) Determined by 
the quick-tempered development of hardware and 
software competence, computation power is suitable a 
public effectiveness and information is frequently 
accumulated in centralized servers which make 
possible ever-present right to use and distribution. 
Many promising stages and schemes hinge on both 
dimensions, such as E-healthcare and Smart Grid. It 
has been experimental that the acceptance of 
programmed decision support algorithms in the cloud-
assisted mHealth monitoring has been measured as an 
expectations development [1]. On the other hand, the 
common information feel by these significant schemes 
is frequently sensitive and of high importance, while a  

 
variety of security violations could compromise the 
social benefit of these methods. Thus there is an 
imperative require to expand safety measures and 
confidentiality methods to keep the accuracy, 
reliability and privacy of the collected data and to 
manage the confession of private information. We 
then make available an advanced method by 
concentrate on the recognized confidentiality 
difficulties. The consequential advanced method 
permits the mHealth service provider i.e. company to 
be offline after the set of connections phase and 
allows it to distribute its data or programs to the cloud 
strongly [2]. Privacy is an important issue of UHMS 
and health-related applications in general, since health 
data are sensitive personal data of patients. 
Conventional privacy protection methods by simply 
removing clients’ personal distinctiveness information 
i.e. names or SSN or by using anonymization method 
fails to serve as an efficient method in production with 
privacy of mHealth methods due to the increasing 
quantity and multiplicity of personal identifiable 
information [3]. It is significance noting that the 
collected information from a mHealth monitoring 
system could contain clients’ personal physical data 
such as their heights, mass and blood category or even 
their definitive personal identifiable information for 
example their fingerprints and DNA reports [4]. 
Privacy-related legislation like the Health Insurance 
Portability and Accountability Act (HIPAA) and the 
European Data Protection Directive unambiguously 
describe the policy for defensive the confidentiality of 
patients. The so far common architecture of a UHMS 
needs that all personal medical data i.e. those 
information on top of which are created by the 
patients’ wearable sensors are composed and 
accumulated in a central examine particularly at the 
Health Monitoring Center (HMC) [5, 6]. The HMC is 
responsible not only for the collection and storage but 
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also for the control of these significant personal data. 
On the other hand, this method runs important 
possibility for the safety measures of the definite data 
for the privacy of the observed citizens and 
additionally has a huge computational and storage 
space cost for the HMC.  
 
An overview of the UHMS architecture for presented 
in Figure 1. The emphasis of the description is on the 
part of personal agents. The biomedical data that are 
produced by the patients’ wearable sensors are 
wirelessly collected through a local wireless network 
in the patient’s body into a personal mobile device, 
such as a smart phone. The idea of a decentralized 
architecture for storage and control of the patients’ 
medical data into their personal agents, as it has 
previously been declared provides the benefit of 
improved manage on the user’s personal data. 
Moreover, this decentralized approach can also give to 
recovered data protection, since invaders find large 
collections of personal data much more inviting than 
an individual’s personal data [7]. 
 

 
Fig: 1-Architecture for a UHMS [7]. 

 
By using data encryption, owner-controlled fine-
grained data access can be realized; however, it also 
introduces much difficulty to performing effective 
searches over encrypted information. Searchable 
encryption has been proposed to cope with this 
difficulty; but most existing works cannot support 
efficient searches with composite uncertainty 
conditions and concern requires to be taken when 
using them because of the prospective privacy 
leakage about the data owners to the data users or the 
cloud server. In this paper, using online Personal 
Health Record (PHR) as a case learning, here they 
primary give you an idea about the necessity of 
search competence authorization that reduces the 
privacy exposure resulting from the search 
consequences and begin a scalable structure for 

Authorized Private Keyword Search (APKS) over 
encrypted cloud data. 
 
II. LITERATURE SURVEY 
 
In this paper [2], author has design a new method 
cloud-assisted mHealth monitoring system 
(CAM).Here they primary recognize the design 
problems on privacy preservation and then try to make 
available our explanations. To straightforwardness the 
recognizing, they initiate with the fundamental 
method so that they can easily recognize the probable 
privacy breaches. Here they try to make available a 
progressed method by concentrate on the 
acknowledged privacy problems in mHealth 
monitoring system. The resulting progressed method 
allocates the mHealth service provider i.e. corporation 
to be offline following the arrangement phase and 
facilitates it to distribute its data or programs to the 
cloud strongly. To decrease users’ decryption 
difficulty here they integrate the recently proposed 
outsourcing decryption method [8] into the 
fundamental multidimensional collection uncertainty 
scheme to reallocate users’ computational difficulty to 
the cloud without make knowing any information on 
either users’ query input or the decrypted choice to the 
cloud. To reduce the computational difficulty on the 
corporation’s area, which is comparative to the 
amount of users? Here they propose an additional 
enhancement most important to our final method. It is 
based on a novel alternative of key private proxy re-
encryption method in which the corporation only 
requires to finish encryption once at the setup phase 
while changing the rest computational jobs to the 
cloud without compromising confidentiality additional 
reducing the computational and communication load 
on users and the cloud. 
 
Additionally, insider attackers are usually much 
harder to arrangement with because they are usually 
complicated proficient’s or even against the law rings 
that are proficient at avoidance intrusion detection [9]. 
Alternatively, while outsider attacks could be slightly 
avoided by directly accepting cryptographic methods 
such as encryption it is nontrivial to plan privacy 
preserving method adjacent to the insider attacks 
because they have to stability the privacy restrictions 
and protection of standard process of mHealth 
methods. The difficulty turn out to be particularly 
trickier for cloud-assisted mHealth methods because 
they need not only to assurance the privacy of users’ 
input health data but also that of the output decision 
effects from both cloud servers and healthcare service 
providers. 
 
Although proxy re-encryption has been identified as a 
significant device for access control on the cloud they 
consider additional belongings rekey creation 
effectiveness should be added to the proxy re-
encryption method so as to provide it as a more 
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proficient tool for outsourcing encryption to the cloud. 
Rekey generation effectiveness signifies that the 
calculation of rekey generation should be extensively 
lower than that of the initial level encryption in PRE 
which is exceptionally valuable when the proxy re-
encryption method provides to outsource massive 
public key encryption process. Here, author has 
proposed a new ID-based key private proxy re-
encryption method with lower cost of rekey 
generation evaluating with the new encryption 
algorithm. Different from the conventional identity-
based PRE system [10], their rekey generation 
algorithm is run by TA to a certain extent than the 
company. 
 
Probability of data breaches due to the multi-tenancy 
and decoupling between application and resources is 
very high in cloud computing [11]. This is due to the 
fact that cloud service provider works with numbers of 
other third parties. Therefore, in order to tackle this 
problem the cloud customers (i.e. IT administrators of 
the hospitals) will have to make sure that they know 
how their passwords are protected and changed and 
also to understand and know the protection condition 
of the other third component that is using the similar 
cloud service provider.  This may need very faithful 
individuals to work as IT administrators which  may  
not  be  leak  the  security information  and  system  
access  credentials  to unintended places. 
 
According  to  Qi  and  Gani  [12]  in  order  to  
provide personalized  network  services through 
numerous network terminals and modes of accessing, 
one should consider ubiquity and mobility  features.  
Such  features  can  be obtained  in  technological  
advanced  current mobile  phones commonly  called  
smartphones.  In fact, most smartphones have higher 
internet capabilities which can even allow 3G and 4G, 
with the fastest internet connections. Thus, the 
availability of such mobile phones in a country can 
easily allow the incorporation of cloud computing in 
service provision sector including healthcare.  In  this  
way, communication  between healthcare actors 
including patients, physicians  and  healthcare 
providers  can  be  easier  as  it  will  become  easier  
to connect to data, information and computing 
resources from any location at any time. 
 
In order to overcome these issues [13], we present 
UPECSI, our envisioned solution for User-driven 
Privacy Enforcement for Cloud-based Services in the 
IoT. In particular with UPECSI, they make the next 
parts: i) enforcement of a user’s privacy conditions 
even if her responsive data leaves the protected edges 
of her own IoT network, ii) a new approach for 
integrating privacy functionality into the expansion of 
cloud-based services, and iii) a flexible, elastic, 
straightforward and visible prospect for a customer to 
arrange her privacy settings. With these parts, they put 
down the establishments for bringing the IoT and 

cloud computing mutually with a user-driven 
approach for privacy-enabled service improvement in 
a cloud-based system. 
 
III. PROPOSED METHODOLOGY 
 
From the basic ECIES primitives, we derive the 
following IBE-Dynamic primitives: 
 Setup,  
 Keygen, 
 Encrypt, and 
 Decrypt. 
 
For ease of explanation, we assume that all primitives 
are executed by the patient. The actual protocols 
involving the patient, CA and doctor are explained in 
the next section of protocol.  
The intuition behind is to let a sensor independently 
generate a public key on-the-fly using an arbitrary 
string. For example, a sensor collecting body 
temperature (BT) readings on 22/01/2009 at 03:00 
PM will first create a string str = (BT|22/01/2009|15). 
Using this string, the sensor can derive a public key, 
Ystr to encrypt the data and send it to the storage site. 
There is no corresponding secret key created. In fact, 
the sensor cannot create the secret key needed to 
decrypt the message. 
 
When the patient wishes to release this information to 
a doctor, the patient can derive the corresponding 
secret key, Xstr, by using the same string str = 
(BT|22/01/2009|15). This secret key only allows the 
doctor to decrypt messages encrypted by a sensor 
using the same string. This simplifies the key 
management, since the patient can generate the secret 
key on-demand without keeping track of which keys 
were used to encrypt which data. The only 
requirement is that the string used to describe the 
event is the same.  
3.1 Setup  
We select an elliptic curve E over GF(p), where p is a 
big prime number. We also denote P as the base point 
of E and q as the order of P, where q is also a big 
prime. A set of n secret keys x1, · · · , xn ∈ GF(q) is 
chosen to generate the master secret key,  

X = (x1, · · · , xn). 
The n public keys are then generated to make up the 
master public key, 

Y = (y1, · · · , yn) 
where yi = xi · P, 1 ≤  i < n. Finally, a collision 
resistant one-way hash function h: {0, 1} → {0, 1}n is 
chosen. The parameters (y, P, p, q, h(.))are released 
as the system public parameters.  
 
3.2 Keygen 
To derive a secret key Xstr corresponding to a public 
key generated by a string str, the patient executes 
Keygen(str) = Xstr, 

Xstr = ∑ hi	(str) · xi 
Where hi(str) is the ith bit of h(str).  
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3.3 Encrypt 
To encrypt a message m using a public key derived 
from string str, the sensor does Encrypt(m, str) to 
determine the ciphertext c. Alg. 3 shows the process. 
Note that Alg. 3 lines 1 and 2 need only be run once 
to derive the public key Ystr. 
 

 
 
3.4 Decrypt 
The doctor executes EccDecrypt(c, xstr) to obtain the 
original message m which was encrypted using a 
secret key derived from str. The process is shown in 
Alg. 4.  
 

 
 
The algorithm 5. Is then used for the encryption of 
the data using the known flag string and the private 
key for each public key and send this tuple to the 
storage site. 
 

 
 
The doctor when want the record of the patient will 
have to authenticate first to the trusted third party and 
after verifying the authenticity of the doctor ,the 
doctor can query for the particular patient record 
using the identity of the known flag string stored at 
the storage site. 

 
 
IV. RESULT ANALYSIS 
 
As shown in the Figure that the proposed algorithm 
when implemented gives less time than the existing 
ECC technique, Also the proposed algorithm requires 
less storage in the sensor to store the data. Hence 
requires less storage. 
 

Table 1 Key Required Vs Storage Size in Byte 

 
 
As our proposed algorithm generates ‘n’ number of 
public keys and different on the number of public 
keys the sensors read that number of data. As shown 
in the table 2 that as the memory required to store the 
data will depends on the number of public keys and 
the storage will increase if the number of public keys 
generated will increase. 
 

Table 2 Time Required Vs Key Required Result 
Analysis 
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CONCLUSIONS 
 
The work presented the working of a system of 
compact, wearable, wireless body sensing devices 
implanted in the human body. The novel achievement 
in this paper that we have proposed, is the 
improvement in the existing protocol for data 
encryption, decryption and transfer between BSN, 
storage site and doctor with the need for high data 
rates. 
 
In this proposal some saving of encryption and 
decryption, required bandwidth of channel and 
energy consumption of sensor can be achieved. In 
this paper, IBE has been used with Elliptic Curve 
Integrated Encryption Scheme (ECIES) which makes 
strong public key cryptography system for the 
purpose of data encryption and decryption. 
The research this paper deals with offers many 
possibilities for future research and work like 
Functionality Enhancement, Protocol Enhancement, 
Technology Enhancement and Network Channel 
Allocation Enhancement. 
 
REFERENCES 
 

[1] G. Clifford and D. Clifton, “Wireless technology in 
disease management and medicine,” Ann. Rev. Medicine, 
vol. 63, pp. 479–492, 2012. 

[2] Huang Lin, Jun Shao, Chi Zhang, and Yuguang Fang, 
“CAM: Cloud-Assisted Privacy Preserving Mobile Health 
Monitoring” IEEE Transactions On Information Forensics 
And Security, Vol. 8, No. 6, June 2013. 

[3] A. Narayanan and V. Shmatikov, “Myths and fallacies of 
personally identifiable information,” Commun. ACM, vol. 
53, no. 6, pp. 24–26, 2010. 

[4] P. Baldi, R. Baronio, E. D. Cristofaro, P. Gasti, and G. 
Tsudik, “Countering gattaca: Efficient and secure testing 
of fully-sequenced humangenomes,” in Proc. ACM Conf. 

Computer and Communications Security, 2011, pp. 691–
702. 

[5] Chris Otto, Aleksandar Milenkovic, Corey Sanders, and 
Emil Jovanov. System Architecture of a Wireless Body 
Area Sensor Network for Ubiquitous Health Monitoring. 
Journal of Mobile Multimedia, 1:307–326, January 2006. 

[6] Arjan Durresi, Arben Merkoci, Mimoza Durresi, and 
Leonard Barolli. Integrated biomedical system for 
ubiquitous health monitoring. In Proceedings of the 1st 
international conference on Network-based information 
systems, NBiS’07, pages 397–405, Berlin, Heidelberg, 
2007. 

[7] Deirdre Mulligan and Ari Schwartz. Your place or mine?: 
privacy concerns and solutions for server and client-side 
storage of personal information. In Proceedings of the 
tenth conference on Computers, freedom and privacy: 
challenging the assumptions (CFP ’00), pages 81–84, New 
York, NY, USA, 2000. ACM. 

[8] M. Green, S. Hohenberger, and B.Waters, “Outsourcing 
the decryption of abe ciphertexts,” in Proc. Usenix 
Security, San Francisco, CA, USA, Aug. 8–12, 2011, pp. 
34–49. 

[9] P. Dixon, “Medical identity theft: The information crime 
that can kill you,” in Proc.TheWorldPrivacyForum, 2006, 
pp. 13–22 

[10]  M. Green and G. Ateniese, “Identity-based proxy re-
encryption,” in ACNS, ser. Lecture Notes in Computer 
Science, J. Katz and M. Yung, Eds. New York, NY, USA: 
Springer, 2007, vol. 4521, pp. 288–306. 

[11] King, N.J and Raja, V.T. Protecting the privacy and 
security of sensitive customer data in the cloud. Computer 
law and security review, Elsevier: United Kingdom. 28 
(1), pp. 308-319. (2012). 

[12] Qi, H and Gani, A. Research on mobile cloud computing: 
Review, trend and perspectives. 2nd International 
conference on digital information and communication 
technology and its applications (DICTAP). pp. 195 – 202. 
(2012). 

[13] Martin Henze, Lars Hermerschmidt, Daniel Kerpenx, 
Roger H¨ außlingx, Bernhard Rumpez, Klaus Wehrle, 
“User-driven Privacy Enforcement for Cloud-based 
Services in the Internet of Things” The 2nd International 
Conference on Future Internet of Things and Cloud 
(FiCloud-2014). 

 
 
 
 
 
 
 
 
 
 
 

 
 


