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Abstract - As an emerging technology and business paradigm, Cloud computing platforms provide easy access to a 
company’s high-performance, computing and storage infrastructure through web services. Mainly cloud computing 
technology enables users/enterprises to eliminate the requirements for setting up of expensive computing infrastructure and 
reduces system’s operating costs. As a result, this technology is used by an increasing number of end users. On the other 
hand, existing security deficiencies and vulnerabilities of underlying technologies can leave an open door for intrusions. 
Therefore, cloud computing providers need to protect their user’s sensitive data from insider or outsider attacks by installing 
an intrusion detection system. Form the viewpoint of security, various risks and issues are identified in the area of Cloud 
Computing. There are various risks associated with the security but one of the major issues is the security of data being 
stored on the provider's cloud and privacy while the data is being transmitted. This paper deals with various issues associated 
with security and focus mainly on the data security and methods of providing security by data encryption. Various encryption 
methods of   block cipher algorithms such as RSA, Blowfish are discussed for providing solutions to cloud security. 
 
Keywords - Cloud Computing, Intrusion Detection System Service, AES & RSA algorithm.  
 
I. INTRODUCTION 
 
In recent years, cloud computing has rapidly emerged 
as a widely accepted paradigm in computing systems, 
in which an end-user can request some computing 
capabilities and services when he need it, and he can  
reach these resources across networks anytime, 
anywhere. Therefore, it can be seen that the future of 
cloud computing technology is bright and will be 
widely used in the World. While moving from 
traditional local computing paradigm to the cloud 
computing paradigm, new security and privacy 
challenges emerge because of the distributed nature 
of cloud computing. Some of these security 
vulnerabilities leave open doors, which stem from the 
existing computing models; and some of them, 
inherent from cloud-based models. As a result, 
malicious users force these doors to attack the 
system, and they attack on end-user’s private data; 
processing power, bandwidth or storage capacity of 
the  cloud network. Cloud computing organizations 
have to provide a high quality service and protect the 
users’ sensitive data. To prevent these attackers, 
firewall mechanism and/or Intrusion Detection 
System (IDS) are effective solutions to resist them. 
They can provide additional protection mechanisms 
on the cloud systems’ distributed environments. IDS 
can identify suspicious activities by monitoring 
network traffic changes, configuration of the system, 
logs files, and actions of end-users. When such a 
suspicious event is detected, IDS sends an alert 
message to a person or monitoring console to trigger 
some actions for preventing these attacks. In this 
paper, it is aimed to provide definitions, introducing 
intrusion detection system models to resist these 
types of attacks and how to secure the data in cloud 
computing. 
 Cloud infrastructures can be roughly categorized as 
either private or public. In a private cloud, the 

infrastructure is managed and owned by the customer 
and located on premise (i.e., in the customers region 
of customer data is under its control and is only 
granted to parties it trusts). In a public cloud the 
infrastructure is owned and managed by a cloud 
service provider and is located on premise (i.e., in the 
service provider's region of control). This means that 
customer data is outside its control and could 
potentially be granted to untrusted parties. The 
utilization of cloud computing has expanded quickly 
recently in different organizations. Cloud computing 
gives numerous profits to the clients, for example 
openness and accessibility. As the information is 
accessible over the cloud which is entered by number 
of diverse clients, so there are some security issues 
identified with the space of the information over the 
cloud. There may be touchy information of 
association which is saved over the cloud which 
might be gained entrance to by any client. The 
"cloud" in cloud computing could be characterized as 
the set of systems, space, administrations, and 
interfaces that join together to convey parts of 
computing as an administration. Cloud 
administrations incorporate the conveyance of 
programming, foundation, and space over the Internet 
dependent upon client request. Cloud computing has 
four vital qualities: versatility and the capability to 
scale here and there, self-administration provisioning 
and immediate DE provisioning, provision 
customizing interfaces, charging and metering of 
administration use in a pay-as-you-use model. 
 
II. CLOUD COMPUTING: 
2.1 Cloud Computing Architecture & Service 
Models: 
Cloud computing architecture contains some types of 
actors, which can be either an individual or an 
organizational unit who attend cloud services/tasks. 
NIST defines five main actors [1]: 
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•  Consumer: It uses the cloud computing service 
and can be either an individual or an organizational 
unit. A consumer chooses the most appropriate 
service or services, which are provided by the cloud 
provider. Besides, the services are charged against to 
the agreement that is signed between the consumer 
and the provider. 
•  Provider: It is an entity that is responsible for 
developing resources and services, which are used by 
individuals, organizations or consumers. Provider 
manages software, platform or infrastructure that is 
needed by consumers, and it builds obligatory 
technical infrastructure and provides specified service 
levels (mostly trust and security levels). 
• Auditor: It inspects whole information technology 
processes, performance and security issues 
independently within predefined criteria. Auditor 
must be a third party and can be either an individual 
or an organizational unit. 
• Broker: Manageability of cloud systems is very 
complicated because of  its nature. Consumers can 
use cloud services not only get in contact with the 
provider directly but also broker. Broker organizes 
the connection between provider and consumer, and 
also manages performance and availability of the 
system. 
• Carrier: It realizes connection, communication and 
transfers between provider and consumer, and also it 
enables consumers can access to the services over 
communication infrastructure and other devices such 
as desktops, laptops or any mobile devices. 
Distribution of the cloud services can be realized via 
network and communication infrastructure or 
communication agents, which have high storage 
capacity opportunities. 
 

 
Fig 1 : Service models and actors in cloud computing. 

 
III. ARCHITECTURE OF A CRYPTOGRAPHIC 
STORAGE SERVICE  
 
At its core, the architecture consists of three 
components: a data processor (DP), that processes 
data before it is sent to the cloud; a data verifier 

(DV), that checks whether the data in the cloud has 
been tampered with; and a token generator (TG), that 
generates tokens that enable the cloud storage 
provider to retrieve segments of customer data; and a 
credential generator that implements an access 
control policy by issuing credentials to the various 
parties in the system (these credentials will enable the 
parties to decrypt encrypted files according to the 
policy).  
 
3.1 A Consumer Architecture  
Consider three parties: a user Alice that stores her 
data in the cloud; a user Bob with whom Alice wants 
to share data; and a cloud storage provider that stores 
Alice's data. To use the service, Alice and Bob begin 
by downloading a client application that consists of a 
data processor, a data verifier and a token generator. 
Upon its first execution, Alice's application generates 
a cryptographic key. We will refer to this key as a 
master key and assume it is stored locally on Alice's 
system and that it is kept secret from the cloud 
storage provider. Whenever Alice wishes to upload 
data to the cloud, the data processor is invoked. It 
attaches some metadata (e.g., current time, size, 
keywords etc) and encrypts and encodes the data and 
metadata with a variety of cryptographic primitives. 
Whenever Alice wants to verify the integrity of her 
data, the data verifier is invoked. The latter uses 
Alice's master key to interact with the cloud storage 
provider and ascertain the integrity of the data. When 
Alice wants to retrieve data (e.g., all files tagged with 
keyword urgent") the token generator is invoked to 
create a token. The token is sent to the cloud storage 
provider who uses it to retrieve the appropriate 
(encrypted) files which it returns to Alice. Alice then 
uses the decryption key to decrypt the files. Data 
sharing between Alice and Bob proceeds in a similar 
fashion. Whenever she wishes to share data with Bob, 
the application invokes the token generator to create 
an appropriate token, and the credential generator to 
generate a credential for Bob. Both the token and 
credential are sent to Bob who, in turn, sends the 
token to the provider. The latter uses the token to 
retrieve and return the appropriate encrypted 
documents which Bob decrypts using his credential.  
 

 
Fig  2: Alice's data processor 

 
In fig 2 Alice's data processor prepares the data 
before sending it to the cloud. Bob asks Alice for 
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permission to search for a keyword. Alice's token and 
credential generators send a token for the keyword 
and a credential back to Bob. Bob sends the token to 
the cloud. The cloud uses the token to find the 
appropriate encrypted documents and returns them to 
Bob. At any point in time, Alice's data verifier can 
verify the integrity of the data. 
 
3.2 An Enterprise Architecture  
In the enterprise scenario we consider an enterprise 
MegaCorp that stores its data in the cloud; a business 
partner PartnerCorp with whom MegaCorp wants to 
share data; and a cloud storage provider that stores 
MegaCorp's data. To use the service, MegaCorp 
deploys dedicated machines within its network. 
Depending on the particular scenario, these dedicated 
machines will run various core components. Since 
these components make use of a master secret key, it 
is important that they be adequately protected and, in 
particular, that the master key be kept secret from the 
cloud storage provider and PartnerCorp. If this is too 
costly in terms of resources or expertise, management 
of the dedicated machines (or specific components) 
can alternatively be outsourced to a trusted entity. In 
the case of a medium-sized enterprise with enough 
resources and expertise, the dedicated machines 
include a data processor, a data verifier, a token 
generator and a credential generator. To begin, each 
MegaCorp and PartnerCorp employee receives a 
credential from the credential generator. These 
credentials will reflect some relevant information 
about the employees such as their organization or 
team or role. Whenever a MegaCorp employee 
generates data that needs to be stored in the cloud, it 
sends the data together with an associated decryption 
policy to the dedicated machine for processing. The 
decryption policy specifies the type of credentials 
necessary to decrypt the data (e.g., only members of a 
particular team). To retrieve data from the cloud (e.g., 
all files generated by a particular employee), an 
employee re requests an appropriate token from the 
dedicated machine. The employee then sends the 
token to the cloud provider who uses it to find and 
return the appropriate encrypted files which the 
employee decrypts using his credentials. Whenever 
MegaCorp wants to verify the integrity of the data, 
the dedicated machine's data verifier is invoked. The 
latter uses the master secret key to interact with the 
storage provider and ascertain the integrity of the 
data. Now consider the case where a PartnerCorp 
employee needs access to MegaCorp's data. The 
employee authenticates itself to MegaCorp's 
dedicated machine and sends it a keyword. The latter 
verifies that the particular search is allowed for this 
PartnerCorp employee. If so, the dedicated machine 
returns an appropriate token which the employee uses 
to recover the appropriate (encrypted) files from the 
service provider. It then uses its credentials to decrypt 
the file. This process is illustrated in Figure 6. 
Similarly to the consumer architecture, it is 

imperative that all components be either open-source 
or implemented by someone other than the cloud 
service provider.  
In the case that MegaCorp is a very large organization 
and that the prospect of running and maintaining 
enough dedicated machines to process all employee 
data is infeasible, consider the following slight 
variation of the architecture described above. More 
precisely, in this case the dedicated machines only 
run data verifiers, token generators and credential 
generators while the data processing is distributed to 
each employee. This is illustrated in Figure 3. 
 

 
 
Fig  3: (1) Each MegaCorp and PartnerCorp 
employee receives a credential; (2) MegaCorp 
employees send their data to the dedicated machine; 
(3) the latter processes the data using the data 
processor before sending it to the cloud; (4) the 
PartnerCorp employee sends a keyword to 
MegaCorp's dedicated machine ; (5) the dedicated 
machine returns a token; (6) the PartnerCorp 
employee sends the token to the cloud; (7) the cloud 
uses the token to find the appropriate encrypted 
documents and returns them to the employee. More 
precisely, in this case the dedicated machines only 
run data verifiers, token generators and credential 
generators while the data processing is distributed to 
each employee. 
 

 
 
Fig 4: (1) Each MegaCorp and PartnerCorp employee 
receives a credential; (2) MegaCorp employees 
process their data using their own data processors and 



International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 3, Issue- 2, Nov-2015 

Secured Data Transfer For Cloud Using Blowfish 
 

20 

send them to the cloud; (3) the PartnerCorp employee 
sends a keyword to MegaCorp's dedicated machine; 
(4) the latter returns a token; (5) the employee sends 
the token to the cloud; (6) the cloud uses the token to 
find the appropriate encrypted documents and returns 
them to the employee. At any point in time, 
MegaCorp's data verifier can check the integrity of 
MegaCorp's data. 
 
IV. DATA PROTECTION IN CLOUD 
 
In the world of cloud computing, the cloud provider 
will, in most cases, be the data processor, passively 
processing the data, for example, by storing it on its 
platform. Depending on the type of cloud used, the 
cloud provider's responsibilities could include 
providing infrastructure, physical security of the 
premises, operating system and network security. The 
cloud customer, on the other hand, will be the data 
controller, actively processing the data for its own 
business purposes. Depending on the service model 
used, its responsibilities could include controlling the 
virtual infrastructure and any application security. To 
make the data secure from various attacks and for the 
integrity of data encryption of the data should be 
done before it is transmitted or stored. Government, 
military, financial institution, hospitals and private 
business deals with confidential images about their 
patient (in Hospitals) , geographical areas(in research 
) ,enemy positions (in defence), product , financial 
status. Most of this information is now collected and 
stored on electronic computers and transmitted across 
network to other computer. If these data fall into the 
wrong hands, than such a breach of security could 
lead to declination of war, wrong treatment etc. 
Protecting confidential images is an ethical and legal 
requirement. Cryptography is a method of storing and 
transmitting data in a form that only those, it is 
intended for can read and process. It is a science of 
protecting information by encoding it into an 
unreadable format. It is an effective way of protecting 
sensitive information as it is stored on media or 
transmitted through network communication paths. 
The best possible solution to deal with Security issues 
is Data Encryption. Various algorithms exist to 
encrypt the data in Cloud Computing such as DES, 
3DES, blowfish, AES, etc. 
 
4.1 Benefits of a Cryptographically Secured Storage 
Service  
1. Confidentiality Assurance  
In a cryptographic storage service, the data is 
encrypted on-premise by the data processor(s). This 
way, customers can be assured that the confidentiality 
of their data is preserved irrespective of the actions of 
the cloud storage provider. This greatly reduces any 
legal exposure for both the customer and the provider.  
2. Geographic restrictions  
In a cryptographic storage service data is only stored 
in encrypted form so any law that pertains to the 

stored data has little to no effect on the customer. This 
reduces legal exposure for the customer and allows 
the cloud storage provider to make optimal use of its 
storage infrastructure, thereby reducing costs.  
3. Subpoenas  
In a cryptographic storage service, since data is stored 
in encrypted form and since the customer retains 
possession of all the keys, any request for the 
(unencrypted) data must be made directly to the 
customer. 
4. Reducing Risk of Security Breaches  
Even if a cloud storage provider implements strong 
security practices there is always the possibility of a 
security breach. If this occurs the customer may be 
legally responsible. In a cryptographic storage service 
data is encrypted and data integrity can be verified at 
any time. Therefore, a security breach poses little to 
no risk for the customer.  
5. Data retention and destruction  
In many cases a customer may be responsible for the 
retention and destruction of the data it has collected. 
If this data is stored in the cloud, however, it can be 
difficult for a customer to ascertain the integrity of 
the data or to verify whether it was properly 
discarded. A cryptographic storage service alleviates 
these concerns since data integrity can be verified and 
since the information necessary to decrypt data (i.e., 
the master key) is kept on-premise. Secure data 
erasure can be effectively achieved by just erasing the 
master key. 
 
V.ENCRYPTION OF DATA 
 
The following are different encryption algorithms to 
encrypt the data.  
 
5.1 Blowfish Algorithm  
Blowfish is a symmetric block cipher encryption 
algorithm meaning that it uses the same secret key to 
both encrypt and decrypt messages and divides a 
message up into fixed length blocks during 
encryption and decryption. The block length for 
Blowfish is 64 bits; messages that aren't a multiple of 
eight bytes in size must be padded. It takes a variable-
length key, from 32 bits to 448 bits, making it ideal 
for securing data. It is suitable for applications where 
the key does not change often, like a communications 
link or an automatic file encryptor. It is significantly 
faster than most encryption algorithms when 
implemented on 32-bit microprocessors with large 
data caches. Blowfish Algorithm is a Feistel  
Network, iterating a simple encryption function 16 
times. The block size is 64 bits, and the key can be 
any length up to 448 bits.  
The basic working of a Feistal Network is:  
• Split each block into halves  
• Right half becomes new left half  
• New right half is the final result when the left half is 
XOR‘d with the result of applying f to the right half 
and the key.  
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Fig  5: Feistel Network 

 
5.2  AES  Algorithm 
AES is a symmetric block cipher. This means that it 
uses the same key for both encryption and decryption. 
AES standard states that the algorithm can only 
accept a block size of 128 bits and a choice of three 
keys - 128, 192, 256 bits. Depending on which 
version is used, the name of the standard is modified 
to AES-128, AES-192 or AES- 256 respectively. 
Encryption consists of 10 rounds of processing for 
128-bit keys, 12 rounds for 192-bit keys, and 14 
rounds for 256-bit keys. Except for the last round in 
each case, all other rounds are identical. The four 
rounds are called SubBytes, ShiftRows, 
MixColumns, and AddRoundKey. During SubBytes, 
a lookup table is used to determine what each byte is 
replaced with. The ShiftRows step has a certain 
number of rows where each row of the state is shifted 
cyclically by a particular offset, while leaving the 
first row unchanged. Each byte of the second row is 
shifted to the left, by an offset of one, each byte in the 
third row by an offset of two, and the fourth row by 
an offset of three. This shifting is applied to all three 
key lengths, though there is a variance for the 256-bit 
block where the first row is unchanged, the second 
row offset by one, the third by three, and the fourth 
by four. 
 

 
Fig  6: AES Encryption Process 

 
The MixColumns step is a mixing operation using an 
invertible linear transformation in order to combine 
the four bytes in each column. The four bytes are 
taken as input and generated as output. In the fourth 
round, the AddRoundKey derives round keys from 

Rijndael‘s key schedule, and adds the round key to 
each byte of the state. Each round key gets added by 
combining each byte of the state with the 
corresponding byte from the round key. Lastly, these 
steps are repeated again for a fifth round, but do not 
include the MixColumns step. 
 
5.3 RSA Algorithm 
The RSA algorithm is the most commonly used 
encryption and authentication algorithm and is 
included as part of the Web browsers from Microsoft 
and Netscape. RSA is an algorithm for public-key 
cryptography, involves a public key and a private key. 
The public key can be known to everyone and is used 
for encrypting messages. The basic steps of RSA 
algorithm are:  
•  Key Generation  
•  Encryption and  
•  Decryption  
The algorithm involves multiplying two large prime 
numbers and through additional operations deriving a 
set of two numbers that constitutes the public key and 
another set that is the private key. Both the public and 
the private keys are needed for encryption /decryption 
but only the owner of a private key ever needs to 
know it. Using the RSA system, the private key never 
needs to be sent across the Internet. The private key is 
used to decrypt text that has been encrypted with the 
public key. 
 

 
Fig 7: Basic Working of RSA Algorithm 

 
VI. PROPOSED WORK: 
 
The proposed methodology will comprise of different 
clouds which will be available to use by the user. But 
before using any service of the cloud computing the 
user will need to register. While registering the user 
will need to choose the encryption algorithm then the 
user will enter the security key to be used for 
encrypting the data of this user only. After the 
registration process will be completed the user will 
get to know the different keys which can be used to 
encrypt/decrypt the data which the user will store 
over the cloud.  
There will be multiple clouds available where the 
client's information will be available in the encrypted 
form. The same information will be available in the 
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number of different clouds, so this will help the 
authenticated clients to get access of the information 
effectively and permits the cloud to get the cloud for 
load balancing while information being retrieved by 
the number of different authenticated customers 
because the decryption technique is known to the 
authenticated users only. Assuming that the other 
client tries to gain entrance to the information from 
the cloud, the client will have to pass from the 
different security focuses where the validation of the 
client is carried out. Provided that the client appears 
to be valid client then only the client will get access 
to the data. 
 The validation of the client will be done by using the 
intrusion detection layers. When the client wants the 
access of the data, it will need to log into the account. 
With this all, the security of the data is maintained 
with availability of the integrated data within the 
durable time to access/ retrieve the data by the user. 
 

 
Fig 8: Proposed Structure 

 
CONCLUSION & FUTURE WORK 
 
Encryption algorithms play an important role in data 
security on cloud and by comparison of different 
parameters used in algorithms, it has been found that 
AES algorithm uses least time to execute cloud data. 

Blowfish algorithm has least memory requirement. 
RSA consumes longest memory size and encryption 
time. Proposed algorithms are helpful for today’s 
requirement. In future several comparisons with 
different approaches and results to show effectiveness 
of proposed framework can be provided. 
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