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Abstract— Vanet is an ad hoc network of independent nodes moving freely in the network and coordinated by the 
RSU(Roadside Units) . Each node in the network represents vehicle, for instance car, provided with individual OBU (onboard 
unit) to communicate with other nodes.  The nodes move in the dynamic network covering the range of 100 to 300 meters to 
connect to each other and form wireless network. It has become the key component of Intelligent Transportation System(ITS). 
Several renowned automobile companies endorse this term. In Vanet, communication scenario can be V2V or V2I.  Such a 
dynamic set-up is prone to various security attacks such as Wormhole attack, Blackhole attack, Denial of Service attack.  To 
ensure the safety of vehicles, availability is enormously needed to communicate safety  messages to and from the RSU.  In this 
paper we proposed Enhanced Attacked Packet Detection Algorithm (EAPDA) which is used to verify and detect the malicious 
nodes creating DOS attack. Simulation results using NS2 shows improved false positive rate and throughput along with 
minimized delay thus enhancing the security. 
 
Index Terms— VANET, EAPDA, Denial of Service attack.  
 
I. INTRODUCTION 
 
Vehicular ad hoc network is a subclass of Mobile ad 
hoc network(MANET) in which the  nodes move and 
communicate with each other on the road . Each node 
is a vehicle equipped with individual Onboard unit, to 
connect with the RSU and GPS to identify the location 
of nodes. This whole communication activity among 
vehicles is harmonized under the supervision of 
Roadside Infrastructure. It is based on IEEE 802.11p 
[1] standard for Wireless Access for Vehicular 
Environment (WAVE). In this network basically two 
types of communication are performed i.e, V2V 
(vehicle to vehicle) and V2I (vehicle to infrastructure). 
Here the Roadside Infrastructure Units are used to 
support high mobility and bi-directional traffic on 
road. Therefore, RSU are installed in between both 
ends on road. The vehicles communicate using a 
dedicated radio signal of range 5.9 GHz and 1km 
range.[2]Since Vanet is developed for  human safety 
and comfort, it has several applications. The safety 
applications includes collision warning ,collecting 
traffic information, blind crossing prevention, work 
zone warning, weather information, etc. Its comfort 
applications comprise parking lot payment, internet 
service such as sending emails, downloading files, etc. 
The main purpose of both the applications is to 
provide accurate information to the driver and the 
users of car. This life critical information should be 
precise and  securely transmitted from the source to 
the destination. To ensure the security, apart from 
confidentiality and integrity of data, network 
availability is the prime requirement. This can be 
ensured when the network provides its services even 
under an attack unaffecting its performance. For 
Vanet security, safety messages should be given high  

 
priority and must be delivered on time. In this paper 
we proposed an enhanced scheme for Vanet to protect 
it from unavailability issues due to Denial Of Service 
attack. 
This paper is organized as: Section II discuss possible 
attacks in VANET. Section III explains about the 
related work and Section IV talk about the system 
model and proposed EAPDA algorithm. Section V 
presents our  simulation results and performance 
analysis followed by conclusion in Section VI. 
 
II. POSSIBLE ATTACKS IN VANET 
 
Vanet is susceptible to various attacks, they are: 
1.Denial of Service attack: Denial of service attack 
can be encouraged by network insiders as well as 
network outsiders, rendering the network unavailable 
to authentic users by flooding and jamming with likely 
catastrophic results. In this attack, the attacker 
attempts to make a network resource and services 
unavailable to its intended users. There are three ways 
the attackers may achieve DOS attacks, namely: 
jamming communication channel, network 
overloading, and packets dropping.[2] 
2.Alteration attack: In this attack the attacker 
attempt to modify the data being exchanged between 
two vehicles, thus delaying the transmission of 
information and replaying the earlier transmission. 
[3] 
3.Sybil attack: In this attack the  objectives of the 
aggressor is to present a delusion to other nodes by 
sending erroneous messages and to impose other 
nodes on the road to flee the pathway for the benefits 
of the aggressor.[4] 
4.Blackhole attack: It can be stated as variation of 
Denial of service attack in which the malicious node 
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poses the shortest path to the target node and drop all 
the packets that it can receive and thus can deprived 
the actual receiver of the packets from receiving the 
critical information.[5]  
 
III. EXISTING WORK 
 
Halabi Hasbullah, et.al [6]  mended the security risk 
of Dos attack with the use of OBU. The model relies on 
using OBU which resides on every vehicle node, as to 
deter a DOS attack. The processing unit transfer 
information to the OBU, to change channels 
technology or to employ frequency hopping technique. 
OBU is provided with four preferences using which it 
can formulate decision based on the received 
malicious message. Subsequent to executing necessary 
processing and assessment, OBU send the information 
to next OBU in the network. The OBU can use 
available switching options such as channel 
switching, switching of technology, Frequency 
hopping spread Spectrum, multiple radio transceivers. 
S. Roselin Mary, et.al [7] proposed an Attacked 
Packet Detection Algorithm (APDA) which for 
detecting the DOS (Denial-of- Service) attacks before 
the verification time. The algorithm detects the 
invalid requests and attacked packets to avoid the 
delay that occurs while processing invalid requests 
and packets. This  will not only minimize the 
overhead delay for processing but also enhances the  
security in VANET. 
Aditya Sinha et.al [8] proposed Queue Limiting 
Algorithm that defines a limited capacity of each 
vehicle in a network for receiving safety message and 
defend against DoS attack without posing any security 
risk. The author classified the messages into four 
classes and assigned priority to each class for 
accessing different DSRC channels of 
communication. An OBU on each vehicle is provided 
with a scheduler to control internal collision and allow 
high priority messages to be transmitted before low 
priority messages but the capacity of messages is 
decided by the QLA algorithm. 
Usha Devi et.al,[9]  proposed a Request Response 
Detection Algorithm (RRDA) which is used to detect 
DOS attack after APDA. By this the DoS attack 
detection has been extended to multiple requests at a 
time in contrast to Attacked packet detection 
algorithm. Request Response Detection Algorithm 
has been implemented during the verification time. 
This method efficiently detects the attacks prior to the 
occurrence at node level. This increases the response 
time and maximizes the security in VANET. 
 
IV. OUR SYSTEM MODEL AND ALGORITHM 
 
A. System Model 
The figure 1. shows several wireless nodes called 
vehicles with their individual onboard unit to connect 

with the RSU. The RSU will acknowledge each 
vehicle’s request with calculated time slot using 
average communication time of each node.  The RSU 
will record the vehicle information such as vehicle id, 
location, timestamp, etc. in its database. The 
communication is performed using control packets. 
The vehicle request and verification by RSU is 
performed by using EAPDA mechanism. The road 
side unit will provide services and network resources 
only to the vehicles which are verified thus ignoring 
the nodes that were creating DOS attack by flooding 
the communication channel of RSU. This will 
enhance the availability of network resources to the 
authentic and verified nodes thus increasing the 
network throughput. In our work we focused on the 
V2R communication. 
 

 
Figure 1.the scenario of vehicles sending request to RSU and 

RSU acknowledge each one with calculated time slot. 
 
B. Enhanced attacked packet detection algorithm 
(eapda) 

1. Set up the scenario. (V2R) 
2. Sender Request to RSU. 
3. RSU calculates TS. 
4. RSU respond with ACK & calculated TS to 

the vehicles. 
5. Vehicles communicate within received 

timeslot to RSU. 
6. RSU compares the rate of sending packets 

from each node. 
7. If vehicle’s rate of sending packets > usual 

rate of other nodes then discard and detect 
the packet as attacked. 

Else 
8. Verify the request. 

 
ACK = acknowledgement packet. 
TS = timeslot 
TS= (sender timestamp – received timestamp) / 

total number of packets send. 
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The EAPDA algorithm detects the DOS attack during 
the verification. The RSU records the time at which 
request is send and received, along with the number of 
vehicles who sends the request, thus calculating the 
timeslot to be allotted to all the nodes.  The RSU 
consider vehicle id to trace the vehicle’s future 
request. The RSU compare the number of packets 
being transferred to it from each node during allotted 
time to identify and analyze the unusual behavior of 
the malicious nodes, if any.  The malicious nodes will 
be detected if it is sending approximately double the 
rate of packets than the usual rate. Thus the malicious 
node will be removed from communication by the 
RSU and all other nodes will be verified to accumulate 
resources and communicate with the RSU. 
 
V. SIMULATION RESULTS AND ANALYSIS 
 
In this section we present our simulation scenario V2R 
using network simulator NS2 and performed analysis 
to obtain the results of the Enhanced Attacked Packet 
Detection Algorithm. Each vehicle in the simulation 
can initiate request for safety messages. The RSU 
make sure that each requested vehicle is 
acknowledged and allotted the time slot. Thus, the 
process begins. The performance of the proposed 
method has been assessed through the Simulation. 
The communication is performed only between the 
vehicles and RSU. 

 
Table 1. Simulation Scenario 

 
 

The simulation results are demonstrated in the NAM 
file and the performance parameters are obtained from 
the trace file. Performance of our approach is obtained 
using following parameters : 
 

1. Throughput – it is the maximum number of 
requests being handled by the RSU once the 
attack is detected and prevented. 

2. False Positive rate – it is detecting a node as 
an attacker falsely. 

3. Delay – it is the time required to execute our 
algorithm. 

A. Simulation Graphs 
 

 
Figure 2: Delay in EAPDA 

 

 
Figure 3. False positive rate which is almost zero in EAPDA 

 

 
Figure 4. Throughput in EAPDA 
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CONCLUSION 
 
In this paper, DOS attack is being detected using 
timeslot so it basically based on average 
communication time of the nodes as compared to 
earlier existing algorithm whose threshold was 
restricted by area.  The proposed technique never 
falsely detect any node as a malicious node as done by 
existing schemes. Thus, Enhanced Attacked Packet 
Detection Algorithm execute earlier and verification 
is done with lesser delay and increased throughput. 
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