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Abstract- Cloud Computing provides data computing to store and retrieve the user data and it is the use of activity of using 
Computer hardware and software. The primary usage of cloud computing is data storage and capacity of storage for cloud 
users. Ensuring an IT Services that are provided to  a  user  over  a  network  and  Providing  a  services infrastructure as a 
service (IaaS), platform as a service (PaaS), or software as a service (SaaS).Cloud computing. are facing problems like data 
privacy and other data protection issues.  Cryptography is tool for data and computer security i.e. by encryption of data. This 
paper proposes about the  AES and RSA  security techniques  , cryptographic algorithm to address the data  security and 
privacy issue in cloud storage in order to protect the data stored in the cloud system. 
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I. INTRODUCTION  
 
Cloud computing is a recently evolved computing 
terminology or metaphor based on utility and 
consumption of cloud computing.  
 
Cloud computing involves deploying groups of remote 
servers and software networks that allow centralized 
data storage and online access to computer services or 
resources.  
Clouds can be classified as public, private or hybrid. 
Cloud computing, or in simpler shorthand just "the 
cloud", also focuses on maximizing the effectiveness 
of the shared resources. Cloud resources are usually 
not only shared by multiple users but are also 
dynamically reallocated per demand.  
 
This can work for allocating resources to users. For 
example, a cloud computer facility that serves 
European users during European business hours with a 
specific application (e.g., email) may reallocate the 
same resources to serve North American users during 
North America's business hours with a different 
application (e.g., a web server).  
 
This approach should maximize the use of computing 
power thus reducing environmental damage as well 
since less power, air conditioning, rack space, etc. are 
required for a variety of functions.  
 
With cloud computing, multiple users can access a 
single server to retrieve and update their data without 
purchasing licenses for different applications.  
 
The conception of cloud computing is associated 
closely with the infrastructure as a services (IaaS), 
platform as a services (PaaS), System as a services 
(SaaS). Cryptography, in modern days is considered 
combination of three types of algorithms.   
 
They are (1) Symmetric-key algorithms (2) 
Asymmetric-key algorithms and (3) Hashing. Integrity 
of data is ensured by hashing algorithms.  

1.1Cloud Computing Deployment Types 
 

 
Figure 1.Models in Cloud Computing. 

 
Public cloud: The most recognisable model of cloud 
computing to many consumers is the model, under 
which cloud services are provided in a virtualised 
environment, constructed using pooled shared 
physical resources, and accessible over a public 
network such as the internet. To some extent they can 
be defined in contrast to private clouds which 
ring-fence the pool of underlying computing 
resources, creating a distinct cloud platform to which 
only a single organisation has access. Public clouds, 
however, provide services to multiple clients using the 
same shared infrastructure.  
   
Private cloud: Private clouds are those that are built 
exclusively for a single business. For many companies 
considering cloud computing, private clouds are a 
good starting point. They allow the organization to 
host applications, development environments, and 
infrastructure in a cloud, while addressing concerns 
regarding data security and control that can arise in the 
public cloud environment.  
  
Community cloud:  The cloud foundation is imparted 
by numerous associations and backings a specific 
group that has imparted issues (e.g., mission, security 
necessities, arrangement, and consistence 
contemplations). Hybrid cloud: A hybrid cloud is 
generally best-of-breed. It combines the comfort level 
of a private cloud with the flexibility and versatility of 
the public cloud. Hybrid platforms use either public 
clouds or off-site Hosted Virtual Private Clouds for 
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some applications and processes. They merge these 
with on premises private clouds for high security 
application environments to leverage the best of both 
worlds.  
 
II. SECURITY ISSUES OF DATA PRIVACY IN 
CLOUD  
 
The six issues that must be addressed are:  

 Breach notification and data residency:  
 Data management at rest  
 Data protection in motion  
 Encryption key management  
 Access controls  
 Long-term resiliency of the encryption system 

 
1. Host security issues The host running the job, the 
job may well be a virus or a worm which can destroy 
the system from malicious users  
2. Network security issues Denial of Service: where 
servers and networks are brought down by a huge 
amount of network traffic and users are denied the 
access to a certain Internet based service.  
 
Like DNS Hacking, Routing Table “Poisoning”, 
XDoS attacks QoS Violation: through congestion, 
delaying or dropping packets, or through resource 
hacking. Man in the Middle Attack: To overcome it 
always use SSL IP Spoofing: Spoofing is the creation  
of TCP/IP packets using somebody else's IP address.   
 
3. Security issues from virtualization Type of 
virtualization provider is using Para Virtualization or 
full system virtualization. Instance Isolation: ensuring 
that Different instances running on the same physical 
machine are isolated from each other. Control of 
Administrator on Host O/s and Guest o/s. Current 
VMMs do not offer perfect isolation: Many bugs have 
been found in all popular VMMs that allow to escape 
from VM! Virtual machine monitor should be „root 
secure, meaning that no level of privilege within the 
virtualized guest environment permits interference 
with the host system.  
 
4. Ensuring both data and code safety? Very hard for 
the customer to actually verify the currently 
implemented security practices and initiatives of a 
cloud computing service provider because the 
customer generally has no access to the providers 
facility which can be comprised of multiple facilities 
spread around the globe.  
 
III. RELATED WORK  
 
Reference [1] and [4] depicted that a typical go for 
crypto logic algorithms is to supply secrecy and 
verification. A crypto logic equation is considered to 
be computationally secured on the off chance that it 
can't be broken with everyday assets. The real security 
issues [4]identify with i) Trust ii) Uncertainty iii) 

Compliance. Reference [9] expressed that the Data 
security may be a critical issue in cloud computing 
situations. Clouds don't have any outskirts and 
likewise the information is regularly physically settled 
wherever inside the world. Thusly this advancement 
raises genuine issues identifying with client 
validation. Hence its anticipated to execute a clear 
learning Protection Package that performs 
confirmation, check and encoded information 
exchange, thusly keeping up information privacy 
[4].Reference [5] a delegate spec  for cloud data 
stockpiling is shown in Figure one. 3 totally distinctive 
system substances maybe known as takes after: a) 
User: clients, B) Cloud Service supplier (CSP C) Third 
Party Auditor (TPA)  
  
IV. PROPOSING A SECURITY TECHNIQUES  
 
This Proposing system explains that,  
  
[4.1] Client Authentication  
This module includes testing the clients for his or her 
credibility by closing username and secret key 
confirmations. There may be 2 sort of buyers take a 
shot at to the server:  
 
1. New Users 2. Existing Users  
New Users might give a required username and word 
which can be superimposed to the illumination on the 
server feature. Existing clients might confirm their 
personality by giving their remarkable username and 
watchword [9].This module handles key era by the 
server viewpoint. The server produces unique keys for 
clients once they show themselves with the server [9]. 
The privileged insights created abuse occurrences of 
AES key generator class. This present mystery's then 
exchanged to the shopper through the LAN affiliation 
that gets and stores a copy for it for unscrambling 
reason. The mystery's a sixteen workstation memory 
unit or a 128 bit key [11] 
 

 
Figure 2: generating a key 

  
[4.3] Fully Homomorphic Encryption (FHE)  
Notwithstanding the Keygen, Encrypt, change 
methodologies of Public Key coding (PKE) plans, 
these plans give a further govern survey.  Such manage 
grants processing’s over scrambled learning, backed 
scientific property known as homomorphic that 
performs essential operations like expansion and 
augmentation on figure content. Late achievements in 
FHE has them wide consideration and that they are 
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regularly thought to be exploratory train Holy Grail.  
They're instantly amazingly wasteful and not sensible 
[11].  
  
[4.4] Encryption of Functionalities  
Conventional encryption plans are winning big or bust 
significance either the figure content will be 
unscrambled in its whole or nothing will be carried 
out. However typically applications would wish 
clients to access administration over the information 
that may uncover parts of the illumination upheld 
predefined benefits. Clearly underneath square 
measure few plans that empower to attempt to same 
personality based encryption Attribute based 
encryption Predicate-based encryption .In the greater 
part of the higher than systems, the data holders 
crambles the illumination utilizing open key [9] and 
likewise predefines granular access benefits for the 
rest of the clients to get to it. Yet purposefully they are 
doing not give Output  Privacy needed in Cloud 
Computing found. Generalization of the higher than 
strategies has been formalized as helpful Encryption 
[11].  
  
V. SECURITY MODELS OF CLOUD  
 
The cloud computing definition of NIST includes five 
essential features, three service models and four 
deployment models as figure 1 shown. Herein, the five 
essential features includes virtualized computing 
resource  pool, broad network access, rapid elasticity, 
on-demand self-service, measured service; the three 
service models are Infrastructure as a Service (IaaS), 
Platform as a Service (PaaS), Software as a Service 
(SaaS); the four deployment models  are private cloud, 
community cloud, public cloud and hybrid cloud. 
 

 
 
 
[5.1] Providing a Cloud Services 
Service Models Once a cloud is established, how its 
cloud computing services are deployed in terms of 
business models can differ depending on 
requirements. The primary service models being 
deployed are commonly known as:  
 • Software as a Service (SaaS) : Consumers purchase 
the ability to access and use an application or service 
that is hosted in the cloud. A benchmark example of 

this is Salesforce.com, as discussed previously, where 
necessary information for the interaction between the 
consumer and the service is hosted as part of the 
service in the cloud. Also, Microsoft is expanding its 
involvement in this area, and as part of the cloud 
computing option for Microsoft Office 2010, its Office 
Web Apps are available to Office volume licensing 
customers and Office Web App subscriptions through 
its cloud-based Online Services.   
 
 • Platform as a Service (PaaS): Consumers purchase 
access to the platforms, enabling them to deploy their 
own software and applications in the cloud. The 
operating systems and network access are not 
managed by the consumer, and there might be 
constraints as to which applications can be deployed.  
  
 • Infrastructure as a Service (IaaS):  Consumers 
control and manage the systems in terms of the 
operating systems, applications, storage, and network 
connectivity, but do not themselves control the cloud 
infrastructure. Also known are the various subsets of 
these models that may be related to a particular 
industry or market. Communications as a Service 
(CaaS) is one such subset model used to describe 
hosted IP telephony services.    
  
Along with the move to CaaS is a shift to more 
IP-centric communications and more SIP trunking 
deployments. With IP and SIP in place, it can be as 
easy to have the PBX in the cloud as it is to have it on 
the premise. In this context, CaaS could be seen as a 
subset of SaaS. 
 

 
 
[5.2] Security and Data Privacy in Cloud Services  
Data Privacy: Refers the protection issues connected 
with whole client data outsourced to Cloud [11]. It's to 
be noted that security issues like information in-travel 
and  information very still zone unit tackled 
exploitation aged crypto rationale procedures and  
aren't a piece of current talk [5].  
  
Operational Privacy: In SaaS delivery method 
normally the operations being dead on clients learning 
are predefined by Cloud Service supplier. In this way 
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accomplishing the protection of such operations it may 
not be desired [11].  
 

 
Fig 5: Security and data privacy in cloud 

  
VI. WORK ISSUES OF CRYPTOGRAPHIC 
ALGORITHMS  
 
To secure the Cloud implies that secures the 
"databases facilitated by the Cloud supplier". Security 
objectives of learning exemplify 3 focuses 
specifically: Classification of information inside the 
cloud is proficient by encryption/ decoding (mystery 
composing strategy)   
  
[6.1] Symmetric-key algorithms:  Symmetric-key 
figuring’s square measure those computations that use 
enduring key for every one encoding and riddle 
forming. Thusly the  secret is unbroken puzzle [2]. The 
most basic kind of the encoding is that the good key 
encoding. Symmetric-key computations square 
measure those figuring’s that use steady key for  every 
one encoding and secret creating. Along these lines the 
riddle is unbroken secret. Perfect counts have the 
inclination of not overwhelming an unreasonable 
measure of figuring power and it works with high 
speed in encoding [1], [2]. 
 

 
Fig 6: AES algorithm 

[6.1.1]Advanced Encryption Standard (AES)  
The Advanced Encryption Standard (AES) may  be a 
symmetric-key square figure  calculation and U.S. 
government ordinary for secure and ordered encoding 
and unraveling. In December 2001, the National 
Institute of Standards (NIST) affirmed the AES as 
Federal experimental control Standards Publication 
(FIPS PUB) 197, which points out application of the 
Rijndael calculation to all or any touchy ordered 
information [2]. After a compelling assessment, the 
Rijndael configuration, made by two Belgian 
cryptographers, was the last decision [1].  
 
The AES supplanted the DES with new and upgraded 
gimmicks:  
•block encryption usage  
•128-bit bunch encryption with 128, 192 and 256-bit 
key lengths.  
• 20-30 years for data security.  
  
[6.2] Asymmetric key cryptography:  Asymmetric-key 
calculations are those calculations that utilize 
distinctive keys for encryption and decoding. The 2 
keys are: close to home Key and Public Key. The 
overall population mystery is used by the sender for 
encryption and additionally the private mystery is 
utilized for unscrambling of learning by the 
beneficiary.  
  
[6.2.1] RSA  
RSA is an algorithm for public-key cryptography, 
involves a public key and a nonpublic  key. The 
overall public keys are regularly known to everybody 
and are utilized for  scrambling messages. Messages 
encoded with the overall population key will 
exclusively be  unscrambled abuse the particular key. 
Client information incorporate encryption before 
capacity, client verification methodology before 
capacity or recovery, and building secure channels for 
information transmission [3].RSA crypto framework 
understand the properties ofthe multiplicative 
Homomorphic encryption [1], [2]. Ronald Rivest, Adi 
Shamir and Leonard Adleman have imagined the RSA 
calculation and named after its creators. RSA utilizes 
measured exponential for encryption and decoding. 
RSA utilizes two examples, a and b, where a is public 
and b is private. Let the plaintext is P and C is cipher 
text, then at encryption  
C=P mod n  
And at decryption side  
P = C mod n  
n is a very large number, created during key generation 
process. n is a very large number, created during key 
generation process [2].  
 
[6.2.2]RSA key generation steps      
1. Choose 2 primes call them p, q.   
2. Multiply them call product n.                                                 
3. Multiply their “predecessors” (p-1,q-1) call product 
φ 4. Pick some integer call it e  –  between 1 and φ 
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(exclusive)  –sharing no prime factor with φ.   
5. Find the integer (there’s only one) that call it d – 
times e divided by φ leaves 1 then your keys are: – 
public: e together with n (e is for “encryption”) –  
private: d together with n (d is for “decryption”).  
 
Encrypting with public key {e,n} ( c = me mod n)   
1. Choose a clear text message call it m – in the form 
of a number less than n  
2. Raise it to power e   
3. Divide that by n call remainder c then your cipher 
text result is c  
 
Decrypting with private key {d,n} ( m = c d mod n )  
1. Take cipher text c  
2. Raise it to power d  
3. Divide that by n call remainder r then your 
recovered result is r is identically the original clear text 
message m  
  
[6.2.3] Homomorphic Encryption  
Cloud consumer scrambles its information before 
sending to the Cloud supplier, but, each one time he 
need to deal with that will need to decode that 
information [2]. The customer will oblige giving the 
private key to the server to decode the information 
before to perform the counts obliged, which may 
impact the classifiedness of information put away in 
the Cloud. Homomorphic Encryption frameworks are 
required to perform operations on scrambled 
information without decoding (without knowing the 
private key); just the customer will have the mystery 
key.  
 
[6.2.4] ENCRYPTION ALGORITHM  
Algorithm: Encryption of given data Procedure  
A: select the characters n(c);  
B: converting the selected characters into ASCII 
values;  
C: Forming the selected characters into m x m 
matrices;  
I.e. m x m > n(c);  
D: dividing the m x m matrices into top, diagonal, 
lower matrices;  
E: Read the values of each matrix and named as key K 
= k1, k2, k3;  
F: Apply encryption method into matrix same order 
values i.e.  to, diagonal, lower matrices;  
G: Read column by column from the matrix and 
generates a key k4 (k4 is encrypted value);  
   
End procedure  
.Note: C1…16 matrix 4 x 4 are the characters which 
are selected.  
Graph: Encryption of given data i.e. no of bits are 
encrypted in a time constant.  
  
CONCLUSION  
 
A protected cloud computing environment relies on 

upon a few security results working concordantly 
together. Be that as it may, in our studies we didn't 
recognize any  security results supplier owning the 
offices important to get large amounts of security 
similarity  for clouds. In this manner, cloud suppliers 
need to coordinate/ blend security sults from better 
places so as to attain the wanted security level. While 
cost and convenience are two extraordinary profits of 
cloud computing, there are noteworthy security 
worries that need to betended to when considering 
moving basic applications and delicate information to 
open and imparted cloud situations. At the same time 
the security calculations which permit operations  (like 
seeking) on decoded information are needed for cloud 
computing, which will keep up the privacy of the 
information  
 
FUTURE WORK  
 
In front of this we want to add one more measurement 
to the security structure of this security suite i.e. to 
confirm the marks of the keys and records that are, no 
doubt exchanged to guarantee complete security from 
adjustment. Separated from this there are still there an 
excess of zones which oblige further improvements 
like more proficient calculations could be created 
which can expand the security level in nature's domain 
 
C1 C2 C3 C4  
C5 C6 C7 C8  
C9 C10 C11 C12  
C13 C14 C15 C16  
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