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Abstract— Cloud computing is emerging technology which offer better performance and can be use to provide types of 
services such as Software as a Service (SAAS), Platform as a Service (PAAS) and Infrastructure as a Service (IAAS) at low 
cost. The issue in providing SAAS is security of cloud user’s data when it is uploaded on cloud and authentication of cloud 
user before accessing the data. To improve the security for the data retrieval from cloud environment, the client user has to 
use the One Time Password (OTP) provided by the cloud environment and provides data encryption which protects data 
from cloud vendor, an attacker. In this paper we are providing the OTP using MD5 and the encryption is done by using RSA. 
The One Time Password is sent to the user phone number to view the original data and help to share public data with other 
authenticated cloud user. 
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I. INTRODUCTION 
 

Cloud computing is one of the latest 
developments in the IT industry also known as on-
demand computing. This technology is grouped into 
sections which include SAAS, IAAS and PAAS. 
Now days Cloud computing makes everything 
flexible and easier but there is another aspect that is 
what about security? Data security over the Cloud 
also a major concern and various methodologies are 
proposed, considering the customer point of view, we 
have made an extensive research to obtain what are 
the main security problems in Cloud computing 
security. In proposed security model Cloud 
computing providing services in layered medium, so 
there must be some SLA (Service Level Agreement) 
or service management, must be applied over the 
layers, which eventually increase the confidence of 
the user. This new technology improves the Cloud 
security based on two phases. Cloud computing 
technology is used worldwide to improve the 
business infrastructure and performance. However, to 
utilize these services by intended customer, security 
of cloud user’s data when it is uploaded on cloud and 
authentication of cloud user before accessing the data. 

In this paper we want to develop the security 
system that will provide security to the cloud and will 
be very fruitful for both the client user and also the 
cloud data owner, that we can perform trusted 
computing. 

To improve the security for the data retrieval 
from cloud environment, the One Time Password is 
used using MD5 and provides data encryption which 
protects data from cloud vendor, an attacker. The 
OneTime Password is sent to the user phone number 

to view the original data and help to share public data 
with other authenticated cloud user. 

 We provide here an overview of cloud 
computing. The rest of this paper is arranged as 
follows: Section 1 introducing cloud computing 
security; Section 2 describes about proposed 
approach; Section 3 shows the provided security; 
Section 4 describes the comparative study of existing 
systems and prosed system; Section 5 discribes the 
application and future scope; Section 6 gives 
Conclusion . 

 
II. SECURITY OF CLOUD COMPUTING 

 
All the possible threats of the cloud 

computing are discussed in this section.All the 
security of the cloud environment depends on the 
security provided by the cloud service provider. 
Cloud providers control the hardware and the 
hypervisors that stores the data and applications are 
run. Cloud Service provider security must be top-of-
the-line. 

First on the list is data breaches.If a 
multitenant cloud service database isn't designed 
properly, a single flaw in one client's application 
could allow an attacker to get at not just that client's 
data, but every other clients data as well.The 
challenge in addressing this threats of data loss and 
data leakage.The second-greatest threat in a cloud 
computing environment, according to CSA, is data 
loss. A malicious hacker might delete a target's data. 
Compounding the challenge, encrypting one’s data to 
ward off theft can backfire if one lose the encryption 
key.Data loss isn't only problematic in terms of 
impacting relationships with customers, the report 
notes.The third-greatest cloud computing security 
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risk is account or service traffic hijacking. If an 
attacker gains access to your credentials, he or she 
can eavesdrop on your activities and transactions, 
manipulate data, return falsified information, and 
redirect your clients to illegitimate sites. Fourth on 
the list of threats are insecure interfaces and APIs. IT 
admins rely on interfaces for cloud provisioning, 
management, orchestration, and monitoring. APIs are 
integral to security and availability of general cloud 
services. From there, organizations and third parties 
are known to build on these interfaces, injecting add-
on services. This introduces the complexity of the 
new layered API; it also increases risk, as 
organizations may be required to relinquish their 
credentials to third parties in order to enable their 
agency.Denial of service ranks as the fifth-greatest 
security threat to cloud computing. DoS has been an 
Internet threat for years, but it becomes more 
problematic in the age of cloud computing when 
organizations are dependent on the 24/7 availability 
of one or more services. DoS outages can cost service 
providers customers and prove pricey to customers 
who are billed based on compute cycles and disk 
space consumed. No. 6 on the list is malicious 
insiders, which can be a current or former employee, 
a contractor, or a business partner who gains access to 
a network, system, or data for malicious purposes. In 
an improperly designed cloud scenario, a malicious 
insider can wreak even greater havoc. 
From IaaS to PaaS to SaaS, the malicious insider has 
increasing levels of access to more critical systems 
and eventually to data. Seventh on the list is cloud 
abuse, such as a bad guy using a cloud service to 
break an encryption key too difficult to crack on a 
standard computer.Eight on the list of top security 
threats to cloud computing is insufficient due 
diligence; that is, organizations embrace the cloud 
without fully understanding the cloud environment 
and associated risks. Last but not least, CSA has 
pegged shared technology vulnerabilities as the ninth-
largest security threat to cloud computing. Cloud 
service providers share infrastructure, platforms, and 
applications to deliver their services in a scalable 
way.  

In this paper we mainly concentrate on 
Secure File Access on cloud. We are mainly 
concentrating on four problem domain: Insecure API 
and Interfaces, Malicious Insiders, Data Sharing, 
Data Loss. 

 
III. PROPOSED SYSTEM 
 

In this paper security can achieve bi-
directional as we propose a secure cloud framework. 
In our proposed approach there is security in the 
cloud side and also the client data is safe. For this we 
proposed architecture, using this architecture we can 
provide security to the cloud environment and to the 
user. Any normal user can register their detail in this 
environment and according to the detail Admin of the 

cloud provide a user-id and password. After the 
registration the user has to login and his 
Authentication is checked by the cloud on basis of his 
details stored as shown in the Figure 1. Only if the 
user is found Authenticated then and then only he is 
provided the facilities such as file access, delete and 
search. 
 

 
Figure 1: Authentication Of the User. 

 
The architecture proposed by us is as shown 

in the Figure 2 below. In this architecture two entities 
are considered and both shall have the web browser 
in their respective laptops or pc’s. 
 

 
Figure 2: Proposed System Architecture. 

 
In the initial stage the Data owner uploads 

the file in text or document form and he then sets the 
tag to the file which make easy for searching the file. 
These uploaded Files are then encrypted by the 
Application on the cloud server using the RSA 
algorithm and these encrypted file can be accessed by 
the users only if permission is granted by the data 
owner. 

When the users want to access these files 
then, client usershas to first log into the system. He 
shall be authenticated by the server if he is a regular 
user or he shall have to register himself with the 
application. Client user also needs to sign in into the 
system. Users can now search the required file by the 
file name and the tag. 
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Figure 3: Requesting file from Data owner. 

 
After searching the file, client user has to 

request for accessing file from the cloud as shown in 
figure 3. This request is forwarded by the cloud to the 
data owner. Data owner get notification on register 
mobile number. The data owner can approve or deny 
the request. If the request is accepted then, the OTP is 
generated and sent to client user on registered mobile 
number. This one time password is generated using 
MD5 algorithm and this OTP is valid for only 
specific time period. Only on entering this OTP client 
user get access to requested file. After accessing file, 
the access rights of that user for that file are taken 
away. 

 
III. SECURITY PROVIDED 

 
Secure API and interfaces: 
 
  Cloud provider cloud APIs have 
authentication mechanisms put in place to ensure that 
only authorized API calls are made to their systems. 
Most cloud provider based APIs have an ID or 
Authentication Key which provides an 
authorization/authentication and is usually passed 
over HTTPS to ensure security. Cloud provider APIs 
also may use the ID or another Key to create a hash-
based token or a password to authenticate provide 
additional security 

Analyze the security model of cloud 
provider interfaces and ensure strong authentication 
and access controls and all are implemented in 
concert with encrypted transmission. We can apply 
this type of security by authentication control for the 
users of the cloud; they can enter by applying their 
user id and password which is monitor by the cloud 
environment.  

 
For Encryption(uploading File): 
 
 RSA is one of the first practicable public-
key cryptosystems and is widely used for secure data 
transmission. In such a cryptosystem, the encryption 
key is public and differs from the decryption 
key which is kept secret. In RSA, this asymmetry is 
based on the practical difficulty of factoring the 
product of two large prime numbers, the factoring 

problem. RSA stands for Ron Rivest, Adi 
Shamir andLeonard Adleman, who first publicly 
described the algorithm in 1977. 

A user of RSA creates and then publishes a 
public key based on the two large prime numbers, 
along with an auxiliary value. The prime numbers 
must be kept secret. Anyone can use the public key to 
encrypt a message, but with currently published 
methods, if the public key is large enough, only 
someone with knowledge of the prime numbers can 
feasibly decode the message. The working of RSA is 
shown in figure 3. The RSA algorithm involves three 
steps: key generation, encryption and decryption. 
 

Figure 4: Encryption of File. 
 

a) Key Generation Algorithm: 
RSA public and private key pair can be 

generated by the following procedure. Choose two 
random prime numbers p and q such that the bit 
length of p is approximately equal to the bit length of 
q. 
The key set is generated by using the following 
algorithm: 

1. Select two large prime numbers p and q such 
that p q. 

2. Compute modulus n = p*q 
3. Compute (n) such that (n) = (p–1)* (q–1). 
4. Choose a random integer e satisfying 1<e < (n) 

and 
gcd(e, (n)) =1 
5. Compute the integer d, such that e*d = 1 mod 

(n). 
 (n, e) is the public key, and (n, d) is the private 

Key. 
The RSA implementation is shown in figure 4. 

 
Figure 5: RSA implementation. 
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b) Encryption: 
Encryption refers to algorithmic schemes 

that encode plain text into non-readable form or 
cipher text, providing privacy.  

c) Decryption: 
Decryption refers to algorithmic schemes 

that decode cipher text or non-readable text into 
readable form or pain text.  

 
Secured File Sharing: 
 

MD5 is an algorithm that is used to verify 
data integrity through the creation of a 128-bit 
message digest from data input (which may be a 
message of any length) that is claimed to be as unique 
to that specific data as a fingerprint is to the specific 
individual. An algorithm created in 1991 by Professor 
Ronald Rivest that is used to create digital signatures. 
It is intended for use with 32 bitmachines and is safer 
than the MD4 algorithm, which has been broken. 
MD5 is a one-way hash function, meaning that it 
takes a message and converts it into a fixed string of 
digits, also called amessage digest. 

When using a one-way hash function, one 
can compare a calculated message digest against the 
message digest that is decrypted with a public key to 
verify that the message hasn't been tampered with. 
This comparison is called a "hashcheck." 

But here in this proposed model we use 
MD5 algorithm to generate the One Time Password. 
Using this OTP user can get access to the requested 
file. In Proposed model First the user sends request to 
data user for file access and if it is accepted the, the 
cloud application provide OTP to the user and 
entering this OTP he/she gets access to that file. 
Every time a new password is generated by using 
MD5 algorithm. The following are the steps for MD5 
algorithm: 

We begin by supposing that we have a b-bit 
message as input, and that we wish to find its 
message digest. Here b is an arbitrary nonnegative 
integer; b may be zero, it need not be a multiple of 
eight, and it may be arbitrarily large. We imagine the 
bits of the message written down as follows: 
          m_0 m_1 ... m_{b-1} 
The following five steps are performed to compute 
the message digest of the message. 
Step 1.Append Padding Bits: 

The message is "padded" (extended) so that 
its length (in bits) is congruent to 448, modulo 512. 
That is, the message is extended so that it is just 64 
bits shy of being a multiple of 512 bits long. Padding 
is always performed, even if the length of the 
message is already congruent to 448, modulo 512.
 Padding is performed as follows: a single 
"1" bit is appended to the message, and then "0" bits 
are appended so that the length in bits of the padded 
message becomes congruent to 448, modulo 512. In 
all, at least one bit and at most 512 bits are appended. 

 

Step 2.Append Length: 
A 64-bit representation of b (the length of 

the message before the padding bits were added) is 
appended to the result of the previous step. In the 
unlikely event that b is greater than 2^64, then only 
the low-order 64 bits of b are used. (These bits are 
appended as two 32-bit words and appended low-
order word first in accordance with the previous 
conventions.) 

At this point the resulting message (after 
padding with bits and with b) has a length that is an 
exact multiple of 512 bits. Equivalently, this message 
has a length that is an exact multiple of 16 (32-bit) 
words. Let M[0 ... N-1] denote the words of the 
resulting message, where N is a multiple of 16. 

 
Step 3. Initialize MD Buffer: 

A four-word buffer (A,B,C,D) is used to 
compute the message digest. Here each of A, B, C, D 
is a 32-bit register. These registers are initialized to 
the following values in hexadecimal, low-order bytes 
first: 
word A: 01 23 45 67 
word B: 89 ab cd ef 
word C: fe dc ba 98 
word D: 76 54 32 10 
Step 4. Process Message in 16-Word Blocks: 

We first define four auxiliary functions that 
each take as input three 32-bit words and produce as 
output one 32-bit word. 
          F(X,Y,Z) = XY v not(X) Z 
          G(X,Y,Z) = XZ v Y not(Z) 
          H(X,Y,Z) = X xor Y xor Z 
          I(X,Y,Z) = Y xor (X v not(Z)) 

In each bit position F acts as a conditional: if 
X then Y else Z. The function F could have been 
defined using + instead of v since XY and not(X)Z 
will never have 1's in the same bit position.) It is 
interesting to note that if the bits of X, Y, and Z are 
independent and unbiased, the each bit of F(X,Y,Z) 
will be independent and unbiased. 

 
The functions G, H, and I are similar to the 

function F, in that they act in "bitwise parallel" to 
produce their output from the bits of X, Y, and Z, in 
such a manner that if the corresponding bits of X, Y, 
and Z are independent and unbiased, then each bit of 
G(X,Y,Z), H(X,Y,Z), and I(X,Y,Z) will be 
independent and unbiased. Note that the function H is 
the bit-wise "xor" or "parity" function of its inputs. 
Step 5. Output: 

 
The message digest produced as output is A, 

B, C, D. That is, we begin with the low-order byte of 
A, and end with the high-order byte of D. 

This message digits are used as one time 
password to access the file. The password is limited 
for the specific time period only. After access file the 
Access rights of the user are taken away. 
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IV. COMPARATIVE STUDY OF EXISTING 
SYSTEM AND PROPOSED SYSTEM 
 

 
Figure 6(a): Existing systems. 

 

 
Figure 6(b): Existing systems. 

  
 The existing systems use One Time 
Password for authentication and file access is given 
without authentication. 
The system shown in figure 6(a).shows that OTP is 
generated for user authentication. The user first has to 
enter the user id and password and based on that the 
OTP is generated. This generated OTP is then send 
on user’s mobile number or to email then the 
authenticated user is given access to his cloud 
account. Such system uses two way securities. 
 The system in figure 6(b) shows the security 
provided for the storage and access of files which are 
stored on cloud. These files can be access by 
unauthenticated person also and can be altered also or 
also delete the file or also the confidential data can be 
read by the attacker. To avoid these attacks on the 
files on the cloud the files are encrypted and then 
stored on cloud. 
 In our system we provide additional security 
to the data on the cloud as shown in figure 2. Here we 
provide security for accessing the files stored on the 
cloud by providing OTP to the authenticated person 
only if the data owner accepts to share his data. 
Proposed system shows that the client who wants to 
access the file has to initially request the data owner 
for file access then if the request is accepted then only 
OTP is send on authenticated client number. The 
client then has to enter the same OTP then only the 
access is granted or else access is rejected. In addition 

to this the file is also encrypted and the stored on the 
cloud. Hence in this way we are providing two way 
security to the data stored on the cloud by integrating 
the above two existing systems. 
 
V. APPLICATIONS AND FUTURE SCOPE 

 
One time password is designed to prevent 

replay attacks, in which an attacker discovers a 
user’s password and uses it to access a system. Here 
we use the OTP for secure file access. Hence the 
application of our system is in organisation were lost 
of data is confidential and it cannot be shared with 
any user. In such organisation data is only shared to 
authenticated user and so use authentication can be 
checked using two factor authentications. Also at 
applications where large amount of data is stored 
and need privacy to this data of data owner. Our 
system can be used on cloud where large data is 
stored and privacy is needed to every user. 

Further the system can be extended and 
integrated with biometric authentication and OTP 
verification. 

 
CONCLUSION 

 
In this paper we proposed an efficient 

framework to provide File storing and sharing in the 
cloud environment with OTP. We present a secure 
architecture in which we can enter in two ways, first 
by computing and second by owner task. Through the 
owner task environment we can enter by entering the 
appropriate owner password for performing the 
owner task. In this paper we taken two most secure 
algorithm for encryption, decryption and OTP.  

The two security approach make our framework 
more secure in comparison to the previous .In today’s 
era the demand of cloud is increasing, so the security 
of the cloud and the user is on the top concern. Our 
proposed algorithm is helpful to fulfil today’s 
requirement. In future we can provide several 
comparisons with our approach with result to show 
the effectiveness of our proposed framework. 
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