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Abstract- When we are using cloud storage service, it is possible for data to be not only stored in the cloud, but also can 
shared across multiple users. It’s a big challenge is to preserve identity privacy of public auditing for such shared data. It 
allows public auditing on shared data stored in the cloud by this first privacy preserving mechanism. For auditing the 
integrity of shared data it uses the ring signature to compute the verification information. The third party auditor is able to 
verify the integrity of shared data in the cloud. Hence, this is the mechanism who kept the identity of signer in shared data 
private from third party auditor. By using the auditing shared data it demonstrates effectiveness and efficiency.  
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I. INTRODUCTION 
 
In our model, privacy is accomplished by allowing 
the parties to upload their data in multi clouds and 
data is split into multiple parts so it gives more 
protection. Current working scenario involves paper 
based work for Data analysis and verification. Data 
Storage is one way to mitigate the privacy concern. 
Unauthorized users can leak or misuse the data, this 
problem still remains due to the paper based work. 
 
We propose Oruta, a privacy preserving public 
auditing mechanism. We use ring signatures to 
construct homomorphic authenticators in Oruta, so 
that a public verifier is able to verify the integrity of 
shared data without retrieving the entire data while 
the identity of the signer in shared data is kept private 
from the public verifier. In addition, this mechanism 
used to support batch auditing, which can perform 
multiple auditing tasks simultaneously and improve 
the efficiency of   verification. 
 
For the first time data inserting i n  the Encryption 
service to generate encryption key and this key is 
stored on Key Storage area, and then encrypted data 
is stored on the cloud storage area. When the user 
request the data from decryption process, the key and 
data are collected at the Decryption service but the 
service will not immediately decrypt the data, until 
and unless user insert the OTP sent on his mail. 
When user will enter correct OTP then the data is 
decrypted by Decryption service and data is provided 
to the user. 
 

Comparison of System with Existing Mechanisms: 
 WWRL PDP Oruta 
Public auditing Yes Yes Yes 

Identity Privacy No Yes Yes 

Data Privacy No No Yes 

II. RELATED WORK 
 
In existing system the TPA is used to check the 
authentication of the user, it verifies the user whether 
it is valid or not. If the user is not authorized the TPA 
inform to the user that his data is used by some 
unauthorized person. But if the TPA is get hacked 
then the user will not get a notification mail from 
TPA. Authentication and verification is done by TPA 
and not by admin. In existing cloud system, there are 
number of threats arisen and they are as follow: 
 
1. Abuse and Nefarious use of cloud. 
2. In secure Interfaces and API’s. 
3. Malicious Insiders. 
4. Shared Technology Issues. 
5. Data Loss and Outflow. 
6. Account or Service Hijacking. 
 
The boom in the cloud computing world has directed 
to a new period of on demand delivery of hosted 
service over a network. Cloud computing is a 
complex setup of software, hardware, processing and 
storage that is available as service. It has flexibility 
rendering user to customize the service appropriate to 
his needs. Inventions in virtualization and distributed 
systems have saved the path for interest in cloud. 
 
III. SYSTEM ARCHITECTURE 
 

 
Fig. system architecture 
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Cloud service providers offer the property of sharing 
and accessing the Resources at minor cost to users. In 
the cloud storage the Integrity of the data is focus on 
uncertainty and analysis, Due to failures of hardware 
and human errors data stored in untrusted cloud can 
easily vanished. For checking correctness of data, the 
traditional approach is to retrieve the entire data 
from cloud and for checking the correctness of 
signature to verify the data integrity in the cloud. In 
general the size of cloud data is huge, therefore the  
efficiency  of  using  this  traditional  approach  on  
cloud  data  is  in  uncertainty. 
 
In our mechanism data is allocated into a small 
blocks and owner signed the block independently. 
During integrity checking the whole data is not 
retrieved instead of random combination of all the 
block done. Current public   auditing mechanisms 
can actually be extended to validate shared data 
integrity. To protect the personal information, it is 
necessary and acute top reserve identity privacy from 
public verifiers during public auditing. To overcome 
this problem, Oruta is proposed. To construct 
homomorphic authenticators in Oruta, we develop 
ring signatures.  
 
Therefore, without retrieving the entire data, public 
verifier is able to validate the integrity of shared 
data.  While the signer identity on each block in 
shared data is reserved private from the public 
verifier.  To support batch auditing, which can 
perform multiple auditing tasks simultaneously, we 
extended this mechanism and develop the 
effectiveness of verification for multiple auditing 
tasks. 
 
IV. MODULES 
 
1. Owner Registration and Login 
2. User Registration and Login 
3. Data Sharing 
4. Authentication and Authorization 
 
1. Owner Registration and Login: 
In this module an owner has to upload its files in a cloud 
server, he/she should register first. Then only he/she can 
be able to do it. For that he needs to fill the details in the 
registration form. These details are maintained in a 
database. 
In this module, any registered owner have to login, they 
should login by giving their email id and password. 
 
2. User Registration and Login: 
In this module if a user wants to access the data which is 
stored in a cloud, he/she should register their details first. 
These details are maintained in a Database. 
 
If the user is an authorized user, he/she can download the 
file by using file id which has been stored by data owner 
when it was uploading. 

3. Data Sharing 
We only consider how to audit integrity of shared data in 
Cloud with static group. It means group is predefined 
before shared data is created in cloud and membership of 
user in group is not changed during data sharing. 
 
The original user is responsible for deciding who is able 
to Share her data before outsourcing data to cloud. 
 
4. Authentication and Authorization: 
This helps establish proof of identity. The authentication  
Process ensure that the origin of message or document is 
correctly identified 
 
I. Algorithm  

 
SPEKE Algorithm for Key Exchange 
1. Sender and receiver selects the safe prime 
number.safe prime no=2p+1. 
2. Password sharing 
             g = H(π)2 mod p. 
             3.   Sender chooses secret key 
   ga mod p. 
      Receiver chooses secret key 
              gb mod p. 
               4. If received value are not in the range of (2(p-
2)).    
                 Sender and receiver aborts received values to                         
                 Prevent small sub group confinement attack. 
         Where, 
              K = (gb mod p)a mod p.  
              K = (ga mod p)b mod p. 
5 If received values are same with computation factor 
sender and receiver compute the share secret key K for 
the confirmation that they know the secret password π.  
 
Example: 
1. Sender and Receiver agree to use an appropriately  
     Large and randomly selected safe prime p, as well     
    as a hash function H(). 
2. Sender and Receiver agree on a shared password π.  
3. Sender and Receiver both construct g = H(π)2 mod    
     p. (Squaring makes g a generator of the prime order    
     Sub group of the multiplicative group of integers  
    Modulo p.)  
4. Sender chooses a secret random integer a, then   
    Sends Receiver ga mod p.  
5. Receiver chooses a secret random integer b, then  
     Sends Sender gb mod p.   
6. Sender and Receiver each abort if their received    
     values are not in the range [2, p-2], to prevent small      
     Sub group confinement attack.  
7. Sender computes K = (gb mod p)a mod p.  
8. Receiver computes K = (ga mod p)sb mod p.  
 
Both Sender and Receiver will arrive at the same value 
for K if and only if they use the same value for π. Once 
Sender and Receiver compute the shared secret K they 
can use it in a key confirmation protocol to prove to each 
other that they know the  
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Same password π, and to derive a shared secret 
encryption key for sending secure and authenticated 
messages to each other. Unlike unauthenticated Diffie-
Hellman, SPEKE prevents man in the middle attack by 
the incorporation of the password. An attacker who is 
able to read and modify all messages between Sender 
and Receiver cannot learn the shared key K and cannot 
make more than one guess for the password in each 
interaction with a party that knows it. In general, SPEKE 
can use any prime order group that is suitable for public 
key cryptography, including elliptic curve cryptography. 
 
V. ADVANTAGES 
 
1. The client stores their data in the server without 
keeping a local copy. 
2. It is of critical importance that the client should be 
able to verify the integrity of the data stored in the 
remote Un-trusted server. 
3. It provide expert integrity checking service 
4. Improve the efficiency of verification for multiple 
auditing tasks. 
5. Keep data confidential against the auditor. 
6. Allow dynamic updates of data in cloud. 
 
VI. DISADVANTAGES 
 
1. As it is web based it is dependent on network 
traffic. 
2. Data owners may share the data under the policy 
over attributes from multiple authorities: difficulty to 
encrypt data. 
 
CONCLUSION 
 
To ensure cloud data storage security, it is critical to 
enable a TPA to evaluate the service quality from an 
objective and independent perspective. Public 
auditability also allows clients to delegate the 
integrity verification tasks to TPA while they 
themselves can unreliable or not be able to commit 
necessary computation resources performing 
continuous verifications.  
 
Another major concern is how to construct 
verification protocols that can accommodate dynamic 
data files. In this paper we explored the problem of 
providing simultaneous public auditability and data 

dynamics for remote data integrity check in cloud 
computing. 
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