
International Journal of Advances In Computer Science and Cloud Computing, ISSN: 2321-4058  Volume- 3, Issue- 1, May-2015 

 Privacy Preserving Access Control Mechanism in Public Clouds 
 
  54 

PRIVACY PRESERVING ACCESS CONTROL MECHANISM IN 
PUBLIC CLOUDS 

 
1SHUBHANGI REPALE, 2PRIYANKA PETKAR, 3PRAJAKTA PATIL, 4PRATIKSHA YADAV, 

5VAISHALI SHINDE 
          

1,4Student, 5Professor  
E-mail: 1shubhangirepale@gmail.com, 2pratiksha02yadav@gmail.com, 3priyapetkar23@gmail.com, 

4prajaktapt10@gmail.com, 5svaishu11@gmail.com 
 

 
Abstract- Fine-grained access control mechanisms on secure data in the cloud are based on encryption of the data in 
fine-grained approach. In these approaches, owners of the data in cloud encrypt the data before uploading them on the cloud 
and re-encrypt the data whenever user credentials change. Owners of the data also known as Data owners thus generate high 
costs in terms of communication and computation. A better approach should be used that delegates the enforcement of 
fine-grained access control to the cloud, minimizing overhead at the data owners. Also assure data confidentiality from the 
cloud. Our technique is based on two layers of encryption that targets such requirement. In the proposed approach, the data 
owner performs a coarse-grained encryption, while the cloud performs a fine-grained encryption on the owner encrypted data. 
A challenge is to decompose access control policies (ACPs) such that the two layer encryption can be made. We also utilize an 
efficient group key management scheme that supports communicative ACPs. Our system assures the confidentiality of the data 
and preserves the privacy of user’s data from the cloud while delegating most of the access control enforcement to the cloud. 
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I. INTRODUCTION 
 
Security and privacy represent major concerns in the 
adoption of cloud technologies for data storage. An 
approach to mitigate these concerns is the use of 
encryption. However, whereas encryption protects the 
confidentiality of the data against the cloud, it is not 
sufficient to enforce organizational access control 
policies (ACPs).  
 
Many organizations have today ACPs regulating 
which users can access which data. An important 
problem in public cloud is how to selectively share 
documents based on fine-grained attribute-based 
access control policies (ACPs). An approach is to 
encrypt documents satisfying different policies with 
different keys u sing a public key cryptosystem such as 
attribute-based encryption, and proxy re-encryption.  
 
ACP regulates which users can access which data in 
the organization. ACPs are expressed as properties of 
users referred as identity attributes. This scheme 
referred as Attribute Based Access Control (ABAC), 
supports fine-grained access control for assurance of 
privacy and data security. 
 
II. RELATED WORK 
 
Two layer encryption analysis provides a better way to 
handle data updates and dynamic changes[3]. In this 
work a secure collaboration application needs, flexible 
attribute based system and distributed group key 
management. This work proposes a novel key 
management scheme allow users whose attributes 

satisfy a certain policy to derive the group key and 
supports rekeying operation when the group changes 
due to joins or leaves of group members by [3].  
 
This works provides a distributed group key 
management and rekeying operations. [2] Approaches 
based on encryption have been proposed for 
fine-grained access control over encrypted data.  
 
As shown in Fig 1, those approaches group data items 
based on ACPs and encrypt each group with a 
different symmetric key. Users then are given only the 
keys for the data items they are allowed to access. 
Extensions to reduce the number of keys distributed 
users have been proposed exploiting hierarchical and 
other relationships among data items. Such 
approaches however have several limitations.  
 
As the data owner does not keep a copy of the data, 
whenever the user dynamics or policies change, the 
data owner needs to download and decrypt the data, 
re-encrypt it with the new keys, and upload the 
encrypted data. In this work recent group key 
management system used and reduce the cost of 
re-encryption by introducing two layer encryption.  
 
The approach preserves the confidentiality of the data 
and the user privacy from the cloud, while delegating 
most of the access control enforcement to the cloud.  
 
Further, in order to reduce the cost of re-encryption 
required whenever the access control policies changes, 
our approach uses incremental encryption techniques 
[2]. 
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III. PROPOSED SYSTEM 
 

 
Fig. 1.  Two Layer Encryption Approach 

 
We now give a general idea of our solution to the 
problem of delegated access control to outsourced data 
in the cloud. The first module identity token issuance 
comprises of two tasks. In the first task, the user login 
with user-id and password and the server will generate 
key for two step authentication based on their identity 
attribute and mail to user. The second module encrypts 
the data and uploads on the cloud. Data owners are in 
blame of encrypting the data before uploading them on 
the cloud that is fine grained encryption and 
re-encrypting the data that is coarse grained 
encryption whenever user credentials change. The 
third module identity token registration where users 
register to owner to get token and register the identity 
token in order to obtain secrets to decrypt the data that 
they are approved right to use. Users register only 
those identity tokens related to the owner’s sub ACPs 
and register the left over identity tokens with the 
Cloud in a privacy preserving method.   
 
The users download encrypted data from the Cloud 
and decrypt the data using the derived keys. Users 
decrypt double to first remove the encryption layer 
added by the cloud and then by the owner. As access 
control is imposed through encryption, users can 
decrypt only those data for which they have 
compelling secrets. The fourth module encryption 
evolution management, over time user credentials 
may change. Further, previously encrypted data may 
go through numerous updates. In such situations, data 
previously encrypted must be re-encrypted with a new 
key. As the Cloud performs the access control 
enforcing encryption, it simply re encrypts the 
pretentious data without the involvement of the 
Owner.   
 
Policy decomposition: In the single layer encryption 
approach, the Owner obtains a high communication 
and computation overhead since it has to manage all 
the authorizations when user dynamics change. To 
increase the performance, if the access control related 
encryption is somehow delegated to the Cloud, the 

Owner can be freed from the responsibility of 
managing authorizations through re-encryption. The 
Cloud is not trusted for the confidentiality of the 
outsourced data. So the Owner has to initially encrypt 
the data and upload the encrypted data to the cloud. 
Therefore, in order for the Cloud to allow enforcing 
authorization policies through encryption and 
avoiding re-encryption by the Owner, the data may 
have to be encrypted again to have two encryption 
layers.  
 
Using the policy decomposition, the Owner 
decomposes each ACP into two sub ACPs. The Owner 
carries out the minimum number of attributes to 
assure confidentiality of data from the Cloud. The 
policy decomposition produces two sets of sub ACPs, 
for the owner and other for the cloud. 
 
Privacy Preserving Attribute Based Group Key 
Management: BGKM (Broadcast Group Key 
Management) scheme is special type of Group Key 
Management scheme where private communication 
channels are not used and rekey operation is 
performed in single broadcasting. In BGKM scheme 
private keys are not given to the users. Instead users 
are given a secret. Secret is combined with public 
information. From that actual private keys are 
obtained.  
 
This scheme require a private communication only 
once for initial secret sharing. In such scheme, change 
of public information does not affect secrets of existing 
users. The subsequent rekeying operations are 
performed using one broadcast message. 
 
CONCLUSION 
 
Thus our technique is based on two layers of 
encryption that targets such requirement. In the 
proposed approach, the data owner performs a 
coarse-grained encryption, while the cloud performs a 
fine-grained encryption on the owner encrypted data. 
A challenge is to decompose access control policies 
(ACPs) such that the two layer encryption can be 
made. We also utilize an efficient group key 
management scheme that supports communicative 
ACPs. Our system assures the confidentiality of the 
data and preserves the privacy of user’s data from the 
cloud while delegating most of the access control 
enforcement to the cloud.  
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