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Abstract- In the early days, various types of encryption and control access techniques were used to control the unauthorized 
access of any documents and also to protect the ownership of media. But, in present days, the advancements of digital 
communication and availability of relatively cheap recording and storing devices, allow us to easily access, replicate and 
distribute digital multimedia contents without loss of quality. This is a major matter of concern for the owner of the 
multimedia documents (audio, video, text, and image) as multimedia documents are replacing traditional paper based 
documents for official and legal purposes. The most popular methods used for authentication of multimedia documents are 
digital watermarking. We propose a watermarking system, which uses scanned signature of the author as the watermark in the 
document and which is used to verify the author’s claimed identity. This paper presents a scanned signature watermarking 
scheme to restrict the intruders from getting unauthorized access to any multimedia documents and the embedded watermark 
is robust enough to survive all sorts of attacks. 
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I. INTRODUCTION 
 
Digital documents that are available in the Internet 
can be accessed and modified very easily by any user, 
whether she is authorized or not to do the job. This is a 
major security threats for the owner of the documents. 
We need some authentication and verification 
techniques to increase the integrity of the document. 
One of the well known approaches used for this 
purpose is cryptography. But, it takes lots of time and 
resource to successfully implement the whole 
approach. Another alternative approach to implement 
the authenticity of the multimedia documents is digital 
watermarking. In this approach, character 
information is embedded within the document to 
provide ownership information of the document.  
 
But, it is not sufficient to prove the ownership of the 
document, as anyone can easily put this information 
within the document and can claim the ownership of 
the document. For the purpose of document 
authentication, we not only need the ownership 
information but also needs to satisfy that the received 
information was not tampered during the transmission 
by any unwanted users. The use of scanned signature 
as a watermark within the transmitted document 
allows us to identify the changes that are made after 
the document was created and watermarked and thus 
reducing the chances of getting forged document. 
Section – II of the paper provides some general views 
about document authentication approaches. Section – 
III describes the approach of Digital Watermarking. In 
Section – IV, the process of watermarking using 
Scanned signature approach is described. Section – V 
highlights the conclusions and future scopes of the 

overall paper.  
II. AUTHENTICATION APPROACH OF 

DOCUMENTS 
 
To implement authentication on a document, we must 
embed watermark information on the document after 
generating the document and ensure that the 
watermark is robust enough to restrict any kind of 
changes made to the document. At the receiving end, 
the received document is checked for integrity and 
authenticity. Any kind of changes, either on original 
document or on underlying watermark, is easily 
detectable and the receiver can conclude that the 
received document has been tampered by some 
intruders. We actually used the watermark method to 
restrict an intruder from making any changes on the 
multimedia documents and if the intruder is capable 
enough to make any changes on the documents or on 
the watermark, the change is easily detectable. The 
watermarking system, that we want to develop, should 
have the following properties: 
 
1.     It should be capable enough to identify the 
changes that are made on the document. 
2.     It should be capable enough to restrict any kind 
of changes on the underlying embedded watermark. 
3.     It should be capable enough to identify whether 
any changes made at all or not. 
4.    The watermarking technique does not make any 
kind of visible changes on the original documents. 
 
III. DIGITAL WATERMARKING 

APPROACH  
 
In Digital watermarking, we insert digital information 
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into the content so that the information can be used for 
the purposes of ownership verification and/or 
authentication. Digital watermarking is a way to 
protect ownership property from illegal usage. A 
watermark always resides permanently within the host 
information. The watermark is hidden in the host data 
in such a way that no one can separate it from the 
original work but the work is still accessible. If the 
hidden watermark is tampered in adversely, then the 
original information will be inaccessible. 
 
It inserts the hidden information into the content, also 
called the cover-media. This hidden information is 
called the watermark. After inserting the watermark 
via specific algorithms, the original media will be 
slightly modified and is referred as watermarked 
media. After embedding the watermark, the 
watermarked media are sent over the transmission 
channel to the receiver, where they are checked for 
authenticity of the content owner. A technique called 
watermark extraction is performed here for 
verification of the ownership.  
 
The watermark information is fully depends on the 
application type. Watermark embedding and detection 
can sometimes be considered analogous to encryption 
and decryption in cryptography. There are two types of 
cryptographic approaches that we can use in 
watermark applications – Secret-key approach and 
Public-key approach. Public-key watermarking 
algorithms have been proposed a system which 
consists of two types of keys: a public and a private 
one. Content can be watermarked using the private 
key, whereas the public key is used to verify the mark.  
In Secret-key watermarking we have an embedding 
function that takes a message, an original work and 
outputs a watermarked work. Similarly, we have a 
detection function, which takes a watermarked work 
and outputs a message. The mapping between 
watermarked work and the messages is controlled by a 
watermark key. Watermarking algorithms based on a 
Secret-key present a security that they do not allow a 
public recovery of the watermark. To implement 
Secret-key watermarking, the watermark embedder 
use one watermark key and the watermark detector use 
the same watermark key for extraction.  
 
In watermark embedding process, the input to the 
scheme is the watermark, the cover-media and a 
Secret-key. The Secret-key is used to enforce security, 
which is the prevention of unauthorized parties from 
recovering and manipulating the watermark. The 
output of the watermarking scheme is the 
watermarked document.  
 
In Watermark detection process, inputs to the scheme 
are the watermarked document and Secret-key (that 
are used in the watermark insertion). The output of the 

scheme gives us some kind of confidence measure 
regarding privacy and confidentiality of the document 
by checking integrity and authenticity of the test data. 
  
IV. AUTHENTICATION OF MULTIMEDIA 

DOCUMENTS USING SCANNED 
SIGNATURE WATERMARKING 
APPROACH 

 
Signature of the owner of the document is captured at 
the time of document generation and a scanned image 
of that biometric signature is produced at that time. 
This scanned image is embedded within the document 
to act as the underlying watermark. This underlying 
watermark is actually used to incorporate authenticity 
and integrity of document. The watermark embedding 
function is used to embed the generated watermark 
within the document and the watermark detection 
function is used to identify the originality of the 
document as well as the embedded watermarks. 
 
The design is divided into 3 interlinked parts - 
collection of owner’s signature and generation of 
scanned signature to act as watermark, embedding the 
generated watermark into the original documents and 
watermark detection to identify the authenticity. 
 
a. Watermark Generation – We know that 
handwritten signatures are used to certify the contents 
of the document. In normal life, only visual inspection 
is needed to identify whether two signatures are same 
or not. But, in digital environment we need much 
specific approach to identify whether two signatures 
are similar or not. In our approach, initially a 
signature of the owner of the document is taken on a 
paper, just like the biometric signature. After getting 
that, a scanned image of that biometric signature is 
generated very easily with the help of a scanner. This 
scanned image will act as the embedded watermark 
within the original document and helps us to identify 
whether the received document is original or 
tampered. 
 
b.  Watermark Embedding – The process of 
embedding the watermark image into the original 
multimedia document should ensure that pixel values 
are modified as little as possible. So that no visible 
changes can appear in the document and the existence 
of the underlying watermark is also be hidden from 
everyone. We have designed a function called E (k, d), 
which will embed a scanned signature as watermark 
on a multimedia document d with a key k. We use a 
pseudo-random number generator to generate the 
pseudo-random number. It is generated with the help 
of another function RND (x), where x is the seed of the 
function which depends on the key k. We have chosen 
a random sequence of length of 192 to act as a initial 
seed and subsequent seeds are generated based on the 
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value generated by the pseudo-random number 
generator. We will generate a pair of public/private 
keys (PUK, PRK) for each and every digital 
multimedia document. PUK is the public key, which is 
openly available and using which any one can access 
the digital information that are distributed freely in the 
internet. It is developed with the help of iterated hash 
function and for that reason it is expected to be 
collision free. PRK is the private or secret key and 
which is not disclosed to external user. This key is kept 
under the direct control of the owner. She can generate 
the pair (PUK, PRK), each of which is 
cryptographically related to the other. One can inspect 
the digital multimedia document with the help of PUK 
but can only modify them with the help of PRK. As 
PRK is not available to the external user and it is not 
derivable from known PUK, it is expected that security 
can be preserved. For every digital multimedia 
document, the owner of the document generates a 
unique serial number USN with the help of our 
developed function S (PRK, d) and assigns the 
generated unique serial number USN to the digital 
document. This USN will be hidden on the digital 
document and act as watermark along with the 
scanned image of the signature for security of the 
digital multimedia document. After inserting the 
watermark on the digital document, the owner will 
compute the signature of the document with the help 
of our developed function S (USN, d). These computed 
signatures (CS) along with the watermarked digital 
multimedia documents is encrypted with the help of 
our developed function EC (USN, d, CS) and are 
finally transmitted to the user for user access. 
 
c. Watermark Detection and Authentication - When 
any user wants to access the digital multimedia 
documents, she collects the freely available public key 
PUK of that document from owner’s website and using 
that she can get access to that digital document. When 
any user supplies PUK to the computer, internally the 
computer will re-encrypt the stored document with the 
help of same function EC and display the document to 
the intended user if everything remains normal. So, 
access is allowed when user does not forging anything 
to the stored digital multimedia document. But, if she 
wants to tamper the document, she is restricted to 
access the document online. When she is forging the 
digital document, the computer will calculate the 
signature of the document again (CS’) and compares it 
with the stored signature (CS). They do not match 
when original document is changed due to forging and 
it will restrict the user from accessing the document. If 
they match, then another verification step is 
performed. In this step, the stored watermark is 
retrieved from the document and compares with the 
USN, which is stored via encrypted form on the digital 
document. If a document is forged by external user, 
then USN will be different from the watermarked one 

and computer will not allow the user to access the 
document. Once the watermark image is recovered, a 
reverse mapping is done and which will return back 
the embedded scanned signature and integrity of the 
multimedia document is established. The extracted 
scanned signature, which is used as a watermark, is 
used for verification of the author’s identity. 
 
CONCLUSIONS AND FUTURE SCOPES 
 
This paper proposed a watermarking approach, where 
a scanned signature image is embedded within the 
document to identify the ownership of the document. 
The approach can easily retrieve the embedded 
signature at the receiving end and at the same identify 
whether any changes have made to the document or 
not. This approach requires relatively in expensive 
hardware like scanner to capture the signature 
information, which will be finally act as a watermark 
for checking the authenticity of the multimedia 
document. So, the implementation cost is very low and 
resource requirement is not too high. Now we are 
considering on developing a system, where on-line 
signature can be used as watermark instead of scanned 
signature and it is our expectation that the future 
approach will allow us to provide much more security 
on the digital multimedia documents than our present 
approach.  
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