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Abstract- Now a days firewall is most widely deployed and becoming most important part of the network security. Firewall 
is used as most effective security mechanism for various organizations, institutes. Security provided by the firewall is mainly 
depends on the policy configured in it. Due to complex nature of firewall configurations, designing and managing firewall 
policies is often error prone which creates security hole. Various tools are available to detect and resolve the misconfigurations 
(anomalies) identified in firewall policy. In our proposed approach for conflict identification and resolution rule based 
segmentation is used with grid based representation which diagnosis anomaly more accurate. We are making redundancy 
removal faster by using signature generation mechanism. This will give optimized rules to the firewall while minimizing time 
required for identifying and resolving the policy misconfigurations. 
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I. INTRODUCTION 
 
Firewall is a barrier between two networks in which 
one is assumed to be secured or trusted network and 
another is untrusted network. Firewall examines all 
packets coming to it and leaving from it depending 
upon firewall policy decided by administrator. The 
rules of the policy are logically related with each other. 
Configuring the firewall policy is very crucial and 
tedious task. Network topology will get change as 
changes in user requirements. Network analyzer 
analyze network traffic time to time, he remove or 
modify the rules of that policy which are not at all 
active or allowing unauthorized traffic. These changes 
in policy can change policy semantics. Therefore we 
required an effective mechanism or tool which will 
detects the misconfigurations in policy and give 
proper resolution. Now a day’s much attention is 
received for the policy anomaly detection and its 
resolution. Several researchers inspected the firewall 
policies collected from different organizations and 
they indicate that firewall policies contains anomaly. 
Policy analysis tools, such as Firewall Policy Advisor 
and FIREMAN are introduced. Firewall Policy 
Advisor can detect anomalies only in pair of rules of 
that firewall policy. They showed that relation 
between two rules must be distinct, according to this 
rules policy conflicts are identified. To detect multiple 
rule involves in an anomaly FIREMAN is introduced. 
By analyzing relationship between one rule and packet 
space derived by all preceding rules FIREMAN detect 
anomalies. For each firewall rule, FIREMAN only 
examines all preceding rules but ignore all subsequent 
rules while performing anomaly analysis. Firewall 
Policy Advisor and FIREMAN are only detecting the 
anomalies but not giving any resolution strategies to 
resolve them.  

Firewall Anomaly Management Environment 
(FAME) is introduced which gives all rules involved 
in detected anomalies and also provide resolution for 
those anomalies. We are extending the work done by 
the Hongxin Hu, Gail-JoonAhn, Kulkarni on the 
FAME. FAME adopts rule base segmentation 
technique which divides entire packet space defined 
by the policy into disjoint segments using the 
algorithm given in. Binary decision diagram 
(BDD)-based data structure is used to represent rules 
and to convert a list of rules into a set of disjoint 
network packet spaces performs various set 
operations. To convert a list of rules into a set of 
disjoint network packet spaces rule based 
segmentation technique has been recently introduce to 
deal with several research problem such as firewall 
testing and optimizations. Each segment represents 
unique set of rules which match the same packet 
space. Conflicts are identified as if segment contains 
at least one rule which differs in action of the other 
rule. Once conflicts are identified to resolve this 
conflicts action for each segment is decided depending 
on network oriented and policy oriented strategies 
manually selected by the administrator. Once action 
constraint is assigned to segments then it is necessary 
to match action of segment and action of first rule in 
that segment. This can be achieved by reordering 
rules. For redundancy elimination every rule subspace 
is assign with property as removable, weak 
irremovable, strong irremovable, correlated, which 
reflects the characteristic of that rule subspace in that 
segment. The rule having all rules subspaces with the 
property as removable is identified as a redundant 
rule.  
More powerful tool is required which detects all rules 
involved in the all possible conflict and time required 
to resolve them should be less. Our main aim is to 
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reduce the time required for conflict identification and 
resolution and redundancy removal. Our signature 
generation mechanism gives better performance for 
redundancy removal than the mechanism used in 
FAME. We demonstrate how efficiently our approach 
can discover and resolve anomalies in firewall policies 
while taking less time and space. Some tools are used 
to discover the anomalies in distributed firewall, but 
we are mainly concentrating in single firewall. The 
goal of this paper is to give better mechanism for 
detection and resolution of policy conflicts. We give 
an overview of the how firewall policy is and 
anomalies in policies. Then we are introducing our 
approach with comparison of results generated by 
approach used in FAME and our improved approach.  
We then conclude the paper. 
 
II. FIREWALL POLICY ANOMALIES 
 
Firewall policy consists of ordered rules which will 
define what action should be taken on the packets 
matching to the packet space of that rule.  Each rule is 
consist of network fields such as source IP address, 
destination IP address, source and destination port, 
action, protocol. For our work we are taking rule 
format as shown below: “<rule_name> <protocol> 
<src_ip> <src_port> <dest_ip> <dest_port> 
<action>”. The source IP and destination IP address 
can be a single host’s address or network address. The 
symbol ‘*’ is used to represent any. 
General misconfigurations identified in firewall 
policies: 
1) Shadowing: If the packet match by the one rule is 
also matched by the one or set of preceding rules while 
they perform different action then we can say it is 
shadowed rule. In shadowing one rule intends to 
accept the packets which are denied by the previous 
rule(s) and vice-versa.  
2) Generalization: If the subset of the packets matched 
by rule is also matched with the one or set of previous 
rules with different action then we can say this rule is 
generalization of one or set of previous rules. 
3) Correlation: If the intersection of two rules match 
the same packets but having different action then this 
two rules are said to be correlated with each other.   In 
this case, packets matched by the intersection of these 
two rules are allowed by one rule while denied by the 
other rule. 
4) Redundancy: If removal of a rule is not affecting the 
policy semantics or there is another same or more 
general rule is available with the same action then rule 
is said to be redundant. 
 
Shadowing and redundancy are considered as an error 
while generalization and correlation is considered as a 
warning because it is used to exclude part of a larger 
set from certain action without prior knowledge about 
the administrator’s intention we can’t say it as a 

misconfiguration. Shadowed rule might allow the 
traffic which is supposed to be denied or vice versa. 
Redundant rule may not affect any filtering decision 
but it increases the search time and space required. 
Therefore our main aim is to identify the shadowed 
and redundant rule and remove them. 

 
Figure 1: Policy Anomaly Management Framework. 

 
III. IMPROVED ANOMALY 

MANAGEMENT FRAMEWORK  
 
To make the firewall more efficient we have to do 
configuration of firewall, detection and removal of 
anomaly as fast as possible. The approach used in 
FAME cannot be used on fly to identify conflict during 
configuration time itself. First level rule redundancy 
can be run to avoid duplicates before passing to 
identification of segment, this will reduce the time to 
identify conflicts which is not the case in FAME. 
Therefore this approach is modified which is as shown 
in fig 1. In the first two steps signature generated on 
each new rule reading and matched with the existing 
signature stored in hash table. If entry is found then it 
is sensed that this is redundant rule and will inform to 
user. The third step uses rule based segmentation 
technique to divide entire packet space into disjoint 
segments. In forth step correlation groups are 
identified and policy conflicts belonging to different 
conflict correlation groups are resolved separately. In 
the fifth step depending on the characteristics of the 
conflicting segment action constraint is generated so 
that the all packet matching to that segment follow the 
same action. In the sixth step combination of a 
permutation and a greedy rule reordering algorithm is 
used to obtain optimal solution to resolve the policy 
conflicts.  
 
Many times firewall policies are written by different 
administrators and updated to accommodate new 
security requirements and network topology changes. 
It makes the firewall policies more error prone, 
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therefore in our proposed approach all firewalls rules 
are configured from the single configuration panel 
and conflict identified and resolve by conflict 
resolution module before distributing the rules to the 
firewall as shown in fig 2. In our proposed system for 
anomaly detection rule based segmentation is used 
same as in FAME.  
In FAME for redundancy check we have to generate 
again packet space segments to assign them properties 
to confirm the redundant rules. We can reduce this 
extra overload of generating the packet space 
segments of system as redundancy removal is made 
fast by generating signatures for each rule and storing 
in Hash table. 
 

 
Figure 2: Architecture of Proposed System. 

 
Signature of each rule is generated by algorithm 1; we 
are dividing source IP address (SIP) and destination IP 
address (DIP) in four parts each with one byte. The 
separate hash value for each SIP and DIP is stored into 
the hashmap. The signature of rule r is value of ‘hash’ 
which is stored into the hash table. The signature 
generated by our algorithm for the rule ’r2, TCP, 
10.19.1.*, *, 192.168.9.7, 25, deny’ is 
’D10.19.1192.168*, 25,TCP’.   
 
On configuration of new rule, signature is generated 
and matched with entries in Hash table. If entry is 
found the rule is rejected as redundant before 
generating segments, so that time and space required 
for generating packet space segments for redundant 
rules will get reduced. The hash tables are more 
efficient than search trees and any other table lookup 
structure. This will provide good response time for the 
user when he configures the rules. As we first 
removing the redundant rules so time required for 
detecting and removal of conflict is get reduced.  
 
Algorithm 1: Signature generation for each rule. 
Input: Set of Rules R. 
Output: Signatures for all rules. 
1. /* Hash value of rule */ 
2. for each r � R 
3. do 
4. if (Actioni == allow) 

5. hash ←A; 
6. else hash ← D ; 
7. for each SIP.parts[ ] 
8. do 
9. if (SIP. Parts[]) � hashmap 
10. then hash.Append(hashmap); 
11. else SIP.parts[i].Append[i+1]; 
12. for each DIP.parts[ ] 
13. do 
14. if (DIP.parts[]) � hashmap 
15. then hash.Append(hashmap); 
16. else DIP.parts[i].Append[i+1]; 
17. hash.Append(s_porti;d_porti;protocoli); 
18. return hash; 
 
Segmentation of packet space for the rules is done in 
real time instead of batch mode in the existing system. 
Due to this conflict can be identified and solved in real 
time during configuration. But this will require more 
memory space. An efficient firewall configuration 
should require the minimum number of rules and use 
least amount of memory and incurs the least amount of 
computational load while achieving the same filtering 
goals. Therefore by splitting the conflict resolution 
module away from the firewall, we can implement in a 
separate server, so memory will not be a problem. 
Optimized rules generated by the conflict resolution 
module are given to the firewall for packet filtration. 
 
IV. RESULT AND ANALYSIS 
 
Simulation of project is done on the laptop with the 
windows 8 operating system, intel core i3 processor 
with 2GB RAM. Project coding is done in java on the 
platform JDK1.6. In the absence of publicly available 
firewall policies, we create our own firewall policy 
database for the experiments according to the 
characteristics of real-life firewall policy. The 
database which is input for our tool that includes rules 
which are in the following format with the networking 
fields as discussed in section 1. 
 
 r11, UDP, 10.1.2.*,*, 172.32.1.*, 53, deny 
 
We had taken 3 different policies named as P1, P2, P3 
which contains 30, 40, 50 number of rules 
respectively. For each policy we are considering 3 
cases best case, average case, worse case which 
indicates that percentage of redundancy and conflict 
in it is 0, up to 50 and more than 50 respectively. Each 
policy is loaded into FAME tool and runs in both Hash 
Based and non-hashed based methods. Hash based 
method used our improved approach while 
non-hashed method uses the approach used in FAME. 
Performance measurement is done in three metrics 
such as memory consumption, execution time and risk 
value which are measured for each policy in both 
methods. 
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Table I: Evaluation of time complexity 

Policy 

Time(milli sec) 

Non-Hash based Hash based 
Bes

t 
case 

Avg 
case 

Worse 
case 

Bes
t 

case 

Avg 
case 

Worse 
case 

P1 235 265 312 265 204 204 
P2 328 390 406 359 329 344 
P3 390 454 468 391 374 345 

Table II: Evaluation of memory consumption 

Policy 

Memory (kb) 

Non-Hash based Hash based 
Bes

t 
case 

Avg 
case 

Worse 
case 

Bes
t 

case 

Avg 
case 

Worse 
case 

P1 470 550 590 470 450 460 
P2 600 740 770 600 580 620 
P3 760 890 930 760 740 690 

 

 
Figure 3: Graph for time measurement in existing and proposed 

method. 
 

 
Figure 4: Graph for risk analysis in existing and proposed 

method. 
 

 
Figure 5: Graph for memory consumption in existing and 

proposed method. 
Table III: Risk analysis 

Polic
y 

Risk 
Non-Hash based Hash based 

Best 
case 

Avg 
case 

Wors
e case 

Best 
case 

Av
g 

cas
e 

Wors
e case 

P1 0 6 7 0 4 6 
P2 0 7 11 0 6 9 
P3 0 13 15 0 8 10 

Time taken to generate the packet space segments to 
identification and resolution of the conflicts by our 
Hash based method is less than the time taken by the 
existing method which is shown by a graph in fig 3 
and table I. The time taken for segment generation and 
conflict identification and resolution by our proposed 
method for best case is more than existing non hash 
based method because policy contain 0% anomalies so 
time required for generating and checking signature is 
added more into it.  
 
Memory consumption is mainly space required to 
store the rules and the packet spaces generated for that 
particular policy. The graph which is plotted against 
memory spaced used by the policy and number of rules 
having by that policy is shown in fig 5 and table II. As 
in our proposed method we removing the redundant 
rules at the time of configuration so the space required 
to store non redundant rules and segments generated 
for them is less than the space required to store all 
rules and segments generated for all these rules in 
existing system. The risk value for each policy is 
calculated in hash based and non-hash based method. 
Fig 4 and table III shows that the risk value of policy is 
reduced by using our proposed method. 
 
CONCLUSION 
 
Firewall security like any other technology requires 
proper management to provide the proper security 
service. The process of configuring a firewall is very 
crucial task due to interdependency between the policy 
rules. Firewall Policy advisor and FIREMAN can only 
detects the anomalies in firewall policies. These tools 
are not providing any anomaly resolution strategy. 
Therefore, FAME tool is introduced which gives 
better anomaly detection and resolution. The grid 
based representation gives better understanding to 
represent and identify the conflicting segments and 
rules involved in the conflicting segment. Our 
proposed system works on the same strategy used in 
FAME for segment generation and resolution.  
 
Our improved FAME tool solves the conflicts in real 
time as it detects anomalies at the time of 
configuration. For redundancy removal we are using 
signature generation mechanism. Redundant rules are 
identified by matching signature and removed at the 
time of loading of rules, which reduces memory 
consumption and time required to generate the packet 
space segments, identification and resolution of 
conflicts.  
 
FUTURE WORK 
 
The FAME tool with our proposed method is worked 
for single firewall. In future research we can extend 
this work for distributed firewall. 
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