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Abstract: Wireless Sensor Networks (WSNs) are more and more used in data-intensive application such as microclimate 
monitor, We using low cost throwaway mobile relays to reduce the energy use of data-intensive WSNs. Our approach differs 
from previous work in two main aspects. First, it does not require multifaceted motion preparation of mobile nodes, so it can 
be implemented on a number of low-cost mobile sensor platforms. Second, we put together the energy use due to both 
mobility and wireless transmissions into a holistic optimization framework. Our framework consists of three main 
algorithms. The first algorithm computes an best routing tree haughty no nodes can move. The second algorithm improve the 
topology of the routing tree by greedily addition new nodes exploit mobility of the newly added nodes. The third algorithm 
improve the routing tree by relocate its nodes without altering its topology. This iterative algorithm converge on the best 
place for each node given the restriction that the routing tree topology does not change. We present efficient distributed 
implementations for each algorithm that require only limited, localized synchronization. Because we do not of necessity 
compute an optimal topology, our final routing tree is not necessarily optimal. However, our simulation results show that our 
algorithms considerably outperform the best existing solutions. In this paper, we propose two novel node clone discovery 
protocols with different tradeoffs on network conditions and presentation. The first one is based on a dispersed hash table 
(DHT), by which a fully decentralized, key-based caching and checking system is construct to catch cloned nodes 
effectively. The protocol presentation on efficient storage use and high security level is hypothetically deducted through a 
probability model, and the resulting equations, with necessary adjustments for real application, are support by the 
simulations. Although the DHT-based protocol incurs similar message cost as previous approaches, it may be considered a 
little high for some scenario. To address this concern, our second distributed detection protocol, named randomly directed 
exploration, presents good message presentation for dense sensor networks, by a probabilistic directed forwarding technique 
along with random initial direction and border determination. The simulation results uphold the protocol design and show its 
competence on message overhead and satisfactory discovery probability. 
 
Keywords: Wireless Sensor Networks (WSNs), DHT-based protocol, Distributed detection protocol 
 
 
I. INTRODUCTION 
 
we use low-cost disposable mobile relays to reduce 
the total energy consumption of data-intensive 
WSNs. Different from mobile base station or data 
mules, mobile relays do not transport data; instead, 
they move to different locations and then remain 
stationary to forward data along the paths from the 
sources to the base station. Thus, the communication 
delays can be significantly reduced compared with 
using mobile sinks or data mules. Moreover, each 
mobile node performs a single relocation unlike other 
approaches which require repeated relocations. We 
make the following contributions in this  paper: 
 
1. We formulate the problem of Optimal Mobile 
Relay Configuration (OMRC) in data-intensive 
WSNs. Our objective of energy conservation is 
holistic in that the total energy consumed by both 
mobility of relays and wireless transmissions is 
minimized, which is in contrast to existing mobility 
approaches that only minimize the transmission 
energy consumption. The tradeoff in energy 
consumption between mobility and transmission is 
exploited by configuring the positions of mobile 
relays. 

2. We study the effect of the initial configuration on 
the final result. We compare different initial tree 
building strategies and propose an optimal tree 
construction strategy for static nodes with no 
mobility. 
3. We develop two algorithms that iteratively refine 
the configuration of mobile relays. The first improves 
the tree topology by adding new nodes. It is not 
guaranteed to find the optimal topology. The second 
improves the routing tree by relocating nodes without 
changing the tree topology. It converges to the 
optimal node positions for the given topology. Our 
algorithms have efficient distributed implementations 
that require only limited, localized synchronization. 
4. We conduct extensive simulations based on 
realistic energy models obtained from existing mobile 
and static sensor platforms.  
In this paper, we present two novel, practical node 
clone detection protocols with different tradeoffs on 
network conditions and performance. The first 
proposal is based on a distributed hash table (DHT), 
by which a fully decentralized, key-based caching 
and checking system is constructed to catch cloned 
nodes. The protocol’s performance on memory 
consumption and a critical security metric are 
theoretically deducted through a probability model, 
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and the resulting equations, with necessary 
adjustment for real application, are supported by the 
simulations. In accordance with our analysis, the 
comprehensive simulation results show that the DHT-
based protocol can detect node clone with high 
security level and holds strong resistance against 
adversary’s attacks. Our second protocol, named 
randomly directed exploration, is intended to provide 
highly efficient communication performance with 
adequate detection probability for dense sensor 
networks. In the protocol, initially nodes send 
claiming messages contain a neighbor-list along with 
a maximum hop limit to randomly selected 
neighbors; then, the subsequent message transmission 
is regulated by a probabilistic directed technique to 
approximately maintain a line property through the 
network as well as to incur sufficient randomness for 
better presentation on communication and resilience 
against adversary. In addition, border determination 
mechanism is employed to further reduce 
communication payload. During forwarding, 
intermediate nodes explore claiming messages for 
node clone detection. By design, this protocol 
consumes almost minimal memory, and the 
simulation show that it outperforms all Other 
detection protocols in terms of communication cost, 
while the detection probability is satisfactory. The 
rest of the paper is organized as follows.  
 
II. DISTRIBUTED ALGORITHMS 
 
Our solutions to the three sub problems assume a 
centralized scheme in which one node has full 
knowledge of the network including which nodes are 
on the transmission paths to each source, the original 

physical position  of each node , and the 
total message length m to be sent from each source. 
Whereas the centralized algorithm computes the 
optimal static tree and the optimal position of each 
node in the restructured tree, it incurs prohibitively 
high overhead in large-scale networks. We now 
present a distributed and decentralized version of 
each of our algorithms. We modify the first phase, the 
tree construction phase, to use a fully distributed 
routing algorithm. We pick greedy geographic 
routing since it does not require global knowledge of 
the network although any algorithm with such 
property can be used. After a routing tree is 
constructed, the tree restructuring phase begins. 
Network nodes outside the tree broadcast their 
availability (as NODE_IN_RANGE message) to tree 
nodes within their communication range and wait for 

responses for a period of time  . Similarly, tree 

nodes enter a listening phase . During that 
period, tree nodes receive messages of different types 
(NODE_IN_RANGE, OFFER,...). Each tree node 
that receives one or more NODE_IN_ 

RANGE message responds to the sender by giving it 
its location information and its parent s location 
information. Each non tree node s that receives 

location information from a tree node s during 

computes the reduction in cost if it joins the tree 
as parent of s and add s to a list of candidates. At the 

end of , the non tree node selects from the 
candidate list the node that results in the largest 
reduction and sends it an offer. It also sends the tree 
node with the second largest reduction a 

POTENTIAL_OFFER message. At the end of , 
each tree node v 
that collected one or more offers and potential offers 

operates as follows: If  best potential offer 
exceeds its best offer by a certain threshold B and 

has not already waited R rounds, waits 
rather than accepting its best offer in the hopes that its 
best potential offer will become an actual offer in 
another round. By waiting, it sends everyone a 
REJECT_OFFER, restarts the listening phase, and 
records that it has waited another round. Otherwise, 

accepts its best offer by responding to its sender 
p with an ACCEPT_OFFER message and to the 
remaining nodes with a REJECT_OFFER message. It 
then updates its parent in the tree to p, resets T and 
starts the listening phase again. A nontree node p that 
receives an ACCEPT_OFFER message moves to the 
corresponding local optimal location and joins the 
tree. It becomes a tree node and enters the listening 
phase. On the other hand, if p does not receive an 
ACCEPT_OFFER, p repeats the process by 
broadcasting its availability again and resetting T. We 
note that values in p’s candidate list cannot be reused 
to extend offers to old tree nodes since those tree 
nodes could have a new parent at this point in time. 
When the second phase ends, any remaining non tree 
nodes stop processing whereas tree nodes enter the 
tree optimization phase. It shows the algorithm 
executed by each tree node. Giving tree nodes the 
ability to wait before accepting an 
offer increases the chances of using mobile relay 
nodes to their full potential. For example, consider a 
scenario where several mobile relay nodes can greatly 
improve the capacities of several tree links but are all 
closest to one specific link. They will all send offers 
to the same tree node while the rest of the tree nodes 
in their proximity will receive modest offers from 
more distant mobile nodes. If the tree nodes cannot 
wait, they will be forced to accept a modest offer and 
the mobile nodes will either remain unused or they 
will help more distant tree nodes where their impact 
is reduced since they use up more energy to get to 
their new location. The centralized tree optimization 
algorithm can be transformed into a distributed 
algorithm in a natural way. The key observation is 
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that computing each u only depends on the current 
position of s tree (children and parent), nodes that s 
for node s neighbors in the normally communicates 
with for data transfers. Thus, s can perform this 
computation. The distributed implementation 
proceeds as follows: First, there is a setup process 

where the sender sends a discover message that 
ends with the receiver s ; the two purposes of this 
message are 1) to assign a label of odd or even to 

each node and 2) for each node s to learn the 

current positions of its neighbors. A node sends 
its current position to node s when acknowledging 
receipt of the discover message. Second, there is a 
distributed process by which the nodes compute their 
transmission positions. 

 
 

 

perform the transmission. To ensure the second 
process does not take too long, we limit the number 
of rounds to 8; that is, each node computes an 
updated position four times. Simulation results show 
that this is enough to obtain costs close to optimal. 
proposed model 
 
III. DHT-BASED DETECTION PROTOCOL 
 
 The principle of our first distributed detection 
protocol is to make use of the DHT mechanism to 
form a decentralized caching and checking system 
that can effectively detect cloned nodes. Essentially, 
DHT enables sensor nodes to distributively construct 
an overlay network upon a physical sensor network 
and provides an efficient key-based routing with in 
the overlay network. A message associated with a key 
will be transmitted through the overlay network to 
reach a destination node that is solely determined by 
the key; the source node does not need to specify or 
know which node a message’s destination is the DHT 
key-based routing takes care of transportation details 
by the message’s key. More importantly, messages 
with a same key will be stored in one destination 
node. Those facts build the foundation for our first 
detection protocol. As a beginning of a round of 
DHT-based clone detection, the initiator broadcasts 
the action message including a random seed. Then, 
every observer constructs a claiming message for 
each neighbor node, which is referred to as an 
examinee of the observer and the message, and sends 
the message with probability  independently. The 
introduction of the claiming probability is  
intended to reduce the communication overwork in 
case of a high-node-degree network. In the protocol, a 
message’s DHT key that determines its routing and 
destination is the hash value of concatenation of the 
seed and the examinee ID. By means of the DHT 
mechanism, a claiming message will eventually be 
transmitted to a deterministic destination node, which 
will cache the ID-location pair and check for node 
clone detection, acting as an inspector. In addition, 
some intermediate nodes also behave as inspectors to 
improve resilience against the adversary in an 
efficient way. 
A. Distributed Hash Table 
 
Before diving into the detection protocol, we briefly 
introduce DHT techniques. In principle, a distributed 
hash table is a decentralized distributed system that 
provides a key-based lookup service similar to a hash 
table: (key, record) pairs are stored in the DHT, and 
any participating node can efficiently store and 
retrieve records associated with specific keys. By 
design, DHT distributes responsibility of maintaining 
the mapping from keys to records among nodes in an 
efficient and balanced way, which allows DHT to 
scale to extremely large networks and be suitable to 
serve as a facility of distributed node clone  detection. 
There are several different types of DHT proposals, 
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such as CAN, Chord, and Pastry. Generally, CAN has 
least efficiency than others in terms of 
communication cost and scalability, and it is rarely 
employed in real systems. By contrast, Chord is 
widely used, and we choose Chordasa DHT 
implementation to demonstrate our protocol. 
However, our protocol can easily migrate to build 
upon Pastry and present similar security and 
performance results. The technical core of Chord is to 
form a massive virtual ring in which every node is 
located at one point, owning a segment of the 
periphery. To achieve pseudo-randomness on output, 
a hash function H is used to map an arbitrary input 
into a b-bit space, which can be conceived as a ring. 
Each node is assigned with a Chord coordinate upon 
joining the network. Practically for our protocol, a 
node’s Chord point’s coordinate is the 

 
Fig. 1. Chord network example, where the key space 
is 7-bit , seven records with different keys are stored 
in five nodes, and the successor table size G=2. For 
node , its direct predecessor is N109, and its two 
successors are N41 and N61 
 
hash value of the node’s MAC address. All nodes 
divide the ring into segments by their Chord points. 
Likewise, the key of a record is the result of the hash 
function. Every node is responsible for one segment 
that ends at the node’s Chord point, and all records 
whose keys fall into that segment will be transmitted 
to and stored in that node. As the kernel of efficient 
key-based routing, every node maintains a finger 
table of size  to facilitate a binary-tree 
search. Specifically, the finger table for a node with 
Chord coordinate y contains information of nodes 
that are respectively responsible for holding the t 
keys: mod fir  If two nodes 
are within the ring-segments distance, they are each 
other’s predecessor and successor by the order of 
their coordinates, with respect to predefined g. In 
theory, a Chord node only needs to know its direct 
predecessor and finger table. To improve resilience 
against network churn and enhance routing 
efficiency, every node additionally maintains a 
successor table, containing its g successors. Typical 
values of g are between 10 and 20.A demonstrative 
example of a Chord system with small parameters is 
given in Fig. 1. In this system, if node wants to query 

a record with key , it first looks up its successor table. 
Since 97 is not in (109, 61], namely (direct 
predecessor, the last successor], node proceeds with 
the finger table and finds that the next forwarding 
node should be because97 [72: the first item in finger 
table corresponding to, 109: direct predecessor). 
When receives this query about, by checking its 
successor table with two nodes of and, it determines 
the destination should be , as (88: itself, 109: the first 
successor]. When node gets the query, it knows itself 
be the destination because 97 (88: direct predecessor, 
109: itself]. 
B. Protocol Details 
As a prerequisite, all nodes cooperatively build a 
Chord overlay network over the sensor network. 
Cloned node may not participate in this procedure, 
but it does not give them any advantage of avoiding 
detection. The construction of the overlay network is 
independent of node clone detection. As a result, 
nodes possess the information of their direct 
predecessor and successor in the Chord ring. In 
addition,  each node caches information of its g 
consecutive successors in its successors table. Many 
Chord systems utilize this kind of cache mechanism 
to reduce the communication cost and enhance 
systems robustness. More importantly in our protocol, 
the facility of the successors table contributes to the 
economical selection of inspectors. One detection 
round consists of three stages. 
Stage 1: Initialization 
To activate all nodes starting a new round of node 
clone detection, the initiator uses a broadcast 
authentication scheme to release an action message 
including a monotonously increasing nonce, a 
random round seed, and an action time. The nonce is 
intended to prevent adversaries from launching a DoS 
attack by repeating broadcasting action messages. 
The action message is defined by 

 
Stage 2: Claiming neighbors information 
Upon receiving an action message, a node verifies if 
the message nonce is greater than last nonce and if 
the message signature is valid. If both pass, the node 
updates the nonce and stores the seed. At the 
designated action time, the node operates as an 
observer that generates a claiming message for each 
neighbor (examinee) and transmits the message 
through the overlay network with respect to the 
claiming probability .The claiming message by 
observer for examinee is  constructed by 

 
Where , are locations of  and ,respectively. 
Nodes can start transmitting claiming messages at the 
same time, but then huge traffic may cause serious 
interference and degrade the network capacity. To 
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relieve this problem, we may specify a sending 
period, during which nodes randomly pick up a 
transmission time for every claiming message. 
Stage 3: Processing claiming messages 
A claiming message will be forwarded to its 
destination node via several Chord intermediate 
nodes. Only those nodes in the overlay network layer 
(i.e., the source node, Chord intermediate nodes, and 
the destination node) need to process a message, 
whereas other nodes along the path simply route the 
message to temporary targets. Algorithm 1 for 
handling a message is the kernel of our DHT-based 
detection protocol. If the algorithm returns NIL, then 
the message has arrived at its destination. Otherwise, 
the message will be subsequently forwarded to the 
next node with the ID that is returned by Algorithm 1. 
Criteria of determining inspectors: During 
handling a message in Algorithm 1, the node acts as 
an inspector if one of the following conditions is 
satisfied. 
 

 
 

 

1) This node is the destination node of the claiming 
message. 
2) The destination node is one of the g successors of 
the node. In other words, the destination node will be 
reached in the next Chord hop. While the first 
criterion is intuitive, the second one is subtle and 
critical for the protocol performance. By Algorithm 1, 
roughly  of all claiming messages related to a 
same examinee’s ID will pass through one of the 
predecessors of 
the destination. Thus, those nodes are much more 
likely to be able to detect a clone than randomly 
selected inspectors. As a result, this criterion to 
decide inspectors can increase the average number of 
witnesses at a little extra memory cost. We will 
theoretically quantify those performance 
measurements later. In Algorithm 1, to examine a 
message for node clone detection, an inspector will 
invoke Algorithm 2, which compares the message 
with previous inspected messages that are buffered in 
the cache table. Naturally, all records in the cache 
table should have different examinee IDs, as implied 
in Algorithm 2. If detecting a clone, which means that 

there exist two messages  and  satisfying

 and , the witness node then 
broadcasts the evidence to notify the whole network. 
All integrity nodes verify the evidence 

message and stop 
communicating with the cloned nodes. To prevent 
cloned nodes from joining the network in the future, a 
revocation list of compromised nodes IDs may be 
maintained by nodes individually. It is worth noting 
that messages  and are authenticated by 
observers and, respectively. Therefore, the witness 
does not need to sign the evidence message. If a 
malicious node tries to launch a DoS attack by 
broadcasting a bogus evidence message, the next 
integrity node receiving it can immediately detect the 
wicked behavior by verifying the signatures of  
and  before forwarding to other nodes. 
C. Security Discussions 
Validity of Detection: The identity-based 
cryptographic system provides reliable identity 
authentication and message authentication for the 
DHT-based protocol. As a result, the adversary 
cannot falsify cloned nodes’ IDs; neither can the 
modify messages signed by integrity nodes. 
Moreover, a cloned node cannot lie to its observers 
about its location since a forged location would be far 
deviated from the communication range of the 
observers, which suffices to alert observers. 
Therefore, the detection guidelines are robust 
provided observers are honest. 
D.Thwarting Framing Attack:  
 
  A witness cannot forge an evidence to frame 
integrity nodes since the evidence eventually is 
composed of claiming messages from different 
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observers, and any node can verify them. However, 
for any witness-based detection protocol, including 
our two proposals and protocols in Table I, there 
exists a realistic threat that some malicious observers 
try to frame innocent nodes by claiming wrong 
locations for them. To thwart this attack, we 
introduce a mechanism that requires nodes to buffer 
evidence messages they received and to maintain a 
debit table for those observers in  evidence. When a 
node is declared as a clone in one or more evidences, 
assume one of its distinct locations is claimed by q 
different observers, then each of those observers 

should be debited by . If a node’s balance in the 
debit table exceeds a threshold, it should be revoked 
as well. We recommend one for the threshold. In this 
case, if a malicious node tries to frame an integrity 
node by claiming a false location for it, both nodes 
will be revoked. This one-exchanging-one strategy is 
quite fair and efficient as we do not need to 
distinguish which one is bad. When there is no 
framing attack in the network, integrity nodes are 
rarely revoke because a clone node’s location may be 
claimed by many observers. At most, the number of 
revoked integrity nodes will not exceed the number of 
malicious nodes. 
Protecting Witnesses: 
 
 Technically, the hash functions used in DHT do not 
need to be cryptographic hash functions. In practice, 
cryptographic ones are usually employed in the DHT 
systems because of their well uniformly random 
distribution of outputs and preventing potential 
abuses. For our protocol, a cryptographic hash 
function is indeed required because it will restrain the 
adversary’s abilities by application on 
as he cannot distinguish which nodes could more 
likely be witnesses before a round of detection. After 
disclosure of the random seed, the adversary may 
want to comprise witnesses to defeat detection. 
However, there are potential witnesses that are 
geographically randomly distributed in the network. 
Determining and capturing all the witnesses will be 
troublesome for the adversary. Moreover, those 
witnesses vary round by rounds. Consequently, the 
adversary cannot stop the detection by trying to 
capture a few witnesses. 
 
E.Coping With Message-Discarding: 
            The cloned nodes may discard claiming 
messages through them. Our protocol is resilient 
against it due to the characteristic of full 
distributiveness and balance of the DHT-based 
protocol. If there are only a few cloned nodes, the 
impact of this malicious action will be in significant. 
When the number of cloned nodes increases, more 
claiming messages will assure sufficient number of 
witnesses. The simulations later clearly indicate this 
result. In summary, the DHT-based detection protocol 
is secure in the adversary model. 

IV. PERFORMANCE ANALYSIS OF DHT-
BASED PROTOCOL 

 
For the DHT-based detection protocol, we use the 
following specific measurements to evaluate its 
performance: 
• average number of transmitted messages, 
representing the protocol’s communication cost; 
• average size of node cache tables, standing for the 
protocol’s storage consumption; 
• average number of witnesses, serving as the 
protocol’s security level because the detection 
protocol is deterministic and symmetric. 
A. Communication Cost 
            We denote the average path length between 
two random nodes by which varies from to 

, dependent on underlying 
sensor networks. According to the Chord’s properties, 
the average Chord-hop of a message that is, the 
number of transfers in the Chord overlay network is 

where is a constant number, usually less than 
1. Therefore, the average path hop length of a 
message is .There are  claiming 
messages in total for a round of detection. Thus the 
average number of messages sent per node is given 

by .Since the , and c are constant, 
the asymptotic communication cost of the DHT-based 

protocol is between and  
B. Storage Consumption And Security Level 
For simplicity, we hereby assume that all nodes, 
including compromised ones, abide by the detection 
protocol. Later in Section VI, we will see that the 
malicious behaviors such as discarding claiming 
messages only slightly affect those performance 
measurements. In this detection protocol, claiming 
messages associated with a same examinee’s ID will 
be transported to one destination node. Because there 
are n examinees and potential destinations, and due to 
the good pseudo-randomness of the Chord system, on 
average, every node stores one record in its cache 
table associated with one examinee’s ID as its 
destination, regardless of the number of claiming 
messages per examinee. In addition, for a designated 
examinee, the g predecessor nodes of the destination 
can act as inspectors; thus, they probably hold up to 
one record related to the examinee. We consider an 
ideal case that there are m claiming messages for 
each examinee, and those m messages are 
independently transmitted. Let denote the 
probability of a predecessor receiving a specific 
claiming m message, then the probability of a 
predecessor holding a record for an examinee is

Consequently, the average cache-
table size can be calculated by 
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If there are cloned nodes with a same ID in 
the network, then the destination node of claiming 
messages related to those nodes as examinees will 
deterministically become a witness to successfully 
catch the attack, while the g predecessor nodes of the 
destination may become witnesses if and only if they 
receive at least two claiming messages associated 
with different cloned nodes. It is easy to see that this 
probability is minimized as  when 

.  Therefore, as a lower bound for witness 
number, we only consider the case that there 
are two cloned nodes. In this case, them average 
witness number w can be obtained by 

          
1) Continuous Probability Model:  
We formalize a probability model to calculate . 
Because any practical Chord coordinate space is 
massive , we should use continuous 
probability model rather than discrete one. Recall that 
in the demonstrative example in Section IV-A, there 
is a line divided by g  points into segments, and 

 is determined by the ratio of segment length over 
line length. Based on the pseudo-randomness of the 
cryptographic hash function, we can safely assume 
that all  points coordinates are independent. 
Therefore, for any line constituted by consecutive 
points, the intermediate points are random. 
Definition 1 (Random Line Segmentation Model):  
There is a line of length 1, of which the starting and 
ending points coordinates are 0 and 1, respectively. 
We randomly generate g values over as point 
coordinates, and let random variable represent  the 

ith point, for  . Those continuous 
random variables  divide the line into 
segments. We want to determine the continuous 
probability distributions of segment lengths. We 
denote density function by f , cumulative distribution 
function by F , and expected value by E. Since the 
sample spaces of all random variables in this paper 
[0,1]are ,then  is implied for all 
cumulative distribution functions and density 
functions in this paper. Since g intermediate points 

are randomly selected, all segment lengths 
have a same probability distribution. Let R denote the  
random variable of the length of the first segment, 
which originates from 0. That is, 
Therefore, its cumulative distribution function Is 

 

Accordingly, its density function is 

      
The intermediate points in the proceeding model are 
corresponding to the predecessors, and the ending 
point represents the destination. In addition, due to 
pseudo-randomness of the Chord system, it is 
reasonable to assume that one claiming message 
randomly occurs in that line before the final 
transmission to the destination. Therefore, we can 
directly adopt R as the probability distribution of a 
predecessor receiving one claiming message. 
2) Analytic Formulas for Average Cache-Table 
Size and 
Average Witness Number: 
Theorem 1: In an ideal case where there are m 
Independent claiming messages for each examinee 
and is the successors table size, the average cache-
table size is 

 
and the average witness number, when there are two 
cloned nodes, is 

 
 
Proof: For a specific examinee’s ID, let s represent 
the probability of a predecessor receiving at least one 
claiming message, which results in one record in its 
cache table. By the analysis before, 

  thus, we can get 

 
and the density function is obtained by 

 
Thus, the expected value of is 

 
When there are two cloned nodes, each of them 
incurs m independent claiming messages. Let W 
represent the probability of a predecessor becoming a 
witness. Because  we have 

 
And 

 
Then, the expectation of W  is 
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Therefore, in the ideal case, the average size of cache 
tables is 

 
and the average witness number is 

 
That concludes the proof. It is worth mentioning that 
if is constant, the average wit- ness number is 
maximized when  because by (2) 

 
and the nonnegative denominator takes its minimum 
value when Consequently, the maximum 
witness  
 
number is 1+0.343m. 
 
3) Remarks: 
 
             In the reality of the DHT-based protocol, 
each examinee, on average, has claiming messages. 

Thus, we can use . However, the 
transmissions of claiming messages associated with a 
same examinee’s ID actually converge over the 
Chord key-based routing system. For a specific status 
of a Chord system, each segment has a different 
length, which would affect the hitting probability. In 
the ideal case, we take into account one level of such 
unbalanced segment. Therefore, if all messages 
transmis sions can be completed in two hops (that is, 
the first hop can reach the destination or one of its 
predecessors), the ideal case analyze is directly 
applicable. However, most messages shall go through 
more than two hops; then, every previous hop 
transmission will introduce correlation the next hop 
transmission. Consequently, they are not independent, 
and it is very difficult to directly model and analyze 
performance for the multilevel effect. Fortunately, 
through simulation studies, we discover that we may 
use those equations for the ideal case with some 
necessary adjustment to approximate the protocol 
practical performance on storage consumption and 
security level. Specifically, the message transmission 
correlation impact can be mimicked by decreasing g 
to a certain proportion, when we apply (1) and (2) to 
estimate the average cache-table size and the average 
witness number. In other words, even though the 
actual successors-table size is g, when we calculate 
performance measurements by those two equations, 
we use  which is smaller than with respect to a 
certain ratio. We will demonstrate it in Section VI of 
thorough simulations. 

 
V. RANDOMLY DIRECTED 

EXPLORATION 
 
 The DHT-based detection protocol can be applied to 
general sensor networks, and its security level is 
remarkable, as cloned nodes will be caught by one 
deterministic witness plus several probabilistic 
witnesses. However, the message transmission over a 
Chord overlap network incurs considerable 
communication cost, which may not be desired for 
some sensor networks that are extremely sensitive to 
energy consumption. To fulfill this challenge, we 
propose the rand omly directed exploration (RDE), 
which tremendously reduces communication cost and 
presents optimal storage expense with adequate 
detection probability. The RDE protocol shares the 
major merit with broadcasting detection: Every node 
only needs to know and buffer a neighbor-list 
containing all neighbors IDs and locations. For both 
detection procedures, every node constructs a 
claiming message with signed version of its neighbor-
list, and then tries to deliver the message to others 
which will compare with its own neighbor-list to 
detect clone. For a dense network, broadcasting will 
drive all neighbors of cloned nodes to find the attack, 
but in fact one witness that successfully catches the 
clone and then notifies the entire network would 
suffice for the detection purpose. To achieve that in a 
communicatively efficient way, we bring several 
mechanisms and effectively construct a multicast 
routing protocol. First, a claiming message needs to 
provide maximal h op limit, and initially it is sent to a 
random neighbor. Then, the message subsequent 
transmission will roughly maintain a line. The line 
transmission property helps a message go through the 
network as fast as possible from a locally optimal 
perspective. In addition, we introduce border 
determination mechanism to significantly reduce 
communication cost. 
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A. Protocol Description 
One round of clone detection is still activated by the 
initiator. Subsequently, at the designated action time, 
each node creates its own neighbor-list including the 
neighbors IDs and locations, which constitutes the 
sole storage consumption of the protocol. Then, it, as 
an observer for all its neighbors, starts to generate a 
claiming message containing its own ID, location, 

and its neighb-list. The claiming message by node  
is constructed by 

 
where is time to live (a.k.a. message maximum hop). 
Since tt1 will be altered by intermediate nodes during 
transmission, it should not be authenticated. The 
observer willdeliver the claiming message r  times. In 
each time, the node transmits it to a random neighbor 
as indicated. Note that can be a real number, and 
accordingly an observer transmits its claiming 
message at least[r] ,up to  ,[r] and on average r times. 
When an intermediate node receives a claiming 

message  it launches , which is described by 
pseudo code in Algorithm 3, to process the message. 
During the processing, node  , as an inspector, 
compares its own neighbor-list to the neighbor-list in 
the message, checking if there is a clone. Similarly, if 
detecting a clone, the witness node  will broadcast 
an evidence message 
to notify the whole network such that

 the cloned nodes are 
expelled from the sensor network. To deal with 
routing, node  decreases the message’s by 1 and 
discards the message if reaches zero;  

 
 
Essentially, Algorithm 4 contains the following three 
mechanisms. 
• Deterministic directed transmission  
[Fig. 5(b)]: When node receives a claiming message 
from previous node, the ideal direction can be 
calculated. In order to achieve the best effect of line 

transmission, the next destination node should be 
node , which is closest to the ideal direction. 
• Network border determination 
[Fig. 5(c)]: This takes network shape into 
consideration to reduce the communication cost. In 
many sensor network applications,  there exist outside 
borders of network due to physical constrains. When 
reaching some border in the network, the claiming 
message can be directly discarded. In our proposal for 
border local determination, another parameter 
target range is used along with ideal direction to 
determine a target zone. When no neighbor is found 
in this zone, the current node will conclude that the 
message has reached a border, and thus throw it 
away. 
• Probabilistic directed transmission 
               [Fig. 5(d)]: In the probabilistic directed 
transmission, parameter priority range along with the 
ideal direction is used to specify a priority zone, in 
which the next node will be selected. When no nodes 
are located in that zone, the deterministic directed 
candidate within the target zone will be selected as 
the next node. If there are several nodes in the 
priority zone, their selection probabilities are 
proportional to their angle distances to priority zone 
border. In this way, the desired line transmission 
property is reserved, while a certain extent of 
important randomness is introduced. If solely using 
deterministic directed mechanism for routing in a 
sensor network whose mobility is predictable, a 
claiming message will be transmitted in a 
deterministic manner, except for a limited number of 
initial random directions. As a result, the adversary 
may remove some nodes in strategic locations to 
reduce detection probability dramatically. Moreover, 
transmissions of claiming messages from a cloned 
node’s neighbors are highly correlated, which affects 
the protocol communication and security 
performance. By the probabilistic directed 
mechanism, those drawbacks are overcome, and the 
protocol performance is improved significantly, as 
shown in the later simulate on results. 
B. Analysis 
Memory Requirement: The RDE protocol is 
exceedingly memory-efficient. It does not rely on 
broadcasting; thus, no additional memory is required 
to suppress broadcasting flood. The protocol does not 
demand intermediate nodes to buffer claiming 
messages, overcoming the major disadvantage of 
line-selected multicast scheme [1]. All memory 
requirement lies on the neighbor-list, which, in fact, 
is a necessary component for all distributed detection 
approaches. Therefore, the protocol consumes almost 
minimum memory. 
Communication Cost: The RDE’s communication 
cost depends on the routing parameter settings. On 
average, there are r claiming messages sent by each 
observer, and each message transmits at most tt1 
hops. In practice,r is a constant small number, say 1 
for a dense network, but tt1 is generally related to the 
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network size n . We select because there 
are  nodes in the network, and by the line 
property of our protocol routing, it is very likely for 
any two nodes to be reachable within  hops for a 
normal network topology. In other words, 
would be sufficient for messages to go across the 

network. The choice of  is also used in [1]. For 
some regular network topologies and by selecting a 
proper target range, the average message hop is 

actually much smaller than resulting from the 
border determination. Therefore, the upper bound of 
communication cost in the randomly directed 

exploration protocol is  
Security: Because of sharing similar detection 
guidelines with the same cryptographic authentication 
primitives, the arguments for the DHT-based 
detection validity in Section IV-C also apply to the 
RDE protocol. Our proposed technique to prevent 
framing attack is essentially applicable to all witness  
Based protocols, including RDE. Relieving message-
discarding and protecting witness are achieved by 
random initial direction and probabilistic directed 
transmission. By them, there is no critical location to 
affect message transmission, which limits the 
capacity of message-discarding, and every neighbor 
of a cloned node has similar potential to become 
witness so it is hard for the adversary to get rid of 
witness in advance. The RDE protocol’s detection 
probability  is determined by the number of 
nodes that are reached when randomly drawing v 
lines This is a covering problem in graph theory .Let 
h denote the reachable node number; it is a function 
of  (an initial angular),  (the number of 
maximum hops), and v (the number of the claiming 
messages). Therefore, for a network with n nodes, the 
detection probability is given by 
 

           .  

 
 
Fig. 6. Protocol performance on different network sizes, where

. 1.0(a) Communication cost. (b) Detection 
probability. 

 
Fig. 7. Performance by adjusting and for . (a) Communication 

cost. (b) Detection probability. 
 
In general, function is H hardly determined 
theoretically. We use the simulations to verify if the 
protocol satisfies the security object. 
 
CONCLUSION 
 
             Sensor nodes lack tamper-resistant hardware 
and are subject to the node clone attack. In this paper, 
we present two distributed detection protocols: One is 
based on a distributed hash table, which forms a 
Chord overlay network and provides the key-based 
routing, caching, and checking facilities for clone 
detection, and the other uses probabilistic directed 
technique to achieve efficient communication 
overhead for satisfactory detection probability. While 
the DHT-based protocol provides high security level 
for all kinds of sensor networks by one deterministic 
witness and additional memory-efficient, probabilistic 
witnesses, the randomly directed exploration presents 
outstanding communication performance and 
minimal storage consumption for dense sensor 
networks. 
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