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Abstract- Distributed denial of service (DDoS) attack is common and fast growing problem in today’s era of Internet 
technology. It aims to attack network systems in the Internet and have become highly significant incident that is required to 
be solved immediately. These attacks are very complex and aim at crippling applications, servers and disrupting legitimate 
user’s communication. This problem has circumvented the entire Internet thereby preventing the legitimate users to get 
access to the normal services and the resources for which they are authorized. Various prevention schemes are discussed in 
literature but a complete solution is still to be discovered. The purpose of this paper is to give an overview of DDoS attacks 
and discuss various prevention mechanisms used to prevent them. Therefore, the study in this paper will help the researchers 
a better understanding about the DDoS problem and prevention schemes to prevent the DDoS. 
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I. INTRODUCTION 
 
Internet is very important aspect of our lives. It 
changes our way of communication, business mode, 
or even everyday life. Most of the today’s services 
such as banking, shopping, education, medicine, 
business, etc are dependent on the Internet [1]. 
Distributed denial of service attack is the most 
common threat to the Internet. Various prevention 
schemes have been proposed but researchers are still 
struggling for the complete solution to protect 
Internet from DDoS attacks. Distributed Denial of 
Service attack is an attack which prevents a computer 
or network to provide normal services. It is 
considered to take place only when access to a 
computer or network resource is intentionally blocked 
or degraded as a result of malicious action taken by 
another user [2]). DDoS is a huge threat to the 
Internet sites, but the DDoS problem is more complex 
and harder to solve. This attack is launched by 
various compromised machines which are vulnerable 
to attacks as they have poor security mechanisms and 
control can be gained easily on them. These 
compromised machines send the useless traffic to the 
victim machine so that victim’s resources are 
exploded and the Internet operations are also 
disrupted due to congestions caused by useless traffic.      
In this paper, we will discuss about the DDoS 
problem and various prevention schemes. In addition, 
we will discuss the strengths and weaknesses of each 
prevention scheme. 
Rest of the paper is organized as follows: Section II 
gives the overview of DDoS problem attacks. Section 
III presents various DDoS prevention schemes. 
Finally, Section IV concludes the paper. 
 
II. DISTRIBUTED DENIAL-OF-SERVICE 

ATTACKS 
 
 

 
Distributed denial-of-service (DDoS) attack is 
performed with the help of many compromised 
machines. DDoS attacks require multiple machines, 
which will send the traffic to the victim machine. 
These machines do not belong to the attacker. Such 
machines are poorly secured systems which are 
available at universities, homes etc. The attacker 
breaks the poor security mechanism, takes full 
control, and misuses them for the attack. These 
attacking machines are frequently called zombies, 
daemons, slaves, or agents. Attacker easily gets 
control of these machines because they do not have 
recent patches and software updates, they are not 
protected by a firewall or users have easily guessed 
passwords. The Figure 2 shows the DDoS attack 
scenario where the attacker employs the comprised 
machines called as handlers that further issue 
commands to zombies. These zombies then send the 
large stream of useless traffic to the victim thereby 
disrupting the victim’s resources and the normal 
Internet operations 

 
 

Figure 2. DDoS Attack Scenario 
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 Therefore, the DDoS attack is composed of four 
elements [3] Attack source, Control masters, Agents, 
and Victim: 
 Attack source: Attack source is the machine, 

handled by attacker which starts the attack. 
 Control masters: Control masters control 

various agents to implement the attack in a 
coordinated manner. Control    masters are 
deployed on one or more host machines. 

 Agents: Agents, also known as slaves or attack 
daemons, which actually conducts the attack on 
the target victim. 

 Victim: A victim is a target host of the DDoS 
attack. 

 
Figure 3 shows the four elements of the DDoS attack. 
 

 
 

Figure 3. Elements of DDoS Attack 
 
III. DDoS PREVENTION SCHEMES 
 
The most common technique for preventing DDoS 
attacks includes filtering technique. The filtering 
techniques can be classified as ingress filtering, 
egress filtering, router based packet filtering, history 
based IP filtering, SAVE protocol etc. These 
techniques are classified as below: 
3.1 Ingress/Egress Filtering 
Ingress filtering is proposed by Ferguson [4].This 
technique uses the method of dropping the packets 
with IP address that do not match a domain prefix 
associated with the router. Egress filtering basically 
works on the strategy that only allocated IP address 
space leaves the network. We must be aware of the 
expected IP addresses on the particular port. Another 
important technique is reverse path filtering. We can 
see the source address of the incoming traffic that 
whether it is reachable if traced in reverse. DDoS 
attacks do not need spoofed source addresses and 
they exploit a large number of compromised host. 
Here ingress and egress filtering are ineffective to 
stop DDoS attacks.  

3.2 Router based packet filtering  
Route based filtering, given by Park and Lee [5], 
improved ingress filtering by and using the route 
information to filter out spoofed IP packets. The 
concept says that each link can get traffic from only a 
limited set of source addresses If an unexpected 
source address appears in an IP packet on a link, then 
it is assumed that the source address has been 
spoofed, and hence the packet can be filtered. 
However, there are several limitations of this scheme. 
The problem associated with RPF is that it is difficult 
to implement. The second limitation is that RPF may 
drop legitimate packets. The third potential limitation 
is that RPF depends on valid BGP messages which 
are used to configure the filter. If an attacker hack a 
BGP session and sende bogus BGP messages, then 
border routers can be mislead to update filtering rules 
in favor of the attacker.  
3.3 Capability based method  
This method is based on request and response 
strategy [6]. In this approach, firstly source first sends 
request packets to its destination. Router marks the 
packet while passing through the router. The 
destination may or may not grant permission to the 
source to send. If permission is granted then 
destination returns the capabilities and if it does not 
grant then it will not supply the capabilities in the 
returned packet. The strength of this scheme is that 
the destination can now control the traffic, which can 
reduce the chances of DDoS attack. The packets 
without capabilities can be dropped at the router.  
3.4 History based IP filtering  
This filtering technique is based [7] on the concept 
that the set of source IP addresses that is seen during 
normal operation tends to remain stable whereas 
during DoS attacks, most of the source IP addresses 
have not been seen before. So based on this an IP 
address database (IAD) is maintained with frequent 
source IP addresses. During an attack, if the source 
address of a packet is not in IAD, the packet is 
dropped. This scheme is efficient as it does not 
require support of whole Internet community. But the 
limitation of this mechanism is that it is inefficient 
when the attacks come from real IP addresses and it 
requires an offline database to save IP addresses 
which leads to storage overheads.  
3.5 Secure overlay Service (SOS)  
This technique is proposed by Keromytis et al 
[8].Here the traffic is verified to establish secure 
communication between the confirmed users. All the 
traffic from a source point is verified by a secure 
overlay access point (SOAP). Authenticated traffic is 
then sent to a special overlay node called a beacon in 
an anonymous manner. The beacon then forwards 
traffic to another special overlay node called a secret 
servlet for further authentication. The secret servlet 
forwards verified traffic to the victim. . Finally, only 
traffic forwarded by the secret servlet chosen by the 
victim can pass its perimetric routers .It is an efficient 
method but the main challenge is deployment of 
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SOAP. To implement SOS we need a secure protocol 
which itself is another issue.   
3.6 SAVE: Source Address Validity Enforcement  
Li et al [9] have proposed a new protocol called the 
Source Address Validity Enforcement (SAVE) 
protocol block any IP packet with an unexpected 
source IP address. SAVE protocol provides routers 
with information about the range of source IP 
addresses that it would expect at each interface. 
Hence, each router builds an incoming table that 
associates each link of the router with a set of valid 
source address blocks. SAVE is a protocol that 
enables the router to filter packets with spoofed 
source addresses with this table.  
The major limitation of this scheme is it requires 
change in the routing protocol which is a very 
cumbersome job and time consuming. Second 
limitation is even if SAVE is deployed then also 
DDoS attacks can be performed with non spoofed 
source addresses. 
 
CONCLUSION 
 
This paper focuses on the following key areas which 
are summarized as: 
 

 It provides knowledge about  DDoS problem 
and the attack scenario 

 The various prevention mechanisms for 
DDoS are discussed with their strengths and 
weaknesses. 
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